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PROFESSIONAL SERVICES CONTRACT
Contract #0000000000000000000051048

This Contract (the “Contract”) entered into by and between Indiana Family and Social Services
Administration (“FSSA”), Division of Family Resources (“DFR”) (the "State") and DELOITTE
CONSULTING LLP (the "Contractor"), is executed pursuant to the terms and conditions set forth
herein. As noted in the Request for Proposal 12-113, the State and Contractor would transition
into a new contract for maintenance and operations (“M&Q”) services as Indiana Eligibility
Determination Services System (“IEDSS”) Design, Development and Implementation (“DDI”)
services were completed and M&O services were initiated. As such, this Contract, effective
January 1, 2021, succeeds the previous DDI agreement, contract identification number
#0000000000000000000041632. In consideration of those mutual undertakings and covenants,
the parties agree as follows:

1. Duties of Contractor.

The specific M&O services to be provided by the Contractor are detailed in Exhibit 1—Scope of
Work (“Services”), which is attached hereto and incorporated herein. Contractor shall meet the
service level agreements stated in Exhibit 2— Service Level Agreements, which is attached
hereto and incorporated herein in the performance of the Services. In the performance of some of
the Services, the Contractor may have access to Protected Health Information (“PHI”).

2. Consideration.

The Contractor will be paid for Services rendered as set forth in Exhibit 1 — Scope of Work, for
performing the duties set forth above. Total remuneration under this Contract shall not exceed
$ 13,000,000.00. The Contractor may invoice up to the amounts provided, by category, in
Exhibit 4—State Fiscal Year Budget, which is attached hereto and incorporated herein. The
Contractor may invoice Change Orders using the rates indicated in Exhibit 3-Change Order
Rates, which is attached hereto and incorporated herein.

3. Term.

This Contract shall be effective for a period of twelve (12) months. It shall commence on
January 1, 2021 and shall remain in effect through December 31, 2021.

4. Access to Records.

The Contractor and its subcontractors, if any, shall maintain all books, documents, papers,
accounting records, and other evidence pertaining to all charges under this Contract. They shall
make such materials available at their respective offices at all reasonable times during this
Contract, and for three (3) years from the date of final payment under this Contract, for inspection
by the State or its authorized designees. Copies shall be furnished at no cost to the State if
requested. Any records available to the State hereunder may be identified by Contractor as
confidential information of Contract, will be subject to the confidentiality provisions contained in
Clause 12—Confidentiality, Security and Privacy of Personal Information of this Contract and may
be redacted by Contractor to the extent necessary to protect its proprietary and confidential
information and to avoid any invasion of personal privacy as long asall information necessary to
perform a proper audit of the labor hours charged is provided.
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5. Assignment; Successors.

The Contractor and the State bind their successors and assignees to all the terms and conditions of
this Contract. The Contractor shall not assign or subcontract the whole or any part of this Contract
without the State’s prior written consent. The Contractor may assign its right to receive payments to
such third parties as the Contractor may desire without the prior written consent of the State,
provided that the Contractor gives written notice (including evidence of such assignment) to the
State thirty (30) days in advance of any payment so assigned. The assignment shall cover all
unpaid amounts under this Contract and shall not be made to more than one party.

6. Assignment of Antitrust Claims.

The Contractor assigns to the State all right, title and interest in and to any claims the Contractor
now has, or may acquire, under state or federal antitrust laws relating to the products or services
which are the subject of this Contract.

7. Audits.

The Contractor acknowledges that it may be required to submit to an audit of funds paid through
this Contract. Any such audit shall be conducted in accordance with IC § 5-11-1, ef seq., and
audit guidelines specified by the State.

The State considers the Contractor not to be a “subrecipient” under 2 C.F.R. 200.330 for this
Contract.

8. Authority to Bind Contractor.

The signatory for the Contractor represents that he/she has been duly authorized to execute this
Contract on behalf of the Contractor and has obtained all necessary or applicable approvals to
make this Contract fully binding upon the Contractor when his/her signature is affixed, and
accepted by the State.

9. Changes in Work.

The Contractor shall not commence any additional work or change the scope of the work until
authorized in writing by the State. The Contractor shall make no claim for additional
compensation in the absence of a prior written approval and amendment executed by all
signatories hereto. This Contract may only be amended, supplemented or modified by a written
document executed in the same manner as this Contract.

10. Compliance with Laws.

A. The Contractor shall comply with all applicable federal, state, and local laws, rules,
regulations, and ordinances, and all provisions required thereby to be included herein are
hereby incorporated by reference. The enactment or modification of any applicable state or
federal statute or the promulgation of rules or regulations thereunder after execution of this
Contract shall be reviewed by the State and the Contractor to determine whether the
provisions of this Contract require formal modification.

B. The Contractor and its agents shall abide by all ethical requirements that apply to persons
who have a business relationship with the State as set forth in IC § 4-2-6, et seq., IC § 4-2-7,
et seq. and the regulations promulgated thereunder. If the Contractor has knowledge, or
would have acquired knowledge with reasonable inquiry, that a state officer, employee,
or special state appointee, as those terms are defined in IC § 4-2-6-1, has a financial
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interest in the Contract, the Contractor shall ensure compliance with the disclosure
requirements in IC § 4-2-6-10.5 prior to the execution of this Contract. If the Contractor is
not familiar with these ethical requirements, the Contractor should refer any questions to the
Indiana State Ethics Commission, or visit the Inspector General's website at
http://www.in.gov/ig/. If the Contractor or its agents violate any applicable ethical standards,
the State may, in its sole discretion, terminate this Contract immediately upon notice to the
Contractor. In addition, the Contractor may be subject to penalties under IC §§ 4-2-6, 4-2-7,
35-44.1-1-4, and under any other applicable laws.

C. The Contractor certifies by entering into this Contract that neither it nor its principal(s) is
presently in arrears in payment of taxes, permit fees or other statutory, regulatory or judicially
required payments to the State of Indiana. The Contractor agrees that any payments
currently due to the State of Indiana may be withheld from payments due to the Contractor.
Additionally, further work or payments may be withheld, delayed, or denied and/or this
Contract suspended until the Contractor is current in its payments and has submitted proof of
such payment to the State.

D. The Contractor warrants that it has no current, pending or outstanding criminal, civil, or
enforcement actions initiated by the State, and agrees that it will immediately notify the State
of any such actions. During the term of such actions, the Contractor agrees that the State
may delay, withhold, or deny work under any supplement, amendment, change order or other
contractual device issued pursuant to this Contract.

E. If a valid dispute exists as to the Contractor's liability or guilt in any action initiated by the
State or its agencies, and the State decides to delay, withhold, or deny work to the Contractor,
the Contractor may request that it be allowed to continue, or receive work, without delay. The
Contractor must submit, in writing, a request for review to the Indiana Department of
Administration (IDOA) following the procedures for disputes outlined herein. A determination
by IDOA shall be binding on the parties. Any payments that the State may delay, withhold,
deny, or apply under this section shall not be subject to penalty or interest, except as
permitted by IC § 5-17-5.

F. The Contractor warrants that the Contractor and its subcontractors, if any, shall obtain and
maintain all required permits, licenses, registrations, and approvals, and shall comply with all
health, safety, and environmental statutes, rules, or regulations in the performance of work
activities for the State. Failure to do so may be deemed a material breach of this Contract
and grounds for immediate termination and denial of further work with the State.

G. The Contractor affirms that, if it is an entity described in IC Title 23, it is properly registered
and owes no outstanding reports to the Indiana Secretary of State.

H. As required by IC § 5-22-3-7:
(1) The Contractor and any principals of the Contractor certify that:

(A) the Contractor, except for de minimis and nonsystematic violations, has not violated
the terms of:

(i) 1C §24-4.7 [Telephone Solicitation Of Consumers];

(ii) 1C §24-5-12 [Telephone Solicitations]; or
(iii) 1C §24-5-14 [Regulation of Automatic Dialing Machines];
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in the previous three hundred sixty-five (365) days, even if IC § 24-4.7 is
preempted by federal law; and

(B) the Contractor will not violate the terms of IC § 24-4.7 for the duration of the Contract,
even if IC §24-4.7 is preempted by federal law.

(2) The Contractor and any principals of the Contractor certify that an affiliate or principal of
the Contractor and any agent acting on behalf of the Contractor or on behalf of an affiliate
or principal of the Contractor, except for de minimis and nonsystematic violations,

(A) has not violated the terms of IC § 24-4.7 in the previous three hundred sixty-five
(365) days, even if IC §24-4.7 is preempted by federal law; and

(B) (will not violate the terms of IC § 24-4.7 for the duration of the Contract, even if IC
§24-4.7 is preempted by federal law.

11. Condition of Payment.

All services provided by the Contractor under this Contract must be performed in material
compliance with Contract requirements. All payments shall be due within thirty-five (35) days of
the receipt of the invoice by the State and made to the electronic payment address designated by
Form W-9 on file with the Auditor of State in accordance with Section 37. The Contractor will not
receive payment for Services not in material compliance with Contract requirements. Withholding
of payment by the State pursuant to the preceding sentence shall be considered a dispute under
Section 16 below. The State shall notify Contractor of any such dispute not more than thirty-five
(35) days from the receipt of the invoice by the State. In the event of a termination or cancellation
of this Contract for any reason, the State shall pay Contractor for all Services provided prior to the
date of termination, that are in material compliance with the requirement of this Contract. Without
limiting its rights or remedies, Contractor shall have the right to halt or terminate the Services
entirely if payment on amounts that are undisputed are not received within sixty (60) days from
Contractor’s written notice to the State of such non-payment.

12. Confidentiality, Security and Privacy of Personal Information.

A. Terms used, but otherwise not defined in this Contract shall have the same meaning as those
found in 45 CFR Parts 160, 162, and 164, and 45 CFR Subtitle A.

B. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 (sections
1171 through 1179 of the Social Security Act), including any subsequent amendments to
such Act.

C. “HIPAA Rules” mean the rules adopted by and promulgated by the US Department of Health
and Human Services (“HHS”) under HIPAA and other relevant Federal laws currently in force
or subsequently made, such as the Health Information Technology for Economic and Clinical
Heath Act (“HITECH”), as enumerated under 45 CFR Parts 160, 162, and 164, including
without limitation any and all additional or modified regulations thereof. Subsets of the HIPAA
Rules include:

"HIPAA Enforcement Rule" as defined in 45 CFR Part 160;

"HIPAA Security Rule" as defined in 45 CFR Part 164, Subparts A and C;
"HIPAA Breach Rule" as defined in 45 CFR Part 164, Subparts A and D; and
"HIPAA Privacy Rule" as defined in 45 CFR Part 164, Subparts A and E.

PN =

D. If Contractor’s services under this Contract includes State authorized access to and use of
PHI on the State’s behalf then Contractor is hereby deemed a Business Associate to the
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State and, as such, Contractor is hereby authorized by the State to create, receive, maintain,
and/or transmit Protected Health Information (“PHI”) on the State’s behalf pursuant to and
consistent with the services performed by Contractor under this Contract.

E. Contractor is hereby authorized by the State to create, receive, maintain, use and/or transmit
Personally Identifiable Information (“PlI”; meaning non-public personal information as
collectively defined in IC 4-1-6-1 and IC 4-1-11-3, and under the National Institute of
Standards and Technology (“NIST”) Special Publication 800-122) on the State’s behalf
pursuant to and consistent with the Services performed by Contractor under this Contract. As
used here, Pll includes PHI, SSA-data, and ACA PII (as defined herein) as applicable,
whether or not separately stated, limited to such information that is received from, or created
on behalf of, the State by Contractor pursuant to the performance of the Services, but PlI
does not include business contact information of State personnel provided for communication
with such personnel as appropriate to perform the Services.

F. Contractor understands that pursuant to and consistent with the Services performed by
Contractor under this Contract, Contractor may be permitted authorized access to data
obtained by the State from the Social Security Administration (“SSA-data”). In this regard
and to the extent applicable to Contractor in its performance of the Services if Contractor is
permitted such authorized access and use of SSA-data:

1) Contractor agrees that it will comply with the applicable provisions of the Computer
Matching and Privacy Protection Act Agreement (“CMPPA”) and the Information
Exchange Agreement (“IEA”) executed between the Social Security Administration
(“SSA”) and the State; these agreements are incorporated herein by reference as such
CMPPA (https://www.ssa.gov/dataexchange/statemodels.html) and IEA
(https://www.ssa.gov/dataexchange/statemodels.html);

2) Contractor further agrees that it will abide by all relevant Federal laws and restrictions on
access, use, and disclosure of SSA-data, including the security requirements enumerated
in the CMPPA and IEA;

3) Contractor understands that its access, use, or disclosure of SSA-data in a manner or
purpose not authorized by the CMPPA or IEA may subject Contractor, including
Contractor’s employees, agents, and subcontractors, to civil and criminal sanctions
pursuant to applicable Federal statutes; and

4) Contractor understands that the State, in compliance with the CMPPA, will undertake a
review of Contractor’'s compliance with Contractor’s obligations under the CMPPA, IEA,
and this Contract no less than triennially; Contractor agrees to reasonably cooperate with
the State in such reviews by (i) making available to the State information necessary to
demonstrate Contractor’'s compliance with such obligations, which may take the form of
certificates, independent third-party reports, or other relevant documentary information
and (ii) responding to the State’s written information security questionnaire. In the event
the State has any questions regarding such documentation or questionnaire, Contractor
shall make appropriate personnel reasonably available to discuss such documentation or
questionnaire. The State shall treat any information obtained in connection with such
review as Contractor’s confidential information and shall not disclose such information, or
refer to such information in any communication, to any person or entity other than the
State or any regulatory body exercising jurisdiction, subject to the State making
reasonable efforts to secure confidential treatment of such information when disclosing it
to such regulatory body. Such reviews may be undertaken by the State in addition to or
as part of other reviews of Contractor’s privacy and security policies, procedures, and
practices undertaken by the State pursuant to this Contract.
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G. Contractor agrees that as a Business Associate to the State it is obligated to comply with the
HIPAA Rules, as such Rules apply to Business Associates, throughout the term of this
Contract and thereafter as may be required by federal law and such compliance will be at
Contractor’s sole expense. Further,

1)

2)

Contractor will not use or further disclose PHI or Pll except as expressly permitted by
this Contract, in connection with the Services or as required by law; provided
however, nothing in this Contract shall be construed to permit Contractor to use or
disclose PHI in a manner that would violate the provisions of the HIPAA Privacy Rule
as such Rule applies to the State with regard to the Services performed by
Contractor under this Contract or otherwise cause the State to be non-compliant with
the HIPAA Privacy Rule, except that Contractor may use or disclose PHI for its
proper management and administration as provided for in 45 CFR § 164.504(e)(4).
Contractor understands it must comply with the HIPAA Security Rule with respect to
any Electronic PHI that it maintains on its own systems and will employ appropriate
safeguards to reasonably prevent the use or disclosure of PHI and PIl other than as
permitted by this Contract or required by the HIPAA Privacy Rule or other applicable
Federal or state law or regulation. Such safeguards will be designed, implemented,
operated, and managed by Contractor at Contractor’s sole expense and following the
Contractor’s best professional judgment regarding such safeguards. If Contractor
maintains PHI and PIl on its own systems, upon the State’s reasonable request,
Contractor will review such safeguards with the State. Contractor will implement the
following HIPAA requirements for any forms of such PHI that the Contractor receives,
maintains, or transmits on behalf of the State:

a) Administrative safeguards under 45 CFR § 164.308

b) Physical safeguards under 45 CFR § 164.310

c) Technical safeguards under 45 CFR § 164.312

d) Policies and procedures and documentation requirements under 45 CFR §

164.316.

Contractor understands that it is subject to the HIPAA Enforcement Rule under which
Contractor may be subject to criminal and civil penalties for violations of and non-
compliance with the HIPAA Rules.

H. Improper Disclosure, Security Incident, and Breach Notification.

1)

2)

As a Business Associate, Contractor understands that it is subject to the HIPAA
Breach Rule.

For the purposes of this Contract:

(A) The term “Breach” has the same meaning as defined in the HIPAA Breach Rule
with respect to PHI and with respect to Pll also means the compromise,
unauthorized disclosure, unauthorized access, loss of control, or any similar term
or phrase that refers to situations where persons other than authorized users or for
an other-than-authorized purpose have, or are reasonably expected to have,
access to Pll, whether physical or electronic.

(B) “Security Incident” means (a) a violation or imminent threat of violation of a
security policy, acceptable use policies, or standard security practices, inclusive of
the act of violating an explicit or implied security policy, which includes attempts
(either failed or successful) to gain unauthorized access to a system or its data;
unwanted disruption or denial of service; (b) the unauthorized use of a system for
the processing or storage of data; changes to system hardware, firmware, or
software characteristics without the owner’s knowledge, instruction, or consent; (c)
loss of PII or other sensitive data through theft or device misplacement, loss or
misplacement of hardcopy documents, and misrouting of mail (physical or
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3)

electronic), in each of cases (a) — (c¢) which puts PII or other sensitive data at risk of
or exposes Pll/other sensitive data to an opportunity for unauthorized access, use,
disclosure, modification, or destruction.

If a Security Incident occurs or if Contractor reasonably suspects that a Security
Incident has occurred with respect to PIl in Contractor’s safekeeping or while being
legitimately used by Contractor in Contractor’s performance of its services under this
Contract:

(A) Contractor shall notify the State of the Security Incident within one (1) business
day of when Contractor discovered the Security Incident; such notification shall be
made to the FSSA Privacy & Security Office in a manner reasonably prescribed by
the FSSA Privacy & Security Officer and shall include as much detail as the
Contractor reasonably may be able to acquire within the one (1) business day.

(B) For the purposes of such Security Incidents, “discovered” and “discovery” shall
mean the first day on which such Security Incident is known to the Contractor or,
by exercising reasonable diligence, would have been known to the Contractor.
Regardless of whether the Contractor failed to exercise reasonable diligence,
improperly delaying the notification of discovery beyond the one (1) business day
requirement, the Contractor will notify the FSSA Privacy & Security Office within
one (1) business day of gaining actual knowledge of a Security Incident.

(C) In collaboration with the FSSA Privacy & Security Office, Contractor shall
undertake commercially reasonable efforts necessary to thoroughly investigate the
Security Incident and to provide all results of such investigation to the FSSA
Privacy & Security Office, as such information becomes available, including but not
limited to the role(s) of the Contractor personnel involved, source and cause of the
Security Incident, specific types of information disclosed or believed to have been
exposed, disclosure victims (those whose PIl was disclosed or believed to have
been disclosed or exposed to unauthorized access/use), disclosure recipients,
relevant supporting information, actions taken to mitigate or stop the Security
Incident, and similar details.

(D) Contractor’s investigation must be undertaken expeditiously and completed to
the extent that a determination of whether a Breach has occurred can be
reasonably made, including the identification of the victims or likely victims, within a
reasonable timeframe as mutually agreed upon between the Contractor and the
FSSA Privacy & Security Office, from the date of discovery of the Security Incident.
Contractor shall provide details of its investigation to the FSSA Privacy & Security
Office on an ongoing basis until the investigation is complete.

(E) Contractor and the FSSA Privacy & Security Office will collaborate on the results
of Contractor’s investigation; the determination as to whether a Breach has
occurred for reporting and notification purposes rests solely with the FSSA Privacy
& Security Office.

(F) Ifitis determined by the FSSA Privacy & Security Office that a Breach of
Unsecured PHI or Pll has occurred and to the extent such Breach was caused by
Contractor’s breach of the terms of this Contract:

1. Contractor agrees that it shall be responsible for all costs with respect to
fulfilling the State’s and/or Contractor’s obligations (if any) for providing
legally required notice to all of the known and suspected victims of the
Breach. Such notice shall comply with the HIPAA Breach Rule notification
requirements and/or applicable notification requirements under State law or
regulation.

2. Contractor will coordinate its Breach notification efforts with the FSSA
Privacy & Security Office; the FSSA Privacy & Security Office will approve
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Contractor’s Breach notification procedures and plans, including the format
and content of the notice(s) prior to such notification being made.

3. Contractor accepts responsibility for the Breach and any resulting losses or
damages incurred by the State and agrees to the indemnification obligations
for claims by victims of the Breach set forth in Section 12.Q. below.

4. Contractor will, to the extent practicable, undertake all commercially
reasonable efforts necessary to mitigate any deleterious effects of the
Breach for the known and suspected victims of the Breach.

5. The State, through the FSSA Privacy & Security Office, will make the
appropriate notifications to HHS and/or the applicable Federal or State
agencies with respect to the Breach.

(G) Contractor will undertake commercially reasonable corrective actions to
eliminate or minimize the opportunity for an identified Security Incident to reoccur
and upon the State’s request, provide the FSSA Privacy & Security Office with its
plans, status updates, and written certification of completion regarding such
corrective actions.

4) If Contractor observes or otherwise becomes aware of a Security Incident or
reasonably suspected Security Incident outside of Contractor’s scope of
responsibilities under this Contract (for example, affecting PIl not in Contractor’s
safekeeping), Contractor agrees to promptly report such Security Incidents to the
FSSA Privacy & Security Office and reasonably cooperate with the FSSA Privacy &
Security Office’s investigation of the Security Incident.

I. Subcontractors. Contractor agrees that in accordance with the HIPAA Privacy Rule, CMPPA,
IEA, and 45 CFR §155.260 any subcontractors engaged by Contractor (in compliance with
this Contract) that will create, receive, maintain, use or transmit State PIl on Contractor’s
behalf will contractually agree to the same restrictions, conditions, and requirements (other
than indemnification) that apply to Contractor with respect to such PHI/PII as applicable to
their activities.

J. Access by Individuals to their PHI/PIl. Contractor acknowledges that in accordance with the
HIPAA Privacy Rule and 470 IAC 1-3-1, et seq, individuals for whom Contractor has direct
possession of their PHI/PII that is maintained by Contractor in a Designated Record Set on
the State’s behalf have the right to inspect and amend their PHI/PIl in accordance with 45
CFR 164.524 and 164.526 and have the right for an accounting of uses and disclosures of
such PHI/PII, except as otherwise provided therein. Contractor shall provide such right of
inspection, amendment, and accounting of disclosures to the State upon reasonable request
by the State. In situations in which Contractor does not have direct possession of such
PHI/PII, then the State shall be responsible for such inspection, amendment, and accounting
of disclosures rights by individuals.

K. Access to Records. Contractor shall make available to HHS and/or the State and/or other
Federal agencies so authorized and as required by applicable law, Contractor’s internal
practices, books, and records relating to the use and disclosure of PHI and PII provided to
Contractor by the State or created, received, maintained, or transmitted by Contractor on the
State’s behalf. Contractor shall promptly inform the State by giving notice to the FSSA
Privacy & Security Office upon receipt by the Contractor of any request by HHS (or its
designee), or such other State agencies, or other Federal agencies for such internal practices,
books, and/or records and shall provide the State with copies of any materials or other
information made available to such agencies.

L. Return of Protected Health Information. Upon request by the State upon termination of this
Contract, Contractor will, if feasible, at the State’s sole option, either return or destroy all
copies of any PHI or PII provided to Contractor by the State in Contractor’s possession or
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PHI or Pll created, received, maintained, or transmitted by Contractor on the State’s behalf
pursuant to this Contract in Contractor’s possession and upon the State’s request, Contractor
shall confirm in writing that it has retained, returned or destroyed such PHI and/or PII. If the
Contractor reasonably determines that return or destruction is not feasible (such as in the
event that the retention of PHI or PIl is required for archival purposes to evidence the
Services), the protections in this Contract shall continue to be extended to any PHI or PlII
maintained by the Contractor for as long as it is maintained.

M. At the discretion of the State, the State may terminate this Contract in accordance with its
terms for Contractor’s material breach of this Section 12.

N. Contractor agrees to participate in a disaster recovery plan, as appropriate to the Contractor’s
services, as determined by the State to be necessary to uphold integral business functions in
the event of an unforeseen disaster.

O. Drug and Alcohol Records. In the performance of the Services under this Contract,
Contractor may have access to confidential information regarding alcohol and drug abuse
patient records. Contractor agrees that such information is confidential and protected
information and therefore, the Contractor promises and assures that any such information,
regardless of form, disclosed to Contractor for the purposes of this Contract will not be
disclosed or discussed with others without the prior written consent of the State. The
Contractor and the State will comply with the applicable requirements of 42 CFR Part 2 and
any other applicable Federal or state law or regulatory requirement concerning such
information, in each case with respect to the Contractor, to the extent applicable to the
Contractor in the performance of the Services. The Contractor will report any unauthorized
disclosures of such information in compliance with this Section.

P. Confidentiality of State Information and Contractor Information. The Contractor understands
and agrees that data, materials, and information disclosed to the Contractor may contain
confidential and protected information. The Contractor covenants that such confidential and
protected data, material and information gathered, based upon or disclosed to the Contractor
for the purpose of this Contract, will not be disclosed by Contractor to or discussed with third
parties without the prior written consent of the State. The State hereby consents to the
Contractor disclosing State confidential information to permitted subcontractors performing
services under this Contract. Contractor agrees to require any subcontractors to comply with
the applicable requirements contained in this Section 12. For purposes of these terms
“Contractor Information” means all works of authorship, materials, information and other
intellectual property created prior to or independently of the performance of the Services or
created by Contractor or its subcontractors as a tool for their use in performing the Services,
plus any modifications or enhancements thereto and derivative works based thereon. To the
extent that Contractor uses any Contractor Information, Contractor shall retain all right, title
and interest in and to such Contractor Information, and except for the license expressly
ranted in this section, the State shall acquire no right, title or interest in or to such Contractor
Information. Upon full and final payment by the State hereunder with regard to each Work
Product, Contractor hereby grants to the State a non-exclusive, non-transferable, perpetual,
fully paid-up license to use, execute, reproduce and internally distribute copies of any
Contractor Information delivered in connection with such Work Product provided hereunder,
solely for the State’s internal business purposes and solely in connection with use of such
Work Product.

The parties acknowledge that the Services to be performed by Contractor for the State under
this Contract may require or allow access to data, materials, and information containing
Social Security numbers maintained by the State in its computer system or other records. In
addition to the covenant made above in this Section and pursuant to 10 IAC 5-3-1(4), the
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Contractor, to the extent applicable to Contractor in its performance of the Services, and the
State agree to comply with the provisions of IC 4-1-10 and IC 4-1-11. If any Social Security
number(s) is/are disclosed by Contractor in material breach of this Section 12, Contractor
agrees to pay the cost of the notice of disclosure of a breach of the security of the system in
accordance with IC 4-1-11 in addition to any other claims and expenses for which it is liable
under the terms of this Contract subject to the limitations of liability set forth in Section 51.
The Contractor shall report any unauthorized disclosures by Contractor of Social Security
numbers to the FSSA Privacy & Security Office within one (1) business day of the date the
Contractor is aware of the unauthorized disclosure.

Q. Provided that the State has complied with its obligations under this Contract, and under
applicable law and regulation with respect to PHI and PIl, Contractor will indemnify and hold
the State harmless from any loss, damage, costs, expense, judgment, sanction or liability,
including, but not limited to, reasonable attorneys’ fees and costs, attributable to the claims of
third parties that the State incurs or is subject to, to the extent resulting from a disclosure of
PHI or any Social Security numbers by Contractor or any subcontractor, agent or person
under Contractor’s control arising from a material breach of this Section 12. As a condition to
the foregoing indemnity, the State shall provide Contractor with prompt written notice of any
claim for which indemnification is sought and shall cooperate in all reasonable respects with
Contractor in connection with any such claim. Contractor shall be entitled to defend and
control the handling of any such suit or proceeding, in its sole discretion, with counsel of its
own choosing that is reasonably satisfactory to the State. Contractor may not settle a claim
for which indemnification is sought under this Section without the prior written consent of the
State, unless (1) the sole relief provided is the payment of monetary damages by Contractor
or, to the extent that any non-monetary relief is provided, such non-monetary relief is
applicable only to Contractor, (2) there is no admission of any fault or wrongdoing on the part
of the State, and (3) the compromise or settlement contains a full and unconditional release
(other than a condition of receipt of payment from the Contractor) of the State from liability in
respect of such claim.

R. Contractor shall adhere to all relevant FSSA Security Policies for any related activities
provided to FSSA under this contract. Contractor is responsible for verifying that any
subcontractors they engage will also comply with these policies. Any exceptions to these
policies require written approval from the FSSA Privacy & Security Office.

S. Access to FSSA and/or State Information Systems.

1) “FSSA and/or State Information Systems” means all computing hardware and related
components, all computer software and related components, all network devices and
related functions, and data owned by, licensed to, in the legal custody of, and/or
operated by FSSA and/or the State.

2) If and to the extent the Contractor, in the performance of Contractor’s Services under
this Contract, is authorized and granted by the State with access to FSSA and/or
State Information Systems:

(A) Contractor agrees that it and all members of its workforce (as used here,
“workforce” means employees, volunteers, interns, trainees, (sub)contractors, and
other persons whose conduct is under the control of Contractor) performing such
Services will comply, to the extent applicable to Contractor in its performance of the
Services, with all FSSA and State Privacy and Security Policies and Procedures
provided in writing to Contractor in advance of its performance of the Services
provided that such policies and procedures do not expand the scope of Services.

(B) All members of Contractor’s workforce who are or will be granted access to
FSSA and/or State Information Systems will undertake and certify completion of all
FSSA and State mandated privacy and security training following a schedule
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3)

reasonably required by FSSA and the State (e.g., upon new hire/assignment and
annually thereafter).

(C) All members of Contractor’s workforce who are or will be granted access to
FSSA and/or State Information systems will agree in writing or through electronic
confirmation to the rules of behavior regarding access to and use of FSSA and/or
State information systems; such rules of behavior are the State Information
Resource Use Agreement (“IRUA”)

(https://www.in.gov/iot/files/The Information Resources Use Agreement .pdf)
and the DFR Rules of Behavior
(https://www.in.gov/fssa/thehub/files/DFR _rulesOfBehavior.pdf).

(D) Such training and rules of behavior agreement will be coordinated with
Contractor by the FSSA Privacy and Security Office and the Indiana Office of
Technology (“10T”).

(E) Any members of Contractor’s workforce who fail to complete the required training
as described above within the scheduled timeframes or who fail to agree to the
rules of behavior will not be permitted to access FSSA and/or State information
systems.

(F) Access to and usage of FSSA and/or State Information Systems is controlled
through role-based access privileges and follows the principle of least privilege,
meaning users are granted access to/usage of only the minimum amount of
information and system functions necessary to perform their role or job assignment.
As such, FSSA or its designee will provide Contractor with a list of roles it deems
necessary for Contractor to perform the services; Contractor will identify each
individual workforce member who requires access to/usage of FSSA and/or State
Information Systems and the role to be assigned to each individual. Contractor will
certify in writing that the role assigned to each individual workforce member is
necessary and appropriate for the individual to perform their job assignment with
respect to the performance of Contractor’s services under this Contract.

(G) FSSA will authorize and grant Contractor workforce member access privileges
based on the requested and certified role in a timely manner; FSSA and IOT
reserve the right to withdraw such authorization for any workforce member, with or
without cause, at any time and without prior notice. It is understood by FSSA that
any withdrawal without cause may impact schedule and cost.

(H) Contractor agrees to notify the FSSA Privacy and Security Office or its designee
within one (1) business day of any workforce member terminations or changes in
workforce member assignment that would affect their need for access to FSSA
and/or State Information Systems or role.

() Contractor agrees that it is solely responsible for the actions, including errors and
omissions, intentional misconduct, or malfeasance of its workforce members with
respect to their access to and usage of FSSA and/or State Information Systems to
the same extent as though Contractor performed such actions.

(J) The FSSA Privacy and Security Office (or its designee) and Contractor will
collaborate on the methods and means to identify workforce members requiring
access, certification, changes, and other communications under this subsection.

Except as otherwise expressly agreed in Exhibit 1 (Scope of Work), nothing shall
require Contractor to be responsible for the implementation and maintenance of any
controls concerning the equipment or information systems of the State.

T. 45 CFR §155.260 Compliance.

1)

The FSSA Division of Family Resources (“DFR”) participates in a Pl data exchange
with the Centers for Medicare and Medicaid services (“CMS”) mandated under the
Affordable Care Act (“ACA”, Public Law 111-148). The receipt of PIl data from CMS
through this data exchange (“ACA PII”) is in support of the determination of eligibility
for healthcare coverage for individuals, which is a primary function of DFR. DFR is
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u.

designated as the Administering Entity under a computer matching agreement with

CMS and, per the terms of that agreement, is obligated to comply with the provisions

of 45 CFR §155.260 and §155.280 regarding the privacy and security of ACA PIl and

that such compliance will be achieved through the application of the privacy and
security standards and obligations established in the Minimum Acceptable Risk

Standards for Exchanges (“MARS-E”) promulgated by CMS.

45 CFR §155.260(b)(2)(v) requires DFR to bind any downstream entities with which

ACA PIl is shared to same privacy and security standards and obligations that DFR is

obligated to comply with, subject to the provisions under 45 CFR §155.260(b)(3) and

in compliance with the monitoring provisions under 45 CFR §155.280.

In this regard (pursuant to the immediately preceding) and to the extent applicable to

Contractor in its performance of the Services:

(A) Contractor understands that in the performance of its Services under this
Contract Contractor will be given access to and usage of ACA PlII to the extent
necessary to perform such Services; such access and usage of ACA PIl is hereby
authorized by the State.

(B) Contractor agrees that such ACA Pl is subject to the same provisions of this
Section as apply to PIl and PHI, including but not limited to subsection H Improper
Disclosure, Security Incident, and Breach Notification.

(C) Contractor further agrees that it will employ privacy and security standards over
such ACA PIl in its possession or control that are consistent with and being at least
as protective as the privacy and security standards employed by DFR as described
in paragraph 1) above taking into consideration: (i) the environment in which the
Contractor is operating; (ii) whether specific standards are relevant and applicable
to the Contractor’s duties and activities in the performance of the Services; and, (iii)
existing legal requirements to which Contractor is bound in relation to its
administrative, technical, and operational controls and practices, including but not
limited to, its existing data handling and information technology processes and
protocols.

(D) Contractor additionally agrees that the privacy and security standards it employs
over ACA PII will be consistent with the principles established in 45 CFR
§155.260(a)(3) and that Contractor will bind any of its subcontractors used to
perform the Services with authorized access to ACA Pl to terms that are the same
or at least as protective as the privacy and security standards Contractor employs
over ACA PII.

(E) Contractor agrees that it will comply with the applicable provisions under 45 CFR
§155.260 as a non-exchange entity.

Independent assessment. If and to the extent that Contractor creates, receives, maintains,

uses, and/or transmits Pll in its performance of the Services, as authorized under this
Contract, employing information systems owned by, licensed to, in the legal custody of,
and/or operated by Contractor (excluding and separate from FSSA and/or State Information
Systems), in order to assure Contractor’s appropriate application of its privacy and security
standards:

1)

Deloitte LLP (“DLLP”), the parent entity of Contractor, has engaged a qualified,
independent third-party to, on an annual basis,(a) conduct an examination in
accordance with Service Organization Controls 2 (“SOC 2”) standards under the
Statement on Standards for Attestation Engagements established by the American
Institute of Certified Public Accountants to evaluate the description, suitability of the
design, and the operating effectiveness of the security controls of DLLP’s
Infrastructure Support Services System relevant to security and availability, and to
prepare a Type 2 SOC 2 report with respect thereto (the “SOC 2 Infrastructure
Report”) and (b) certify that DLLP’s Information Security Management System that
manages its clients’ confidential information complies with the requirements of
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4)

ISO/IEC 27001:2013 (the “ISO 27001 Certificate”). Upon written request, Consultant
shall promptly provide Client with a copy of the most recently available (i) SOC 2
Infrastructure Report, (ii) the ISO 27001 Certificate, or (iii) a report prepared by a third
party that is designed to provide similar information as such SOC 2 Infrastructure
Report or ISO 27001 Certificate (collectively, the “Security Reports”). Contractor is
solely responsible for ensuring each such assessment is reasonable in scope and
depth with respect to Contractor’s environment.

Contractor will share the most recently available results of each such Security Report
with the FSSA Privacy & Security Office upon written request, including a description
of Contractor’s plan to resolve or mitigate any privacy and security deficiencies
identified by the third-party assessor as detailed in the management response
section of such Security Report; the State will hold such results and any such plan in
the strictest confidence and not disclose such Security Reports, or refer to such
Security Reports in any communication, to any person or entity other than the State.
The State will review the assessment results, including the plan, solely for the
purpose of gauging the reasonable sufficiency of the scope and depth of the
assessment and the reasonable timeliness and approach of the plan. In the event
that the State has any questions regarding such Security Reports, Contractor shall
make appropriate personnel reasonably available to discuss the contents thereof.
The State reserves the right to request of Contractor reasonable enhancements to
the scope and depth of each assessment and/or each resulting corrective action plan,
and at Contractor’s sole option, Contractor may remediate its information technology
controls in an effort to address such concerns.

Contractor agrees that it will resolve or reasonably mitigate such deficiencies in
accordance with its policies. The State expects that the third-party assessor will
confirm the resolution of the identified deficiencies during the next following
assessment.

Failure by Contractor to timely and reasonably resolve or mitigate the State’s privacy
and security concerns will allow the State the right to terminate this Contract for its
convenience.

13. Continuity of Services.

A. The Contractor recognizes that the service(s) to be performed under this Contract are vital to
the State and must be continued without interruption and that, upon Contract expiration, a
successor, either the State or another contractor, may continue them. The Contractor agrees

to:

1) Furnish phase-in training; and
2) Exercise its best efforts and cooperation to effect an orderly and efficient transition to a

SUCCesSSOr.

B. The Contractor shall, upon the State's written notice:

1)
2)

Furnish phase-in, phase-out services for up to sixty (60) days after this Contract expires;

and

Negotiate in good faith a plan with a successor to determine the nature and extent of
phase- in/phase-out services required. The plan shall specify a training program and a
date for transferring responsibilities for each division of work described in the plan and
shall be subject to the State's approval. The Contractor shall provide sufficient
experienced personnel during the phase-in/phase-out period to ensure that the services
called for by this Contract are maintained at the required level of proficiency.

Page 13 of 94



DocuSign Envelope ID: E0914015-6EEE-4E10-A960-BE25910D7C88

14.

At Contract expiration and upon written notice from the State, the Contractor shall, at the
hourly rates set forth herein, allow as many personnel as practicable to remain on the job to
perform the services as set forth in Section 13.A and 13.B above and this Section 13.C in
order to help the successor maintain the continuity and consistency of the services required
by this Contract. At Contract expiration, the Contractor also shall allow the State to seek to
employ any of the Contractor's employees who are providing services to the State under this
Contract at the time of such expiration and to conduct interviews with these employees on the
State’s premises. If selected employees are agreeable to the change, the Contractor shall
allow such employment by the State at such expiration.

The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs
incurred within the agreed period after contract expiration that result from phase-in, phase-out
operations).

Debarment and Suspension.

The Contractor warrants that by entering into this Contract neither it nor its principals
providing Services hereunder nor any of its subcontractors providing Services hereunder are
presently debarred, suspended, proposed for debarment, declared ineligible or voluntarily
excluded from entering into this Contract by any federal agency or by any department,
agency or political subdivision of the State of Indiana. The term "principal" for purposes of this
Contract means an officer, director, owner, partner, key employee or other person with
primary management or supervisory responsibilities, or a person who has a critical influence
on or substantive control over the operations of the Contractor providing Services hereunder.

The Contractor warrants that it has verified the present state and federal suspension and
debarment status with respect to entering into this Contract as provided above for all
subcontractors receiving funds under this Contract and shall be responsible for any
recoupment, penalties or costs related to this Contract that might arise from use of a
subcontractor hereunder whose suspension or debarment is associated with this Contract.
The Contractor shall promptly notify the State if it becomes aware that any subcontractor
becomes debarred or suspended, and shall, at the State's request, take all steps required by
the State to terminate its contractual relationship with the subcontractor for work to be
performed under this Contract.

15. Default by State.

If the State, sixty (60) days after receipt of written notice, fails to correct or cure any material
breach of this Contract, the Contractor may cancel and terminate this Contract and institute the
appropriate measures to collect monies due up to and including the date of termination.

16. Disputes.

A.

Should any disputes arise with respect to this Contract, the Contractor and the State agree to
act immediately to resolve such disputes in a timely manner in accordance with this Section
16. Time is of the essence in the resolution of disputes.

Except with respect to halting or terminating Services for the non-payment of undisputed
invoices pursuant to Section 11, the Contractor agrees that, the existence of a dispute
notwithstanding, it will continue without delay to carry out all of its responsibilities under this
Contract that are not affected by the dispute. Except with respect to halting or terminating
Services for the non-payment of undisputed invoices pursuant to Section 11, should the
Contractor fail to continue to perform its responsibilities regarding all non-disputed work in
accordance with the preceding sentence, without delay, any damages incurred by the State
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subject to Section 52 below, or the Contractor as a result of such failure to proceed shall be
borne by the Contractor.

C. If a party to the Contract is not reasonably satisfied with the progress toward resolving a
dispute, the party must notify in writing the other party of this dissatisfaction. Upon written
notice, the parties have ten (10) working days, unless the parties mutually agree to extend
this period, following the natification to resolve the dispute. If the dispute is not resolved
within ten (10) working days, a dissatisfied party will submit the dispute in writing according to
the following procedure:

1) The parties agree to resolve such matters through submission in writing of their
dispute to the Commissioner of the Indiana Department of Administration. The
Commissioner shall reduce a decision to writing and mail or otherwise furnish a
copy thereof to the Contractor and the Sate within ten (10) working days after
presentation of such dispute for action. The presentation may include a period of
negotiations, clarifications, and mediation sessions and will not terminate until the
Commissioner or one of the parties concludes that the presentation period is over.
The Commissioner’s decision shall be final and conclusive unless either party mails
or otherwise furnishes to the Commissioner, within ten (10) working days after the
receipt of the Commissioner’s decision, a written appeal. Within ten (10) working
days of receipt by the Commissioner of a written request for appeal, the decision
may be reconsidered. If a party is not satisfied with the Commissioner’s decision the
dissatisfied party, may submit the dispute to an Indiana court of competent
jurisdiction. In such event, each party hereby irrevocably waives, to the fullest extent
permitted by law, all rights to a trial by jury.

2) The State may withhold payments on items disputed in good faith pending
resolution of the dispute, provided, however, that any such withholding shall be
without prejudice to any rights or remedies available to the Contractor hereunder, at
law or in equity.

17. Drug-Free Workplace Certification.

The Contractor hereby covenants and agrees to make a good faith effort to provide and maintain
a drug-free workplace. The Contractor will give written notice to the State within ten (10) days
after receiving actual notice that an employee of the Contractor performing Services hereunder
has been convicted of a criminal drug violation occurring in the workplace. False warranty or
violation of this certification may result in sanctions including, but not limited to, suspension of
Contract payments, termination of this Contract and/or debarment of contracting opportunities
with the State for up to three (3) years.

In addition to the provisions of the above paragraph, if the total amount set forth in this Contract is
in excess of $25,000.00, the Contractor hereby further agrees that this Contract is expressly
submit to the terms, conditions, and representations of the following certification:

This certification is required by Executive Order No. 90-5, April 12, 1990, issued by the Governor
of Indiana. No award of a contract shall be made, and no contract, purchase order or agreement,
the total amount of which exceeds $25,000.00 shall be valid, unless and until this certification has
been fully executed by the Contractor and made a part of the contract or agreement as part of the
contract documents.

The Contractor certifies and agrees that it will provide a drug-free workplace by:

A. The Contractor certifies and agrees that it will provide a drug-free workplace by;
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a statement notifying them that the unlawful manufacture, distribution, dispensing,
possession or use of a controlled substance is prohibited in the Contractor's workplace, and
specifying the actions that will be taken against employees for violations of such prohibition;

Establishing a drug-free awareness program to inform its employees of: (1) the dangers of
drug abuse in the workplace; (2) the Contractor's policy of maintaining a drug-free workplace;
(3) any available drug counseling, rehabilitation and employee assistance programs; and (4)
the penalties that may be imposed upon an employee for drug abuse violations occurring in
the workplace;

Notifying all employees performing Services hereunder in the statement required by
subparagraph (A) above that as a condition to performing Services hereunder, the employee
will;

(1) abide by the terms of the statement, and (2) notify the Contractor of any criminal drug
statute conviction for a violation occurring in the workplace no later than five (5) days after
such conviction;

Notifying the State in writing within ten (10) days after receiving notice from an employee
under subdivision (C)(2) above, or otherwise receiving actual notice of such conviction;

Within thirty (30) days after receiving notice under subdivision (C)(2) above of a
conviction, imposing the following sanctions or remedial measures on any employee
performing Services hereunder who is convicted of drug abuse violations occurring in the
workplace: (1) taking appropriate personnel action against the employee, up to and including
termination; or (2) requiring such employee to satisfactorily participate in a drug abuse
assistance or rehabilitation program approved for such purposes by a federal, state or local
health, law enforcement, or other appropriate agency; and

Making a good faith effort to maintain a drug-free workplace through the implementation of
subparagraphs (A) through (G) above.

18. Employment Eligibility Verification.

The Contractor swears or affirms under the penalties of perjury that the Contractor does not
knowingly employ an unauthorized alien.

The Contractor shall enroll in and verify the work eligibility status of all his/her/its newly hired
employees through the E-Verify program as defined in IC § 22-5-1.7-3. The Contractor is not
required to participate should the E-Verify program cease to exist. Additionally, the Contractor is
not required to participate if the Contractor is self-employed and does not employ any employees.

The Contractor shall not knowingly employ or contract with an unauthorized alien. The Contractor
shall not retain an employee or contract with a person that the Contractor subsequently learns is
an unauthorized alien.

The Contractor shall require his/her/its subcontractors, who perform work under this Contract, to
certify to the Contractor that the subcontractor does not knowingly employ or contract with an
unauthorized alien. The Contractor agrees to maintain this certification throughout the duration of
the term of a contract with a subcontractor.

The State may terminate this agreement for default of this provision only if the Contractor

knowingly employs or contracts with an unauthorized alien to perform Services hereunder in
breach of this provision and fails to cure such breach of this provision no later than thirty (30)
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days after being notified by the State.
19. Employment Option.

Deleted by agreement of the parties.
20. Force Majeure.

In the event that either party is unable to perform any of its obligations under this Contract or to
enjoy any of its benefits because of natural disaster or decrees of governmental bodies including
fire, epidemic or other casualty, act of God, strike or labor dispute, war or other violence, or any
law, order, or requirement of any governmental agency or authority and not the fault of the
affected party (hereinafter referred to as a "Force Majeure Event"), the party who has been so
affected shall promptly give notice to the other party and shall do everything reasonably possible
to resume performance. Upon receipt of such notice, all obligations under this Contract shall be
immediately suspended. If the period of nonperformance exceeds thirty (30) days from the receipt
of notice of the Force Majeure Event, the party whose ability to perform has not been so affected
may, by giving written notice, terminate this Contract.

21. Funding Cancellation.

As required by Financial Management Circular 2007-1 and IC § 5-22-17-5, when the Director of
the State Budget Agency makes a written determination that funds are not appropriated or
otherwise available to support continuation of performance of this Contract, this Contract shall be
canceled. A determination by the Director of State Budget Agency that funds are not appropriated
or otherwise available to support continuation of performance shall be final and conclusive.

22. Governing Law.

This Contract shall be governed, construed, and enforced in accordance with the laws of the
State of Indiana, without regard to its conflict of laws rules. Suit, if any, must be brought in the
State of Indiana.

23. HIPAA Compliance.
This information has been incorporated into Clause 12.
24. Indemnification.

The Contractor agrees to indemnify, defend, and hold harmless the State, its officials, and
employees from all claims and suits including reasonable court costs, attorney's fees, and other
expenses, in each case solely for third party claims arising from bodily injury, death or damage to
real or tangible personal property to the extent directly and proximately caused by the gross
negligence or willful misconduct of the Contractor in the performance of this Contract. The State
shall not provide indemnification to the Contractor. As a condition to the foregoing indemnity
obligation, the State shall provide the Contractor with prompt notice of any claim for which
indemnification may be sought hereunder and shall cooperate with the indemnifying party in
connection with any such claim. Subject to Ind. Code §4-6-5-3 and Ind. Code §34-13-3-14, the
Contractor shall be entitled to control the handling of any such claim, except that the State shall
have the right to participate in the defense and selection of counsel when issues of state law or
policy are involved and pursuant to Ind. Code §4-6-2-11, no claim in favor of the State shall be
compromised without the approval of the Governor and Attorney General, and such officers are
hereby empowered to make such compromise when, in their judgement, it is the interest of the
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State so to do, and in the case of any such settlement, the Contractor shall obtain written release
of all liability of the State, in form and substance reasonably acceptable to the State.

25. Independent Contractor; Workers' Compensation Insurance.

Both parties hereto, in the performance of this Contract, shall act in an individual capacity and not
as agents, employees, partners, joint venturers or associates of one another. The employees or
agents of one party shall not be deemed or construed to be the employees or agents of the other
party for any purposes whatsoever. Neither party will assume liability for any injury (including
death) to any persons, or damage to any property, arising out of the acts or omissions of the
agents, employees or subcontractors of the other party. The Contractor shall be responsible for
providing all necessary unemployment and workers' compensation insurance for the Contractor's
employees.

26. Indiana Veteran Owned Small Business Enterprise Compliance

Award of this Contract was based, in part, on the Indiana Veteran Owned Small Business
Enterprise ("IVOSB") participation plan, as detailed in the IVOSB Subcontractor Commitment
Form, commonly referred to as "Attachment A-1" in the procurement documentation and
incorporated by reference herein. Therefore, any changes to this information during the Contract
term must be approved by IDOA's Division of Supplier Diversity and may require an amendment.
It is the State's expectation that the Contractor will meet the subcontractor commitments during
the Contract term. The following certified IVOSB subcontractor(s) will be participating in this

Contract:
VB PHONE |COMPANY SCOPE OF UTILIZATION |PERCENT
NAME PRODUCTS and/or DATE
SERVICES
None None None None None None

A copy of each subcontractor agreement must be submitted to the Division of Supplier Diversity
within thirty (30) days of the effective date of this Contract. The subcontractor agreements may be
uploaded into Pay Audit (Indiana's subcontractor payment auditing system), emailed to
IndianaVeteransPreference@idoa.IN.gov, or mailed to IDOA, 402 W. Washington Street, Room
W-462, Indianapolis, IN 46204. Failure to provide a copy of any subcontractor agreement may be
deemed a violation of the rules governing IVOSB procurement and may result in sanctions
allowable under 25 IAC 9-5-2. Requests for changes must be submitted to
IndianaVeteransPreference@idoa.IN.gov for review and approval before changing the
participation plan submitted in connection with this Contract.

The Contractor shall report payments made to certified IVOSB subcontractors under this Contract
on a monthly basis using Pay Audit. The Contractor shall notify subcontractors that they must
confirm payments received from the Contractor in Pay Audit. The Pay Audit system can be
accessed on the IDOA webpage at: www.in.gov/idoa/mwbe/payaudit.htm. The Contractor may
also be required to report IVOSB certified subcontractor payments directly to the Division of
Supplier Diversity, as reasonably requested and in the format required by the Division of Supplier
Diversity.

The Contractor's failure to comply with the provisions in this clause may be considered a material
breach of the Contract.

27. Information Technology Enterprise Architecture Requirements.
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If the Contractor provides any information technology related products or services to the State,
the Contractor shall comply with all Indiana Office of Technology (“IOT”) standards, policies and
guidelines, which are online at hitps://www.in.gov/iot/2394.htm. The Contractor specifically
agrees that all hardware, software and services provided to or purchased by the State shall be
compatible with the principles and goals contained in the electronic and information technology
accessibility standards adopted under Section 508 of the Federal Rehabilitation Act of 1973 (29
U.S.C. 794d) and IC 4-13.1-3. Any deviation from these architecture requirements must be
approved in writing by IOT in advance. The State may terminate this Contract for default if the
Contractor failures to cure a breath of this provision within the time provided in Section 46,
Termination for Default.

28. Insurance.

A. The Contractor shall secure and keep in force during the term of this Contract the following
insurance coverages covering the Contractor for any and all claims of any nature which may
in any manner arise out of or result from Contractor's performance under this Contract,
subject to the terms and conditions of the policies:

1) Commercial general liability, including contractual coverage, and products or completed
operations coverage (if applicable), with minimum liability limit of $1,000,000 per
occurrence unless additional coverage is required by the State. The State is to be named
as an additional insured on a primary, non-contributory basis for any liability arising
directly or indirectly under or in connection with this Contract.

2) Automobile liability with minimum combined single limit liability of $1,000,000 per
occurrence. The State is to be included as an additional insured on a primary, non-
contributory basis.

3) Professional Errors and Omissions with minimum liability limits of $5,000,000 per claim
and in the aggregate.

4) Umbrella/excess liability with a minimum limit of liability of $5,000,000 per occurrence.

5) Deleted.

6) Deleted.

7) Deleted.

The Contractor shall provide proof of such insurance coverage by tendering to the
undersigned State representative a certificate of insurance prior to the commencement of this
Contract and proof of workers' compensation coverage meeting all statutory requirements of
IC § 22-3-2. In addition, proof of an "all states endorsement" covering claims occurring
outside the State is required if any of the services provided under this Contract involve work
outside of Indiana.

B. The Contractor's insurance coverage must meet the following additional requirements:

1) The insurer must have a certificate of authority issued by the Indiana Department of
Insurance.

2) Any deductible or self-insured retention amount or other similar obligation under the
insurance policies shall be the sole obligation of the Contractor.
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3) The State will be defended, indemnified and held harmless pursuant to Contractor’'s
indemnification obligations under this Contract to the full extent of any coverage actually
secured by the Contractor in excess of the minimum requirements set forth above. The
duty to indemnify the State under this Contract shall not be limited by the insurance
required in this Contract.

4) The certificates of insurance required in this Contract shall include a provision that the
policy may not be canceled or not renewed without the insurers’ endeavoring to provide
thirty (30) days'prior written notice to the undersigned State representative.

5) Deleted.

C. Failure to provide insurance as required in this Contract may be deemed a material breach of
contract entitling the State to terminate this Contract. The Contractor shall furnish a certificate
of insurance and all endorsements to the State before the commencement of this Contract.

29. Key Person(s).

A. If both parties have designated that certain individual(s) are essential to the Services offered,
the parties agree that should such individual(s) be removed by the Contractor from
performance ofthe Services (for reasons other than death, disability or termination) and
reassigned to another project, without prior approval of the State, the State shall have the
right to terminate for convenience this Contract upon thirty (30) days' prior written notice.

B. Inthe event that an individual designated as “key” is removed or leaves the project, subject to
Clause A above, the Contractor will present to the State, within thirty (30) days, the name and
qualifications of another individual who may become a key person under the terms of this
Contract subject to the approval of the State.

C. Inthe event that the Contractor is an individual, that individual shall be considered a key
personand, as such, essential to this Contract. Substitution of another for the Contractor shall
not be permitted without express written consent of the State.

D. Nothing in sections A and B, above shall be construed to prevent the Contractor from using
the services of others to perform tasks ancillary to those tasks which directly require the
expertise ofthe key person. Examples of such ancillary tasks include secretarial, clerical, and
common labor duties. The Contractor shall, at all times, remain responsible for the
performance of all necessary tasks, whether performed by a key person or others.

Key person(s) to this Contract is/are None.
30. Licensing Standards.

The Contractor, its employees and subcontractors performing Services hereunder shall comply
with all applicable licensing standards, certification standards, accrediting standards governing
services to be provided by the Contractor pursuant to this Contract. The State will not pay the
Contractor for any services performed when the Contractor, its employees or subcontractors
performing Services hereunder are knowingly or purposefully not in compliance with such
applicable standards. If any license, certification or accreditation expires or is revoked, the
Contractor shall notify the State immediately and the State, at its option, may terminate this
Contract.

31. Merger & Modification.
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This Contract constitutes the entire agreement between the parties. No understandings,
agreements, or representations, oral or written, not specified within this Contract will be valid
provisions of this Contract. This Contract may not be modified, supplemented, or amended,
except by written agreement signed by all necessary parties.

32. Minority and Women's Business Enterprises Compliance.

Award of this Contract was based, in part, on the Minority and/or Women's Business Enterprise
("MBE" and/or "WBE") participation plan as detailed in the Minority and Women's Business
Enterprises Subcontractor Commitment Form, commonly referred to as "Attachment A" in the
procurement documentation and incorporated by reference herein. Therefore, any changes to this
information during the Contract term must be approved by MWBE Compliance and may require
an amendment. It is the State's expectation that the Contractor will meet the subcontractor
commitments during the Contract term.

The following MBE/WBE Division ("Division") certified MBE and/or WBE subcontractors will be
participating in this Contract:

MBE/WBE PHONE |COMPANY NAME |[SCOPE OF PRODUCTS|UTILIZATION PERCENT
and/or SERVICES DATE

MBE RCR Technological 1/1/2021 4.61%
Technology services
Corporation

MBE The Technological 1/1/2021 3.93%
Consultants services
Consortium
Inc. (TCC)

WBE Roeing IT Technological 1/1/2021 3.85%
Solutions services

WBE Dynamic Technological 1/1/2021 4.44%
Talent services
Solutions, Inc.

A copy of each subcontractor agreement must be submitted to the Division within thirty (30) days
of the effective date of this Contract. The subcontractor agreements may be uploaded into Pay

Audit (Indiana's subcontractor payment auditing system), emailed to

MWBECompliance@idoa.IN.gov, or mailed to MWBE Compliance, 402 W. Washington Street,

Indianapolis IN 46204. Failure to provide a copy of any subcontractor agreement may be deemed
a violation of the rules governing MBE/WBE procurement and may result in sanctions allowable
under 25 IAC 5-7-8. Requests for changes must be submitted to MWBECompliance@idoa.IN.gov
for review and approval before changing the participation plan submitted in connection with this

Contract.

The Contractor shall report payments made to Division certified subcontractors under this
Contract on a monthly basis using Pay Audit. The Contractor shall notify subcontractors that they
must confirm payments received from the Contractor in Pay Audit. The Pay Audit system can be
accessed on the IDOA webpage at: www.in.gov/idoa/mwbe/payaudit.ntm. The Contractor may
also be required to report Division certified subcontractor payments directly to the Division, as
reasonably requested and in the format required by the Division.

If the Contractor is not excluded from future procurements, the actions or inactions of the

Contractor with regard to the above may be taken into account in all phases and scoring in future
procurements.
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33. Nondiscrimination.

This covenant is enacted pursuant to the Indiana Civil Rights Law, specifically including IC 22-9-
1-10, and in keeping with the purposes of the Civil Rights Act of 1964, the Age Discrimination in
Employment Act, and the Americans with Disabilities Act. Breach of this covenant may be
regarded as a material breach of this Contract, but nothing in this covenant shall be construed to
imply or establish an employment relationship between the State and any applicant or employee
of the Contractor or any subcontractor.

Pursuant to the Indiana Civil Rights Law, specifically IC § 22-9-1-10, and in keeping with the
purposes of the federal Civil Rights Act of 1964, the Age Discrimination in Employment Act, and
the Americans with Disabilities Act, the Contractor covenants that it shall not discriminate against
any employee or applicant for employment relating to this Contract with respect to the hire, tenure,
terms, conditions or privileges of employment or any matter directly or indirectly related to
employment, because of the employee's or applicant's race, color, national origin, religion, sex,
age, disability, ancestry, status as a veteran, or any other characteristic protected by federal,
state, or local law ("Protected Characteristics"). Furthermore, Contractor certifies compliance with
applicable federal laws, regulations, and executive orders prohibiting discrimination based on the
Protected Characteristics in the provision of services.

The Contractor understands that the State is a recipient of federal funds, and therefore, where
applicable, the Contractor and any subcontractors agree to comply with requisite affirmative
action requirements, including reporting, pursuant to 41 CFR Chapter 60, as amended, and
Section 202 of Executive Order 11246.

34. Notice to Parties.

Whenever any notice, statement or other communication is required under this Contract, it will be
sent by E-mail or first class U.S. mail service to the following addresses, unless otherwise
specifically advised.

A. Notices to the State shall be sent to:
Adrienne Shields, Director
Division of Family Resources
402 West Washington Street, Room W392
Indianapolis, IN 46204

B. Notices to the Contractor shall be sent to:
Seth Mandel
Deloitte Consulting LLP
Chase Tower 111 Monument Circle, Suite 4200
Indianapolis, IN 46204

As required by IC § 4-13-2-14.8, payments to the Contractor shall be made via electronic
funds transfer in accordance with instructions filed by the Contractor with the Indiana Auditor
of State.

35. Order of Precedence; Incorporation by Reference.
Any inconsistency or ambiguity in this Contract shall be resolved by giving precedence in the
following order: (1) this Contract, (2) attachments prepared by the State, (3) RFP #12-113, (4)

Contractor's response to RFP #12-113, and (5) attachments prepared by the Contractor. All
attachments, and all documents referred to in this paragraph, are hereby incorporated fully by
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reference.
36. Ownership of Documents and Materials.

A. All documents, records, programs, applications, data, film, tape, articles, memoranda, and
other materials that are not Contractor Information, but which are (1) specifically developed
for and (2) delivered to the State under this Contract (“Work Product”) shall be considered
"work for hire" and the Contractor transfers any ownership claim to the State and all such
Work Product will be the property of the State.

B. Use of this Work Product, other than related than in Section 12 above by the Contractor,
without the prior written consent of the State, is prohibited. During the performance of this
Contract, the Contractor shall be responsible for any loss of or damage to the Work Product
while the Work Product is in the possession of the Contractor. Any loss or damage thereto
shall be restored at the Contractor's expense. The Contractor shall provide the State full,
prompt, and unrestricted accessto the Work Product during the term of this Contract.

37. Payments.

All payments shall be made in arrears in conformance with State fiscal policies and procedures
and, as required by IC §4-13-2-14.8, by electronic funds transfer to the financial institution
designated by the Contractor in writing unless a specific waiver has been obtained from the
Indiana Auditor of State. No payments will be made in advance of receipt of the goods or services
that are the subject of this Contract except as permitted by IC §4- 13-2-20.

Claims shall be submitted for reimbursement of costs incurred. Costs are incurred on the date
services are actually provided to the client. Reimbursement shall be based on actual services
provided to the State, not on a care plan budget or other merely anticipated services. Claims shall
be submitted to the State within sixty (60) calendar days following the end of the month in which
services were provided. The State has the discretion, and reserves the right, to not pay any
claims submitted later than sixty (60) calendar days following the end of the month in which the
services were provided. All final claims and reports must be submitted to the State within sixty
(60) calendar days after the expiration or termination of this agreement. Payment for claims
submitted after that time maybe denied but only if a delay prevents the State from claiming funds
for the payment of the Contractor’s invoices. Claims may be submitted on a monthly or semi-
monthly basis only. At the time that the final claim is submitted, all unexpended grant funds must
be returned to the State.

Claims must be submitted with accompanying supportive claim form generated by the State.
Claims submitted without supportive documentation will be returned to the Contractor not
processed for payment.

38. Penalties/Interest/Attorney’'s Fees.

The State will in good faith perform its required obligations hereunder and does not agree to pay
any penalties, liquidated damages, interest or attorney's fees, except as permitted by Indiana law,
in part, IC § 5-17-5, IC § 34-54-8, IC § 34-13-1 and IC § 34-52-2.

Notwithstanding the provisions contained in IC § 5-17-5, any liability resulting from the State's
failure to make prompt payment shall be based solely on the amount of funding originating from
the State and shall not be based on funding from federal or other sources.

39. Progress Reports.
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The Contractor shall submit progress reports to the State upon request. The report shall be oral,
unless the State, upon receipt of the oral report, should deem it necessary to have it in written

form. The progress reports shall serve the purpose of assuring the State that work is progressing
in line with the schedule, and that completion can be reasonably assured on the scheduled date.

40. Public Record.

The Contractor acknowledges that the State will not treat this Contract as containing confidential
information, and will post this Contract on the transparency portal as required by IC § 5-14-3.5-2.
Use by the public of the information contained in this Contract shall not be considered an act of
the State.

41. Renewal Option.

Subject to the following sentence, this Contract may be renewed under the same terms and
conditions, subject to the approval of the Commissioner of the Department of Administration and
the State Budget Director in compliance with IC § 5-22-17-4. The term of the renewed contract
may not be longer than the term of the original Contract. Any subsequent renewal to this Contract
beyond December 31, 2021 is upon mutual written agreement of the parties.

42. Severability.

The invalidity of any section, subsection, clause or provision of this Contract shall not affect the
validity of the remaining sections, subsections, clauses or provisions of this Contract but such
invalid section, subsection, clause or provision shall be deemed modified to the extent necessary
to render it enforceable, preserving to the fullest extent permissible the intent of the parties set
forth herein.

43. Substantial Performance.
Deleted by agreement of the parties.
44. Taxes.

The State is exempt from most state and local taxes and many federal taxes. The State will not
be responsible for any taxes levied on the Contractor as a result of this Contract.

45. Termination for Convenience.

This Contract may be terminated, in whole or in part, by the State, which shall include and is not
limited to The Indiana Department of Administration and the State Budget Agency whenever, for
any reason except default, if, the State determines that such termination is in its best interest.
Termination of services shall be effected by delivery to the Contractor of a Termination Notice at
least thirty (30) days prior to the termination effective date, specifying the extent to which
performance of services under such termination becomes effective. The Contractor shall be
compensated for services properly rendered prior to the effective date of termination. The State
will not be liable for services performed after the effective date of termination. The Contractor
shall be compensated for services herein provided but in no case shall total payment made to the
Contractor exceed the original contract price or shall any price increase be allowed on individual
line items if canceled only in part prior to the original termination date.

46. Termination for Default.

Page 24 of 94



DocuSign Envelope ID: E0914015-6EEE-4E10-A960-BE25910D7C88

A. With the provision of thirty (30) days' written notice to the Contractor, the State may terminate
this Contract in whole or in part if the Contractor fails to correct or cure any material breach of
this Contract; the time to correct or cure the breach may be extended beyond thirty (30) days
if the State determines progress is being made and the extension is agreed to by the parties:

B. If the State terminates this Contract under this Section 46, it may acquire, under the terms
and in the manner the State considers appropriate, supplies or services similar to those
terminated, and the Contractor will be liable to the State for any damages incurred subject to
the limitations set forth in Section 51 below. However, the Contractor shall continue the work
not terminated subject to the rights of the parties as set forth in Sections 10, 15 and 16 above.

C. The rights and remedies of the State in this clause are in addition to any other rights and
remedies provided by law or equity or under this Contract.

47. Travel.

No expenses for travel will be reimbursed unless specifically permitted under the scope of
services or consideration provisions. Expenditures made by the Contractor for travel will be
reimbursed at the current rate paid by the State and in accordance with the State Travel Policies
and Procedures as specified in the current Financial Management Circular. Out-of- state travel
requests must be reviewed by the State for availability of funds and for appropriateness per
Circular guidelines.

48. Waiver of Rights.

No right conferred on either party under this Contract shall be deemed waived, and no breach of
this Contract excused, unless such waiver is in writing and signed by the party claimed to have
waived such right.

49. Work Standards.

This is a services agreement. The Contractor warrants that it will perform its responsibilities in
good faith and in a professional manner. EXCEPT WITH REGARD TO THE WARRANTY SET
FORTH IN THIS SECTION 49 (WARRANTY TO PERFORM IN GOOD FAITH AND IN A
PROFESSIONAL MANNER), THE CONTRACTOR DISCLAIMS ALL OTHER EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. If the State becomes
dissatisfied with the work product of or the working relationship with those Contractor personnel
or subcontractors assigned to work on this Contract, the State may request in writing the
replacement of any or all such individuals, which shall include the basis for the request, and the
Contractor shall grant such request.

50. State Boilerplate Affirmation Clause.

| swear or affirm under the penalties of perjury that | have not altered, modified, changed or
deleted the State's standard contract clauses (as contained in the 2027 OAG/ IDOA Professional
Services Contract Manual or the 2021 SCM Template) in any way except as follows:

4. Access to Records. Modified.

5. Assignment; Successors. Modified.

6. Assignment of Antitrust Claims. Modified.

7. Audits. Modified.

11. Condition of Payment. Modified.

12. Confidentiality, Security and Privacy of Personal Information. Modified.
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13. Continuity of Services. Modified.

14. Debarment and Suspension. Modified.

15. Default by the State. Modified.

16. Disputes. Modified.

17. Drug-Free Workplace Certification. Modified.

18. Employment Eligibility Verification. Modified.

19. Employment Option. Deleted.

20. Force Majeure. Modified.

23. HIPAA Compliance. Incorporated into Clause 12.

24. Indemnification. Modified.

25. Independent Contractor; Workers’ Compensation Insurance. Modified.
26. Indiana Veteran Owned Small Business Enterprise Compliance. Modified.
27. Information Technology Enterprise Architecture Requirements. Modified.
28. Insurance. Modified.

29. Key Person(s). Modified.

30. Licensing Standards. Modified.

32. Minority and Women’s Business Enterprises Compliance. Modified.
33. Nondiscrimination. Modified.

36. Ownership of Documents and Materials. Modified.

37. Payments. Modified.

41. Renewal Option. Modified.

42. Severability. Modified.

43. Substantial Performance. Deleted.

45. Termination for Convenience. Modified.

46. Termination for Default. Modified.

47. Travel. Modified.

48. Waiver of Rights. Modified.

49. Work Standards. Modified.

51. Limitation of Liability.

Each party agrees that the other party, its subcontractors and its personnel shall not be liable for
any actions, damages, claims, liabilities, costs, expenses, or losses, in any way arising out of or
relating to the Services performed hereunder or this Contract for an aggregate amount in excess
of the total value of fees to be paid by the State to the Contractor under this Contract, except to
the extent finally judicially determined to have resulted primarily from the bad faith or intentional
misconduct of such party or its subcontractors. In no event shall either party, its subcontractors or
its personnel be liable for consequential, special, indirect, incidental, punitive or exemplary
damages, costs, expenses, or losses (including, without limitation, lost profits and opportunity
costs) nor shall they be liable for any claim or demand against the other party by any third party
(other than third party claims for which indemnification is available hereunder). The provisions of
this paragraph shall apply regardless of the form of action, damage, claim, liability, cost, expense,
or loss, whether in contract, statute, tort (including, without limitation, negligence), or otherwise.

52. Infringement of Patents and Copyrights.

A. Contractor will defend the State against a third-party claim that Work Product supplied
hereunder infringes a U.S. patent or copyright. Contractor will pay resulting costs, damages
and reasonable attorney's fees finally awarded provided that:

1.The State promptly notified Contractor in writing of the claim; and
2.Contractor has sole control of the defense and all related settlement negotiations.

B. The State shall have the right to participate in the defense where issues of State law or policy
are involved. Contractor's obligation under this Section is conditioned on the State's
agreement that if the Work Product, or the operation thereof is likely to become, the subject
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of a third party claim, the State will permit Contractor, at its option and expense, either to
procure for the State the right to continue using such Work Product or to replace or modify
the same so that they become non-infringing; and if neither of the foregoing alternatives is
available on terms which are reasonable in Contractor's judgment, the State will return the
Work Product on written request by Contractor.

C. The Contractor has no liability for any claim based upon the following:

1.The combination, operation, or use of Work Product supplied hereunder with any
program or other material other than or in addition to programming supplied by the
Contractor;

2. State modification of Work Product other than that directed or requested by Contractor or
pursuant to this Contract, or Work Product's use in other than its specified operating
environment;

3. Use by the State of a superseded or altered release or version of Work;

4. Product modified outside of the scope of this Contract;

5. Use of the Work Product by the State other than in accordance with its published
specifications, if any; or

6. The infringement resulted from implementing technical specification(s) provided by the
State.

The foregoing states the entire obligation of Contractor with respect to infringement of patents
and copyrights.
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53. Duties of the State.

The State shall cooperate with the Contractor in the performance of the Services, including,
without limitation providing the Contractor with reasonable facilities and timely access to data,
information and personnel of the State. The State shall be responsible for the performance of its
employees and agents and for the accuracy and completeness of all data and information
provided to the Contractor hereunder. The parties acknowledge and agree that the Contractor's
performance is dependent upon the timely and effective satisfaction of the State's responsibilities
hereunder and timely decisions and approvals of the State in connection with the Services. The
Contractor shall be entitled to rely on all decisions and approvals of the State in the performance
of the Contract.

54. Food and Nutrition Services Required Federal Provisions.
The Contractor must comply with the following provisions:

1. Executive Order 11246, entitled “Equal Employment Opportunity”. As amended by
Executive Order 11375, and as supplemented by the department of Labor Regulations
(41 CFR Part 60): The Executive Order prohibits federal contractors and federally-
assisted construction contractors and subcontractors who do over $10,000 in
Government business in one year from discriminating in the employment decisions on the
basis of race, color, religion, sex, or national origin. The Executive Order also requires
Government contractors to take affirmative action to ensure that equal opportunity is
provided in all aspects of their employment.

2. The Clean Air Act, Section 306:

a. No Federal agency may enter into any contract with any person who is convicted
of any offense under section 113(c) for the procurement of goods, materials and
services to perform such contract at any facility at which the violation which gave
rise to such conviction occurred if such facility is owned, leased, or supervised by
such person. The prohibition in the preceding sentence shall continue until the
Administrator certifies that the condition giving rise to such a conviction has been
corrected. For convictions arising under section 113(c)(2), the condition giving
rise to the conviction also shall be considered to include any substantive violation
of this Act associated with the violation of 113(c)(2). The Administrator may
extend this prohibition to other facilities owned or operated by the convicted
person.

b. The Administrator shall establish procedures to provide all Federal agencies with
the notification necessary for the purposes of subsection (a).

c. Inorder to implement the purposes and policy of this Act to protect and enhance
the quality of the Nation’s air, the President shall, not more than 180 days after
enactment of the Clean Air Amendments of 1970 cause to be issued an order (1)
requiring each Federal agency authorized to enter into contracts and each
Federal agency which is empowered to extend Federal assistance by way of
grant, local, or contract to effectuate the purposed and policy of this Act in such
contracting or assistance provisions, as the President determines necessary to
carry out such requirement.

d. The President may exempt any contract, loan, or grant from all or part of the
provisions of this section where he determines such exemption is necessary in
the paramount interest of the United States and he shall notify the Congress of
such exemption.

e. The President shall annually report to the Congress on measures taken toward
implementing the purpose and intent of this section, including but not limited to
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the progress and problems associated with implementation of this section. [42
U.S.C 7606]

3. The Clean Water Act:

a.

No Federal agency may enter into any contract with any person who has been
convicted of any offense under Section 309(c) of this Act for the procurement of
goods, materials, and services if such contract is to be performed at any facility
at which the violation which gave rise to such conviction occurred, and if such
facility is owned, leased, or supervised by such person. The prohibition in
preceding sentence shall continue until the Administrator certifies that the
condition giving rise to such conviction has been corrected.

The Administrator shall establish procedures to provide all Federal agencies with
the notification necessary for the purposes of subsection (a) of this section.

In order to implement the purposes and policy of this Act to protect and enhance
the quality of the Nation’s water, the President shall, not more than 180 days
after the enactment of this Act, cause to be issued an order:

1) Requiring each Federal agency authorized to enter into contracts and
each Federal agency which is empowered to extend Federal assistance
by way of grant, loan, or contract to effectuate the purpose and policy of
this Act in such contracting or assistance activities, and

2) Setting forth procedures, sanctions, penalties, and such other provisions,
as the President determines necessary to carry out such requirement.

The President may exempt any contract, loan, or grant from all or part of the
provisions of this section where he determines such exemption is necessary in
the paramount interest of the United States and he shall notify the Congress of
such exemption.

The President shall annually report to the congress on measures taken in
compliance with the purpose and intent of this section, including, but not limited
to, the progress and problems associated with such compliance.

(1) No certification by a contractor, and no contract clause may be required in the
case of a contract for the acquisition of commercial items in order to implement a
prohibition or requirement of this section or a prohibition or requirement issued in
the implementation of this section and (2) In paragraph (1), the term “commercial
item” has the meaning given such term in section 4(12) of the Office of Federal
Procurement Policy Act (41 U.S.C. 403(12)).

4. The Anti-Lobbying Act: This Act prohibits the recipients of federal contracts, grants, and
loans from using appropriated funds for lobbying the Executive or Legislative Branches of
the federal government in connection with a specific contract, grant, or loan. As required
by Section 1352, Title 31 of the U.S. Code and implemented at 34 CFR Part 82 for
persons entering into a grant or cooperative agreement over $100,000, as defined at 34
CFR Part 82.105 and 82.110, the applicant certifies that:

a.

No federal appropriated funds have been paid or will be paid, by or on behalf of
the undersigned, to any person for influencing or attempting to influence an
officer or employee of any agency, a member of Congress, an officer or
employee of Congress, or an employee of a member of Congress in connection
with the making of any federal grant, the entering into of any cooperative
agreement, and the extension, continuation, renewal, amendment, or
modification of any federal grant or cooperative agreement;

If any funds other than federal appropriated funds have been paid or will be paid
to any person for influencing or attempting to influence an officer or employee of
any agency, a member of Congress, an officer or employee of Congress, or an
employee of a member of Congress in connection with this federal grantor or
cooperative agreement, the undersigned shall complete and submit Standard
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Form-LLL, “Disclosure Form to Report Lobbying”, in accordance with its
instructions;

c. The undersigned shall require that the language of this certification be included in
the award documents for all sub-awards at all tiers (including sub-grants,
contracts under grants and cooperative agreements, and subcontracts) and that
all sub-recipients shall certify and disclose accordingly.

5. Americans with Disabilities Act: This Act (28 CFR Part 35, Title Il, Subtitle A) prohibits
discrimination on the basis of disability in all services, programs, and activities provided
to the public by State and local governments, except public transportation services.

6. Drug Free Workplace Statement: The Federal government implemented the Drug Free
Workplace Act of 1988 in an attempt to address the problems of drug abuse on the job. It
is a fact that employees who use drugs have less productivity, a lower quality of work,
and a higher absenteeism, and are more likely to misappropriate funds or services. From
this perspective, the drug abuser may endanger other employees, the public at large, or
themselves. Damage to property, whether owned by this entity or not, could result from
drug abused on the job. All these actions might undermine public confidence in the
services this entity provides. Therefore, in order to remain a responsible source for
government contracts, the following guidelines have been adopted:

a. The unlawful manufacture, distribution, dispensation, possession or use of a
controlled substance is prohibited in the workplace.

b. Violators may be terminated or requested to seek counseling from an approved
rehabilitation service.

c. Employees must notify their employer of any conviction of a criminal drug statue
no later than five days after such conviction.

d. Although alcohol is not a controlled substance, it is nonetheless a drug. It is the
policy of the Indiana Department of Health WIC Program that abuse of this drug
will also not be tolerated in the workplace.

e. Contractors of federal agencies are required to certify that they will provide drug-
free workplaces for their employees.

7. Debarment, suspension, and other responsibility matters: As required by Executive Order
12549. Debarment and Suspension, and implemented at 34 CFR Part 85, for prospective
participants in primary covered transactions, as defined at 34 CFR Part 85, Sections
85.105 and 85.110.

a. The applicant certifies that it and its principals:

1) Are not presently debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily excluded from covered transactions by
any federal department or agency;

2) Have not within a three-year period preceding this application been
convicted of or had a civil judgment rendered against them for
commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (federal, state, or local)
transaction or contract under a public transaction; violation of federal or
state antitrust statutes or commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false statements,
or receiving stolen property;

3) Are not presently indicted for or otherwise criminally or civilly charged by
a governmental entity (federal, state, or local) with commission of any of
the offenses enumerated in paragraph (a)(2) of this certification; and

4) Have not within a three-year period preceding this application had one
or more public transactions (federal, state, or local) terminated for cause
of default.
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b.

Where the applicant is unable to certify to any of the statements in this
certification, he or she shall attach an explanation to this application.

8. Royalty Free Rights to Use Software or Documentation Developed. 2 CFR 200.315

Intangible Property.

a.

Title to intangible property (see §200.59 Intangible property) acquired under a
Federal award vests upon acquisition in the non-Federal entity. The non-Federal
entity must use that property for the originally authorized purpose and must not
encumber the property without approval of the Federal awarding agency. When
no longer needed for the originally authorized purpose, disposition of the
intangible property must occur in accordance with the provisions in §200.313
Equipment paragraph (e).
The non-Federal entity may copyright any work that is subject to copyright and
was developed, or for which ownership was acquired, under a Federal award.
The Federal awarding agency reserves a royalty-free, nonexclusive and
irrevocable right to reproduce, publish, or otherwise use the work for Federal
purposes, and to authorize others to do so.
The non-Federal entity is subject to applicable regulations governing patents and
inventions, including government wide regulations issued by the Department of
Commerce at 37 CFR Part 401, “Rights to Inventions Made by Nonprofit
Organizations and Small Business Firms Under Government Awards, Contracts
and Cooperative Agreements.”
The Federal Government has the right to:

1)_Obtain, reproduce, publish, or otherwise use the data produced under a

Federal award; and
2)_Authorize others to receive, reproduce, publish, or otherwise use such
data for Federal purposes.

THE REMAINDER OF THIS PAGE HAS BEEN INTENTIONALLY LEFT BLANK.
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Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the
Contractor, or that the undersigned is the properly authorized representative, agent, member or
officer of the Contractor. Further, to the undersigned's knowledge, neither the undersigned nor
any other member, employee, representative, agent or officer of the Contractor, directly or
indirectly, has entered into or been offered any sum of money or other consideration for the
execution of this Contract other than that which appears upon the face hereof. Furthermore, if
the undersigned has knowledge that a state officer, employee, or special state appointee,
as those terms are defined in IC § 4-2-6-1, has a financial interest in the Contract, the
Contractor attests to compliance with the disclosure requirements in IC § 4-2-6-10.5.

Agreement to Use Electronic Signatures
| agree, and it is my intent, to sign this Contract by accessing State of Indiana Supplier Portal
using the secure password assigned to me and by electronically submitting this Contract to the
State of Indiana. | understand that my signing and submitting this Contract in this fashion is the
legal equivalent of having placed my handwritten signature on the submitted Contract and this
affirmation. | understand and agree that by electronically signing and submitting this Contract in
this fashion | am affirming to the truth of the information contained therein. | understand that this
Contract will not become binding on the State until it has been approved by the Department of
Administration, the State Budget Agency, and the Office of the Attorney General, which approvals
will be posted on the Active Contracts Database:
https://fs.gmis.in.gov/psp/quest/SUPPLIER/ERP/c/SOI CUSTOM APPS.SOI_PUBLIC CNTRCT
S.GBL

In Witness Whereof, the Contractor and the State have, through their duly authorized
representatives, entered into this Contract. The parties, having read and understood the
foregoing terms of this Contract, do by their respective signatures dated below agree to the terms

thereof.

DELOITTE CONSULTING LLP Indiana Family and Social Services
Docusigned by: Admlnl:[;rggtsli&r;d br‘?:l\lmlnn nf Familv Resources

y ; 00

B Sd‘b M(LVL M B Qdrienme P, Shiclds-5
0359CCIE336C48C... 3DBBAGCTO0F24E2. .

Title: principal Title: pirector

Date: 2/24/2021 | 12:26 EST Date: 2/24/2021 | 12:29 EST

Electronically Approved by: Electronically Approved by:

Indiana Office of Technology Department of Administration

By: (for) By: (for)

Tracy E. Barnes, Chief Information Officer Lesley A. Crane, Commissioner

Electronically Approved by: Electronically Approved as to Form and Legality by:

State Budget Agency Office of the Attorney General

By: (for) By: (for)

Zachary Q. Jackson, Director Theodore E. Rokita, Attorney General
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EXHIBIT 1
Statement of Work

Statement of Work No. IEDSS-M&O-2021

This Statement of Work (“SOW"), effective as of the 1st of January, 2021 (“SOW Effective Date”),
confirms the agreement that Deloitte Consulting LLP (“Deloitte Consulting”) will provide the consulting
services set forth herein (the “Services”) to assist Indiana Family and Social Services Administration
(“FSSA”) with the Project (as defined below). This SOW is governed by Contract EDS # F1-3-99-13-CL-
9221 between the parties (“Contract”). Capitalized terms in this SOW that are not defined herein shall
have the same meaning as in the Contract.
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1.0 IEDSS Scope

Deloitte Consulting shall provide Maintenance, Operations, and Enhancement services for the IEDSS
solution as well as maintenance of the decommissioned legacy systems, as described in this Statement
of Work.

1.1 Business Background

The IEDSS solution provides Indiana a Worker Portal “system of record” and related technical
components to support Eligibility & Enroliment (E&E) related processes for Medicaid,
Supplemental Nutrition Assistance Program (SNAP), and Temporary Assistance for Needy
Families (TANF). IEDSS primarily serves the needs of workers in the FSSA Division of Family
Resources (DFR) and the FSSA Office of Medicaid Policy and Planning (OMPP). IEDSS, as the
eligibility system of record, functions with other DFR eligibility systems and interfacing partners to
support the following programs that are administered by FSSA:

e Supplemental Nutrition Assistance Program (SNAP)
e Indiana Health Coverage Programs

e Temporary Assistance for Needy Families (TANF)
o Refugee Services
e Indiana Manpower and Comprehensive Training (IMPACT)

e DFRis the primary sponsor of IEDSS and owns or controls all IEDSS solution components.
DFR is responsible for managing the policies for SNAP, TANF, and Refugee Services while
handling the eligibility processing and approval for these programs. DFR also supports
referrals to Indiana Manpower and Comprehensive Training (IMPACT), an employment and
training component for the TANF and SNAP programs that uses a case management tool for
assigning, scheduling and tracking employment activities and issuing supportive services to
IMPACT participants. |IEDSS supports IMPACT for scheduling, referrals, and effects on
eligibility.

e OMPP is the division of FSSA that oversees Health Coverage programs (including Medicaid,
CHIP, HIP 2.0, and presumptive eligibility). OMPP is responsible for providing policies related
to healthcare programs for the IEDSS solution, while DFR is responsible for determining
eligibility for these programs (except presumptive eligibility, which is handled by Core MMIS
on behalf of OMPP).

e The Office of Hearings and Appeals (OHA) as part of the Office of Administrative and Law
Proceeding (OALP) uses IEDSS for all aspects of eligibility (Medicaid, SNAP, and TANF)
appeals as well as program appeals throughout all of FSSA.

e The federal agencies representing these programs include the USDA Food and Nutrition
Service (FNS), the U.S. Department of Health and Human Services (HHS), the Centers for
Medicare and Medicaid Services (CMS), and the Administration for Children and Families
(ACF).

IEDSS was piloted in spring of 2019 and statewide implementation is scheduled for completion in
2020, along with decommission of the legacy systems.
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1.2 Functional Scope

The following systems and components are in scope for this SOW. IEDSS’s baseline scope
includes the system at pilot implementation plus all change requests implemented through
12/31/2020 (“IEDSS solution” or “System”), including:

e |[EDSS Worker Portal
e Master Client Index (MCI)
e |CES Archival Platform
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The functional areas are organized by track and the detailed responsibilities are described in the table

below:

Table 1.2.1 Functional track and detailed responsibilities

Track

Responsibility Areas

Back Office

This track includes the following functional components that provide core case
maintenance functions after benefits are determined including the following:

Task Management: A task-based model within IEDSS to trigger, prompt,
organize, and monitor work.

Case History Maintenance (Batch and Screens): Records all previously
performed actions within a case.

Benefit Recovery/Intentional Program Violation (IPV)/Underpayment:
Allows workers to correct underpayments and overpayments, and initiate
investigations into suspected cases.

Periodic Reporting: Gives workers the capability to complete
periodic/interim reporting for SNAP, TANF, or Health Coverage cases.

Redetermination/Recertification/Interim Reporting/Periodic Reporting:
Allows workers to complete redeterminations for SNAP, TANF, or Health
Coverage cases.

Case Changes: Allows workers to process case changes as needed.

Document Management and Integration: Consolidates all documents
related to a case in one location for ease of management. Manages the
documents associated with a case. Works with the Interface track to connect
with CDMS/DPS for presenting documents within IEDSS.

Workload Rebalancing: Enables activities that are performed on case after
intake has begun.

Case Notes/Comments: Allows workers to document notes associated with
individuals or cases within both IEDSS applications and cases.

Hearings and Appeals: The Office of Hearings and Appeals (OHA) uses
|IEDSS for all aspects of eligibility (Medicaid, SNAP, and TANF) appeals as
well as program appeals throughout all FSSA.

Correspondence

This track includes all types of correspondences, which include notices and
forms, which need to be sent by the State to a client or third party. It is comprised
of both automatic and manual correspondence, including:

Screens: The screens associated with correspondence generation in
Adzework with the Interface and Back Office track to generate
correspondence/notices to CDMS/DP, as well as store those documents for
later retrieval.

Eligibility Notices: Notices related to eligibility that are mailed out or
printed, including pending verification notices (“2032” forms in Indiana),
Medicaid/SNAP/TANF approval and denial notices, redetermination notices,
and other related eligibility determination-supporting correspondence

Non-Eligibility Notices: Scheduling notices, appeals notices, and
informational notices
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Track Responsibility Areas
Eligibility This track is comprised of IEDSS functionality constituents that aid in the rules
Determination critical for eligibility determinations. These rules are applied following the
and Benefit understanding of the case structure and support the acknowledgement and
Calculation comprehension of pertinent pending financial/non-financial factors to be
(EDBC) considered. Following verification of those factors, EDBC rules are applied again

to support final benefit determinations. These rules are all contained with the

Corticon Rules Engine that has been incorporated into the codebase of the

|IEDSS solution. EDBC functional components:

e Standard Filing Unit (SFU): Establishes the Assistance Groups for SNAP,
TANF, Refugee Cash Assistance, and Health Coverage programs with
respective participation statuses for each individual in a case.

¢ Non-Financial Eligibility Determination: Determines non-financial
eligibility for SNAP, TANF, Refugee Cash Assistance, and Health Coverage
Assistance Groups using case and individual information.

o Resource Eligibility Determination: Determines resource eligibility for
SNAP, TANF, and Health Coverage Assistance Groups using case and
individual information.

o Financial Eligibility Determination: Determines financial eligibility for
SNAP, TANF, Refugee Cash Assistance, and Health Coverage Assistance
Groups using case and individual information.

e Authorization: Supports role-based process for review, approval, denial
and suspension of Assistance Group benefits for each benefit period. Allows
the worker to exit the case action once an authorization is processed.

o Benefit Calculation: Calculates the amount of benefits per program (and
per person if applicable) that should be granted based on business rules.

o Disaster SNAP (D-SNAP): The unique rules and issuance results for
processing D-SNAP applications in the event of an eligible disaster
declaration.

e Mass Change: Rules and functionality to support large scale updates that
occur in a regular cadence that affect eligibility programs (e.g., Cost of Living
Adjustment (COLA)).

e QualCheck: A Java-based application with screening eligibility rules.
Applicants can enter information into the Benefits Portal, which in turn
interfaces to QualCheck to provide potential eligibility screening results for
display in the Benefits Portal.
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Track

Responsibility Areas

Front Office

This track includes the business functions that enable the user to enter
application and case information into the system, including the following:

Application Registration: Allows users to register complete applications
into the system, as well as view applications that have arrived via the benefit
portal. Users can return to an application that has not been submitted to
make amendments.

Appointment Scheduling: Allows workers to set up ongoing schedules
based on office resource availability. Supports the creation (manual and
automatic) of appointments as well as ongoing maintenance.

Data Collection: Allows workers to record client information in the intake
and/or interview process.

o Individual Details

o Household Information

o Non-Financial Information
o Income Information

o Expense Information

o Resource Information

IMPACT: Allows workers to track E&T status and client’s compliance with
Indiana’s work program (IMPACT) for TANF/SNAP eligibility.

Disaster SNAP (D-SNAP): The screens/functionality to facilitate the D-
SNAP program in the event that an applicable disaster declaration occurs.

MRT Support: The MRT system interfaces with IEDSS for these screens to
support Medicaid Aged, Blind, and Disabled determinations, including the
appropriate gathering of supplemental Medical information to support
eligibility.

Reception Log: These screens are used by workers to support in-person
intake and tracking of clients.

Page 38 of 94




DocuSign Envelope ID: E0914015-6EEE-4E10-A960-BE25910D7C88

Track

Responsibility Areas

Interfaces

This track includes all the real-time and batch interfaces that occur between
|IEDSS and DFR, FSSA, external State, federal, and DFR vendor partners. All
interfaces within the IEDSS solution are SOAP (Simple Object Access Protocol).
o Real-time and Batch Interfaces: Contractor to maintain all aspects of the
Interface Tracker. This Tracker, maintained under the previous agreement,
IEDSS DDI Contract (#0000000000000000000041632), will continue to
include and keep up to date information regarding all interface partners,
points of contact per each partner, cadence, description of content
exchanged, and other related tracking status. Maintain interfaces as noted in
this Interface Tracker and provide updates to the Interface Tracker in the
event that Enhancements and/or defect resolutions precipitate impacts.

e Screens: Each interface has associated screen to facilitate data input and
transfer. Workers can manually analyze and apply data from interfaces into
cases as necessary.

o Batch Admin Screen: This screen is a component of Back Office track and
helps technical and business staff monitor all batches and their respective
statuses, daily and nightly.

e Application Services / IMPACT Interfaces: Agency Portal Interface /
Benefits Portal Interface / Document Center Interface / I3/IVR Interface:
These interfaces, via CDMS, are critical for providing information to clients
(e.g., case status on the Benefits Portal/Agency Portal), for clients to apply
(online/paper/phone), and to serve documents to IEDSS after IEDSS
generates them to CDMS

e At a high level, 233 of the IEDSS interfaces are all via the IEDSS Mule ESB
either directly to entities (i.e., Application Services), via Mule ESB to FSSA
BizTalk behind the IN firewall (i.e., all FSSA agency and other state agency
interfaces), or via Mule ESB to FSSA BizTalk to beyond the IN firewall (i.e.,
all federal agency interfaces and vendor interfaces such as Conduent EBT
and Equifax/Work Number).
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Track

Responsibility Areas

Support

This track includes functions which support the core business functionalities,
including:

Task Management and Alerts: The task tracker is used to manage the
ongoing monitoring of all tasks, their triggers, as well as assignment of tasks.

Batch Framework: The overall architecture and mechanisms to run
programs/functionality without direct, end user interaction

Mass Change: This functionality works with EDBC to realize automatic re-
evaluation of program eligibility on multiple cases.

Data Archival: Allows conservation and storage of pertinent application
information, based on federal and State law/requirements, as well as what
management, workers, and other stakeholders require for ongoing
information tracking. This functionality also includes appropriate data purge
according to business rules.

Audit Log: Allows the capture and storage of transaction information
pertaining to a record.

Security Profiles: This role-based functionality allows the State to
selectively grant user access to pages and functionality/fields based on role.

Reception Logs: Allows for logging of information when a client checks into
an office in-person, based on Front Office screens/functionality.

Quality Control (QC): Allows for detection and prevention of errors in a
case.

Hearings and Appeals: Allows for a client to submit an appeal and track
the progress of hearings through scheduling functionality, packet
preparation, decision tracking, notice generation, and appeal results
incorporated into eligibility

Help/User Interface (Ul): The overall structure, architecture, interface, and
usability of the Ul is managed here. Additionally, help screens and text are
all available through this feature.

Reports

This track addresses the State’s data reporting requirements including:

Ad-Hoc Reports: Reports built and generated as needed by IEDSS
reporting staff, based on data extracts generated from IEDSS.

Management Reports/Dashboards: These reports are created either on a
period schedule or on-demand to facilitate tracking of tasks and task
lifecycles. This functionality also allows management to gauge quantities of
major work (e.g., applications, redeterminations, changes) that is pending or
“coming due”, based on appropriate business rules.

Oracle GoldenGate and Informatica Extract, Transform, and Load (ETL) for
|IEDSS reports

Oracle GoldenGate and Informatica ETL for FSSA Data Warehouse
reporting
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1.3 Technical Scope

Deloitte Consulting shall work collaboratively with FSSA, DFR and the Indiana Office of
Technology (IOT) and provide services to maintain, operate, and enhance the components of
the technology stack as shown the figure below, as described in section 4.0 Roles and
Responsibilities

Deloitte Consulting’s approach is structured to monitor, manage and support system/server
operations, including configuration, maintenance operations, performance of servers across
the Application, web, business, batch, data layers and COTS products (e.g., business rules,
correspondences, content management). Deloitte Consulting shall monitor server and
system performance levels as described in the SOW and address issues to maintain high
availability, reliability, and performance, aligned with the defined service levels.
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Figure 1.3.1 Technical Scope Overview
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2.0.0 Project Scope

The services performed as part of this SOW are base maintenance and operations, fixed capacity
maintenance and operations, and enhancements.

2.1.0 Base Maintenance and Operations

Deloitte Consulting is responsible for providing staff resources to perform the following activities
in order to maintain and operate the IEDSS system in production and manage delivery of services
described in this SOW. These services are described in further detail in section 4.0 Roles and

Responsibilities.

e Critical defect management and resolution
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e Critical incident management and resolution

e Project management

e Resource management

e Contract management

e Change control and management

e Release management

e Batch management

e Mass change execution for yearly scheduled updates
e Vendor management and coordination (for operations)
e Production monitoring

e SLA compliance

o Data integrity monitoring

e Security management

o Configuration management, build/deploy, environment management (for maintenance
releases)

e |OT coordination (for operations)

e Middleware upgrade impact analysis (to identify change requests)
e Capacity planning

e Database management
e Project site management / Deloitte Project team desktop/technology support
e Monthly reporting

e Operational documentation maintenance

2.1.1 Fixed Capacity Maintenance and Operations

Deloitte Consulting will be responsible for providing a fixed capacity of resources to perform the
following activities, subject to the prioritization by DFR. These services are described in further
detail in section 4.0 Roles and Responsibilities

e Defect management and resolution (High, Medium, Low)
e Interim business process management

e Incident management and resolution (High, Medium, Low)
e Data fixes

e Business Continuity and Disaster Recovery Support
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e Ad hoc reports
e Ad hoc operational support

e Transition Support Services, if applicable

2.2 Enhancements

Deloitte Consulting shall provide Design, Development, and Implementation (DDI) services for
|IEDSS solution enhancements according to mutually agreed System Development Lifecycle
(SDLC) processes. These services are further described in section 5.0 Design, Development,
and Implementation of Enhancements.

2.3 Project Meetings

Deloitte Consulting will lead and participate in regular meetings with the State to manage the
project. These meetings include but are not limited to meetings for Defect Triage, Data Fix,
Change Control Board, Project Status, and |OT Coordination. Deloitte Consulting will periodically
review the meeting cadence with the State and make adjustments as mutually agreed upon.

2.4 Project Delivery Tools

The Parties have agreed that the following project management and monitoring tools will be
used by the State and Deloitte Consulting in the performance of the Services. The following
section contains the terms of use for these tools.

Table 2.5.1 Project Delivery Tools and Use

Project Delivery Tool Description of Tools Hosting and Terms of Use

Project management centre PMC provides a centralized PMC is centrally hosted by Deloitte

(PMC) platform to manage all phases of a Consulting and accessible via the
project: delivering preconfigured Internet and licenses are provided
dashboards for project start-up, by Deloitte Consulting for the
predefining workflows and ensuring duration of this SOW at no cost to
easy accessibility the State
Reduces the time to initiate PMC is managed and maintained
projects by Deloitte Consulting
Centralizes project information and At the end of the Deloitte Consulting
enables distributed delivery with Engagement, PMC will no longer be
Web-based user portals available to the State. Deloitte
Provides management- and team- Consulting will provide an extract of
level dashboards and reporting IEDSS PMC data that can be

Enables concurrent project data accessed without the PMC tool.
Once the State validates the extract

AgeRsSand malntenange as being complete, Deloitte
Facilitates the standardization of Consulting must delete all IEDSS

grcffs‘;‘ {Rg’;ﬁgzmzeg; e data from PMC. Should the State
g elect to continue using PMC, the

workflows State will be required to purchase
license agreements from the HP
PPM vendor
Project Library (Microsoft Microsoft SharePoint is a web Microsoft SharePoint is centrally
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Project Delivery Tool

Description of Tools

Hosting and Terms of Use

SharePoint) application platform that can be hosted by the State and accessible
leveraged for intranet content via the Internet. Licenses are
management and document provided by the State for the
management duration of this SOW
Built on a MS-Office like interface, Microsoft SharePoint is configured
it easily integrates with the Office and installed by the State
Suite Microsoft SharePoint is managed
Serves as the centralized and maintained by the State
repository to store IEDSS solution
project artifacts

RTC Rational Team Concert (RTC) RTC is centrally hosted by the State
provides a single, integrated and accessible via the Internet.
environment for several aspects of Licenses are provided by the State
the software development process, for the duration of this SOW
including agile planning, source RTC is configured and installed by
control, defect tracking, build the State
management, and reporting. RTC is managed and maintained by
Software to track and manage the the State
relationships between artifacts,
promote best practices for
development, and gather project
information.

Splunk Splunk is a software technology Splunk is centrally hosted by the
which is used for monitoring, State and accessible via the
searching, analysing and Intranet. Licenses are provided by
visualizing the machine generated the State for the duration of this
data in real time. SOW
It can monitor and read different Splunk is configured by Deloitte
types of log files and stores data as Splunk is installed with the
events in indexers. This tool allows assistance of the State
the user to visualize data in various Splunk dashboards are maintained
forms of dashboards. by Deloitte

QRadar QRadar is a Security Incident and QRadar is hosted at IOT and
Event Monitoring (SIEM) product. licenses are procured by the State

3.0 Out of Scope

The following services out of scope:
Data conversion from legacy systems

e End user training delivery
Training material maintenance including updates and authoring of page-level online help
content in RoboHelp
Organizational change management
Site Support
Command Center support
ICES stage 1 server support
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4.0 Roles and Responsibilities

This section describes State and Deloitte Consulting Responsibilities for Base Maintenance and Operations and Fixed Capacity Maintenance and
Operations.

4.1 Base Maintenance and Operations Activities
The following table describes the base maintenance and operations activities to be performed, not subject to the fixed capacity of resources
specified in section 10.0 Staffing Model:

Table 4.1.1 Base Maintenance and Operation Responsibilities

Category “ State Responsibility Deloitte Responsibility

Defect Critical Severity o Provide approval for resolution Respond to Critical severity defects, as defined in Section
Management Defects approach 12.3 Defect Severity Guidelines, per the following:
e Provide guidance wherever required

o Adhere to processes outlined in the Master
to fix and test the defect. Test Plan

o Team will fix the defect with guidance from the
State.

o Defect will go through the SDLC process as
defined in the Defect Management (Fixed
Capacity) section in an expedited manner.

o An appropriate patch release will be created

o Communicate plan to resolve the defect to the
DFR Project Manager or his/her designee per
the procedures defined in the IEDSS
Operations Documentation

o Seek approval for resolution approach from
the DFR Project Manager or his/her designee
prior to deploying production changes

Incident Critical Escalation ¢ Communicate critical production For any critical incidents the following activities (in addition to
Management Support issues (from the field) to the IEDSS | incident resolution process (refer to Section 4.2)) will be
Triage team per the incident performed

reporting process
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Category “ State Responsibility Deloitte Responsibility

Review and approve the resolution o Adhere to processes outlined in Incident Management
steps (technical, functional) Plan
provided to resolve the issue o Within 1 hour of report, send notice to the DFR

Project Manager communicating that a Critical

+ .Fadilitate resolution-with.gfher severity incident has been reported in production

partners, agencies

o Provide incident resolution support unless specified
in the master IOT calendar that includes the IEDSS
maintenance and enhancement releases and |IOT
patches that might impact IEDSS).

o Communicate triage analysis and updates to the
State Project Manager or his/her designee per the
procedures defined in the IEDSS Operations
Documentation

o Communicate plan to resolve the incident to the DFR
Project Manager or his/her designee per the
procedures defined in the IEDSS Operations
Documentation

o Seek approval for resolution approach from the DFR
Project Manager or his/her designee prior to deploying
production changes

o Correct and test the resolution of the incident and
work with other State staff and their designees or
software vendor support specialists to implement the
resolution and achieve closure using the procedures
defined in the Updated Technical Architecture
document.

o Co-ordination of escalated incidents with DFR and

other partners
Security Incidents » Escalate reported security incidents | «  Report IEDSS related security and/or privacy incidents of
up the chain of command as which Deloitte Consulting becomes aware in accordance
appropriate. with Clause 12 of the Contract.
e Update the security Incident e Evaluate project related threats and counter measures
response plan that could affect the IEDSS solution and make

appropriate recommendations to the State, State
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Category “ State Responsibility Deloitte Responsibility

CISO/Privacy Officer and/or their designee, and IEDSS
Project Manager prior to implementation. Deloitte
Consulting will leverage its risk and vulnerability
assessments for the IEDSS solution.

e In accordance with Clause 12 of the Contract, report
related security incidents of which Deloitte Consulting
becomes aware, that involve the IEDSS solution, as
defined by the State security incident response plan.
Updating the State’s security incident response plan
would be the responsibility of the State. Deloitte
Consulting will provide assistance to the State with
updating the security incident response plan by indicating
relevant modifications/additions to the State’s current
plan.

In accordance with Clause 12 of the Contract, confirm that

appropriate actions are taken if security violations occur.

e Provide server administration * Maintain the configuration management process

SR S N R e « Maintain configuration of solution components

e Provide troubleshooting support for
scripts to move application and
database packages (including
loading reference data) using
Rational CLM to build and deploy * Execute scripts to migrate application and database
components packages using Rational CLM to build and

deploy components

« Develop and execute scripts to migrate application and
database packages (including loading of reference data)
using Rational CLM to build and deploy components

e Include RoboHelp content in build

Configuration Quality * Review work plan updates and o Maintain adherence to quality process and identify
management Management approve changes where needed improvement areas

ggcigdi)ng build, » Review artifacts for adherence to project standards and
ploy quality expectations

Monitor compliance with project management processes
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Category

Project
Management

Item

Communication

State Responsibility
Identify and communicate relevant

Deloitte Responsibility
« Identify and manage internal and external circumstances

Management topics to project teams and that impact project timelines and quality through project
stakeholders management controls including risk, issue, schedule and
communication management
Staff Management Review and approve changes to o Establish Deloitte’s organizational structure outlining lines
Key Personnel of communication and reporting procedures
Manage State project team e Plan for smooth transition between Deloitte staff and
members and other vendors prevent knowledge loss and project delays by managing
staff management onboarding, offboarding, training and
transition
e Communicate information as appropriate across Deloitte
team
 Manage Deloitte staff performance and development
General Approve the changes to integrated | «  Maintain Project Management Plan (PMP)
Management project plan

Participate in resolving risk and
issues

o Develop and maintain integrated project plan
« Drive team to adhere to baseline work plan
e Monitor and manage risks and issues to the plan

Coordinate CCB
process

Participate in all Change Control
Board Meetings.

Confirm the need for each CR
presented at CCB

Approve CRs for impact analysis
and estimation

Approve release recommendations
for each CR

Provide high level requirements of
the CR to facilitate impact analysis
and estimation process

Administration of CCB process which includes:

e Generate reports from PMC and bring in new CRs for
analysis activity approval

e Create CCB agenda

e Conduct Impact Analysis and estimations and present in
CCB

o Recommend potential release schedule for each CR
considering timelines and scope

e Scope management for major/minor releases

« Maintain and manage CR lifecycle in Project
Management Center (PMC)

Change Control
Board (CCB)
Management

Create, maintain and
execute batch
Schedule

Review and approve batch schedule
changes

Facilitate communication and
changes related to batch cycle,

The following activities will be performed by Batch team
e Create and maintain Batch Schedule
o Create annual batch calendar
o Setup batch schedule
o Update batch schedule based on maintenance
and operations changes
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Category

Item

State Responsibility
schedule and files transfers with
partners

Facilitate communication of other
agencies maintenance activities

Review and resolve batch related
business exceptions

Review and approve exceptions for
any critical batch job failures

Deloitte Responsibility

Lead and manage IEDSS batch coordination across
partners (Biztalk, IOT, CDMS, Bacompt, DXC,
SSDW, EBT, SSA etc....)
o Communicate and confirm with partners on batch
files (incoming and outgoing)
o Coordinate and resolve batch files related issues
(delays and corruption)
o Coordinate with partners (Biztalk) to
enable/disable ports
o Execute release deployment activities
o Maintain batch tracker, schedule Visio, CA7
schedule master and communicate to partners
Lead and manage batch cycle execution with IOT
o Communication with IOT on batch execution
o Resolve batch failures, triage and log incidents
o Coordination with functional teams to resolve
issues
o Monitor batch execution cycle
o Manage batch cycle to accommodate batch cycle
(data fix and Stop&Go)
o Communicate exception results to DFR and
functional teams
Monitor batch execution
o Forecasting and verification batch schedule
o Execute special request for inclusion/exclusion of
jobs in batch cycle
o Communicate, coordinate and adjust batch cycle
for any planned/unplanned outages
o Escalate issues based on severity of the batch
job
o For critical jobs, contact the State when
the job fails and cannot be recovered. If
the job can be recovered, include in daily
summary.
o Provide a daily summary of batch cycle
executive, which includes a list of issues
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Category

Item

State Responsibility

Deloitte Responsibility

e Lead and manage special batch execution cycles
(COLA, FPIL updates)
o Coordinate special batch cycles schedule
o Execute special batch cycle
o Coordinate and communicate with DFR and
functional teams on batch exceptions
« Setup, manage batch environments and execution
o Execute, resolve, and report PMD errors in the
monthly run
e Setup CA7 and Juicebox on each environment that
needs batch capabilities
o Production environment utilizes CA7 schedule to
execute batch cycle.
o Non-Production environments utilizes both CA7 and
Juicebox (ad hoc runs) to execute batch cycle.

Batch
Management

Test and execute
annual special Mass
Changes

Review results and provide approval
for execution in Production

The following activities will be performed for special annual
batch cycle
e Create dry run plan in a Production like environment

* Execute all batch jobs needed in a specific order (like
Production) for the special annual Mass Changes (COLA,
FPIL updates)

e Analyse results and identify corrective data fix and
defects (as needed)

e Share results with state and attain approval

e Schedule data fixes and defects in release prior to
scheduled Production run

e Execute special Mass Change related jobs in Production.
o Share results with DFR

Mass
Change

Monitor
infrastructure and
application

Renew licenses for the
monitoring tools like Splunk

and provide configuration
support.

Monitor network, load balancing,
appliances, Operating System,

e Configure automated notifications and alerts,
consisting of emails, to monitor application outages
and threshold violations

e Maintain SPLUNK dashboards and reports for
application availability, Page/Transaction response
times, SLA dashboards and application exceptions
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Category Item State Responsibility Deloitte Responsibility

and any other hardware Monitor Splunk dashboards:

infrastructure including VMware o Transaction response Time

Upgrade infrastructure o Concurrent users on JVM

Monitoring tools like SCOM o Thread counts on JVM

Resolve any hardware and network o JVM Heap memory

issues that are identified as the part o Response time

of production monitoring o Concurrent users
o Unique login users
o Peak users
o Application availability
o Cases processed
o Wrap-up eligibility submissions
o Total and average transactions on monthly, weekly

and daily basis
o Peak number of transactions in a month
o Peak number of users on a day
Create incidents/defects for any issues identified as part
of monitoring
Production Database Maintain/upgrade/patch the Monitor Database performance using Oracle
Monitoring Oracle Grid/Cloud controls Grid/Cloud control

Monitor the health of Exadata
appliance, Golden Gate,
database backups, recovery,
database instance and database
storage

Monitoring AWR for increase in number of SQL
executions, SQL elapsed time, SQL rows processed,
SQL CPU used, SQL I/O used

Analyze ADDM for Oracle recommendations for DB
tuning.

Monitor Database/schemal/tablespace/datafile growth
and work with IOT and DFR for any DB storage
concerns

Create incidents/defects identified as part of
monitoring

Infrastructure and
Middleware

Maintain the hardware and
network infrastructure required
for IEDSS

Apply the required patches for
Operating System

Collaborate with IOT during the process of making
changes to the server configuration

Collaborate with 10T to troubleshoot infrastructure
related issues

Provide support to the State to update IEDSS server
certificates
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Category Item State Responsibility Deloitte Responsibility

Provide recommendation on the Facilitate regular meetings with the State to identify
middleware patches and the upcoming infrastructure impacting system
upgrades availability
Renew middleware licenses Facilitate meeting with State to discuss the
Provide user and access middleware patches and upgrades
management to IEDSS staff Facilitate meeting with State to discuss the capacity
Maintain IEDSS proxies, proxy planning
certificates and server Troubleshoot and create incidents/defects for
certificates application slowness, application issue pertaining to
Maintain hot/cold storages for infrastructure and build failures
Application log retention Perform regular update to SAP address validation
Provide support to access package
protected zone resources Maintain and configure State provisioned email
through Citrix accounts on Deloitte-provided workstations
Maintenance of e-mail and Provide recommendation to support State’s IAM
messaging servers and solution
accounts Deloitte will work closely with the State to review the
Monitor and maintain State’s hardware and software inventory on a quarterly basis
IAM solution and underlying and identify the potential patches and upgrades which
infrastructure will be implemented per the process defined in the
All third-party software section Design, Development, and Implementation of
maintenance previously Modifications and Enhancements (Section 5.0)
procured through Deloitte
Consulting will be renewed
through other State procurement
vehicles and not through
Deloitte Consulting.

Maintenance and | Database Maintain all databases Provide recommendation for the Quarterly Oracle

Administration

instances, Golden gate, Oracle
OEM/Cloud control and Exadata
appliances for IEDSS

Apply the Quarterly Oracle
patches to the Exadata
appliance and the Oracle
instance

Provide support for production
user and access management

patches and coordinate with the teams for the
appropriate maintenance window

Provide recommendation to IOT about DB
initialization parameters, Storage (Tablespace and
Datafiles), Jobs, Automated maintenance tasks and
Database Resource manager

Provision and manage the access management
(IAM) to Non-Prod Databases for Deloitte and also to
external agencies individuals
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Category

Item State Responsibility Deloitte Responsibility
e Maintain all database backups,
tablespaces and data files
Configuration e Provide infrastructure support Provide support for production user and access
during builds and deployment management
e Maintain the Rational Configure project specific settings for the Rational
CLM(JAZZ) products CLM products that support requirements
e Provide support for license management, change management, defect
assignment for users management source control, application build
o Perform all system patches and automation and testing
upgrades for the Rational CLM Review and maintain the role-based access control
products matrix in coordination with the State
e Perform all backup and restore Support build and configuration changes for
of Rational CLM based code environments to support project plan and SDLC
and configuration repositories process
Manage and support the current DevOps process
ensuring continuous delivery to all major, minor,
expedited and emergency releases
Support and perform environment transitions as per
schedule
Review code snapshots for every minor release
Perform validations of DB, Mule and Worker Portal
after Production build
Administer Cognos reports and work with IOT to
resolve any issues
Integrate Defect work item lifecycle in RTC with
automated build schedule
Develop and execute scripts to migrate application
and database packages (including loading of
reference data) using Rational CLM to build and
deploy components
Execute scripts to migrate application and database
packages using Rational CLM to build and
deploy components
Maintain field-level online help
Architecture e Support queries from Deloitte Maintaining and administer Data Archival job which

team identified during the defect
analysis

copies archived data from Production database to
Operational datastore database
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State Responsibility

Deloitte Responsibility
Supporting utility tools such as ToolsApp, JuiceBox and
Casecopy tool to support the incident/defect resolution
process, batch execution in non-production
environments, environment and database URLs etc.
Analyze and support IEDSS framework component
issues

Hardware and
Software
management for
Deloitte project team
resources

Support all Rational CLM
software installed on the Deloitte
team’s machine

Support all IOT Help Desk
software installed on the Deloitte
team’s machine to support
IEDSS solution operations

Define and maintain IEDSS desktop hardware
standardization and specifications for Deloitte team
Setup and configure desktop applications and software
packages to support IEDSS daily operations

Hardware and
Software
management for
State resource

Provision, install and maintain all
hardware and software for
Production end-user Desktops

Provide OS, memory, CPU and development tools,
browser version recommendations and requirements to
the State for IEDSS solution’s UAT Tester’s Desktops

Staff
Onboarding/Offboard
ing

Create State accounts for
Deloitte Consulting staff during
onboarding.

Remove State accounts for
Deloitte Consulting staff during
off boarding.

Deloitte will provide typical desktop, project
management and necessary test software for all
Deloitte staff during onboarding.

Deloitte will collect desktop from all Deloitte staff
during off boarding

Deloitte will coordinate with the State on requests for
granting and revoking access to State systems,
including notification within one business day of staff
leaving the project

Monthly Vulnerability
Scans and Security
Management

Support the secure code review
and application vulnerability
scanning by having a State
representative review the
Vulnerability Test plans,
coordinate as needed with IOT
Review results of monthly
vulnerability scans (Static and
Dynamic Scan) of the Worker
Portal application

In one (1) non-production environment determined
jointly by Deloitte security team and Deloitte
infrastructure team, on monthly basis Deloitte will
scan and analyze the scan results for following:

o Dynamic application security testing (DAST)
using HP Weblnspect or mutually agreed upon
tool

o Static application security testing (SAST) using
HP Fortify Static Code Analyzer or mutually
agreed upon tool
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Category

Item

State Responsibility

Review remediation plans
associated with application
vulnerabilities identified during
testing

Approve the Application
Vulnerability Assessment Report
Conduct vulnerability scanning
of the IEDSS enterprise
infrastructure components
including servers using the
selected scanning tool and
provide the results from the
automated scan to Deloitte for
manual analysis

Deloitte Responsibility

On monthly basis, Deloitte will analyze the results of
infrastructure scan.
Manually analyze the raw results obtained after
completion of scan to identify and exclude false
positives
Risk rank each vulnerability and present mitigation
strategies to address each of the vulnerabilities
Create defects in the defect tracking tool for
vulnerabilities identified in DAST and SAST scan.
This will include:
o Determine the severity of vulnerability,
recommend resolutions for remediating the
vulnerability and assigning to appropriate owner for
remediation
As required, coordinate with Indiana Office of
Technology for the infrastructure vulnerabilities,
owned by State, that may impact the application
functionality
Manage defects associated with application
vulnerabilities according to the defect management
process
Develop and present the plan to the State for
prioritizing and mitigating the vulnerability issues
identified in the scan
Develop a vulnerability scan report for SAST and
DAST that includes the vulnerabilities identified and
risk severity. The report includes the month-to-month
comparison and aging of vulnerabilities
Provide bi-weekly updates on the progress of the
remediation efforts

Security
Management

Security Information
and Event
Management (SIEM)
Implementation
(QRadar monitoring)

Procure IBM QRadar appliances
(two XX29s with 2500 EPS
license per appliance; one
appliance per data center) to
replace those that have reached
End of Life

Deloitte will provide 1 (one) full time QRADAR
specialist and an appropriate backup to configure and
support the QRADAR installation until end of this
SOW

Maintain 1 (one) QRadar appliances in the primary
data center in Indianapolis, Indiana to monitor:
Production environment:

Page 56 of 94




DocuSign Envelope ID: E0914015-6EEE-4E10-A960-BE25910D7C88

Category

Item

State Responsibility

As required, renew QRadar
software licenses and IBM

support contracts .

Install (rack, stack, power) one
QRadar replacement appliance

in each of the primary data .

center in Indianapolis and the

Secondary data center in .

Bloomington, IN.
Provide network details to

facilitate configuration of the .

QRadar appliances and IBM’s
Integrated Management
Modules (out-of-band
management)

Provide operation system level

support as required for the .

integration of QRadar with
IEDSS

Attend requirements and design
sessions to provide input

Provide input into the .

deployment plan for QRadar
Provide testing support for
QRadar as required

Assist with the escalation and/or L]

investigation of alerts as needed

Enable native logging .

capabilities for all IEDSS
enterprise infrastructure
components including servers,

network devices, including, but .

not limited to DNS, LDAP,
IDS/IPS, firewalls, routers and
switches

Configure State-approved SIEM
solution to support the

Deloitte Responsibility

o 1 (one) worker portal application

o 3 (three) supporting Oracle databases
Selected non-production environment:

o 7 (seven) worker portal applications

o 4 (four) supporting Oracle databases
Maintain 1 (one) QRadar appliances in the secondary
data center in Bloomington, Indiana to monitor:
non-production environment:

o 1 (one) worker portal application

o 2 (two) supporting Oracle databases
NOTEH1: In the event of a localized hardware,
network, or other failure impacting the primary
QRadar appliance, the secondary appliance will be
manually configured to take over monitoring of the
primary data center environments and sources
(enumerated above)
NOTEZ2: In the event of a site-wide disaster at the
primary data center, the secondary QRadar appliance
will be manually configured to monitor the DR
equivalent environments and sources at the
secondary data center
Configuration of the secondary QRadar appliance in
the secondary data center will be equivalent of a
warm site (e.g. secondary appliance is powered and
networked)
Maintain and operate the QRadar for the worker
portal
Monitor production and non-production alerts (worker
portal application and supporting Oracle databases)
for alerts generated during business hours (8 AM to 6
PM) on weekdays
Perform after hours and long weekend SIEM support
and triage as needed if severe alerts (to be pre-
determined jointly by the State and Deloitte) are
generated
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Category

Item

State Responsibility
infrastructure security monitoring
for all IEDSS enterprise
infrastructure components
including servers, network
devices
Configure State-approved SIEM
solution to support the
application security monitoring
of system components outside
the scope of the worker portal
(e.g., benefits portal etc.)

Assist with the escalation and/or
investigation of alerts as needed

Deloitte Responsibility
o Non-severe alerts received after hours (non-
business hours, weekends, or holidays) will be
triaged on the next business day
Monitoring may be performed on Extended Holiday
Weekends (extent to be jointly determined and
approved by the State and Deloitte at minimum 3
weeks prior to Holiday weekend)
Provide first-level triaging of alerts, escalating to the
designated State and/or vendor resources for
investigation and resolution
Alerts that are considered severe (to be jointly
designated by the State and Deloitte prior to go-live)
will be sent to the Deloitte Security Team and Deloitte
staff on-call to facilitate immediate triage of alerts
occurring outside of business hours. Deloitte will
provide first-level triaging of alerts, escalating to the
designated State and/or vendor resources for
investigation and resolution
Maintenance includes
o Applying QRadar patches and software updates
o As required, assisting State/Agency in renewing
QRadar software licenses and IBM support
contracts
o As required, during installation of replacement
application, coordinate with IOT for managing the
appliance installation (rack, stack, power)
o As required, keeping the configuration of QRadar
appliance up to date with changes in worker portal
application and supporting Oracle databases to
support monitoring
o During the upgrade to the new appliances,
replicate the existing configuration parameters, log
sources, searches, reports, and rules on the
upgraded appliances as needed
Provide consultative services with respect to alert and
report design as constrained by one QRadar FTE
through end of this contract
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Category

Item

Security Artifact
Documentation

State Responsibility

Provide secure repository to
store and maintain the security
documentation (e.g., SharePoint
Site)

Report security control gaps for
those applicable system
components outside the scope
of the worker portal to the
Deloitte Security Officer by
providing supporting
documentation so that the CMS
security artifacts can be updated
accordingly

Report remediation progress of
security control gaps for those
applicable system components
outside the scope of the worker
portal to the Deloitte Security
Officer by providing supporting
documentation so that the CMS
security artifacts can be updated
accordingly

Create/Update documentation
for business continuity and
disaster recovery plans as
required by both State and CMS
Participate in interviews and
meetings to provide information
needed to update the existing
CMS security artifacts

Attend security documentation
update walkthrough

Sign off on the Security
documentation updates

Keep the other related
documents and artifacts,
including the Corrective Action

Deloitte Responsibility

Coordinate with the DFR Privacy & Security Team to
keep the following CMS MARS-E V2.0 and IRS 1075
(dated Sep 2016) Authority to Connect (ATC)
documents current:
o Quarterly updates to Plan of Action & Milestones
(POAM)
o Annual updates to System Security Plan (SSP)
o Annual updates to Information Security Risk
Assessment (ISRA)
o Annual updates to Safeguard Security Report
(SSR)
o Annual updates to CMS MARS-E Annual Self-
Assessment (Annual Security Attestation) Report
Coordinate with State and vendor teams responsible
to manage the systems within the CMS authorization
boundary (as defined within the SSP) to gather
information required to update the above ATC
documents and as required, supporting evidence to
substantiate the information
Participate as necessary and appropriate with third-
party privacy and security assessments, IRS reviews,
and SSA reviews, and with the State’s annual
preparation of the Privacy Impact Assessment
Participate in security documentation update
walkthroughs
Participate in interviews and meetings to provide
information needed to update the business continuity
and disaster recovery plans
Obtain sign-off on security documentation updates
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Category

Item

State Responsibility
Plan, Privacy Impact
Assessment, Social Security
Administration Security Design
Plan, and CMS Agreements
current and up to date
Submit security artifacts to
regulatory bodies (e.g. CMS,
IRS, SSA)

Deloitte Responsibility

IEDSS Security
Awareness Training

Review and provide feedback on .

security awareness training

documentation .

Develop security awareness training documentation
for the IEDSS solution

Update the security awareness training
documentation to comply with Health Insurance
Portability and Accountability Act (HIPAA), Centers
for Medicare & Medicaid Services (CMS) standards
and regulations, and the handling of Federal Tax
Information (FTI) data

Confirm appropriate information security awareness
training is included in training plans and
communicated to internal IEDSS solution users
(Deloitte Consulting, and IEDSS subcontractors),
administrators, and where appropriate third-party
individuals

Defect Prioritization

Provide approval defects to be
added/removed to a release

Lead Defect Triage Meetings (DTM)

Lead the Release defect scope creation with DFR
Create plan for all teams to define schedule for defect
prioritization discussion with DFR

Release
management

Release and
deployment planning

Provide approval for Release
Calendar

Provide approval for release scope
for number of defects to be included
in a release

Provide approval for release notes

Provide approval for release
deployment plan

Create Release Calendar with dates for charted releases
to provide clarity and consistency across teams

Communicate Release Calendar (post approval) to all
partners

Define Release structure, phases, timelines and guidance
for each release (Major, Minor, Patch)

Create initial release scope for number of defects to be
included in a release based on severity and capacity

Create and publish release notes
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Category

Item

State Responsibility

Deloitte Responsibility
« Create and publish release deployment plan
o Moderate release deployment activities
« Create CMRs and coordinate release planning effort with
10T
« Monitor outstanding defects for release closure
e Create environment planning chart for upcoming release
work and production support
« Participate in the Prioritization and Change Process
meetings as mutually agreed upon
Record defects in the Rational Team Concert system
Create release phase structure (Dev/SIT/UAT)
Build coordination for SIT, UAT, Pre_PROD builds
Create CMRs and coordinate release effort with IOT

Coordination with
other vendors
(CDMS, BizTalk,
etc.)

Review plan, provide guidance for
defect resolutions

Lead and coordinate defects with other vendors (CDMS,
BizTalk and other agencies)

Environment
Management

Review and highlight any concerns
that appears in the environment
management plan

e Coordinate with other vendors to define and scope
environment needs (timelines and configuration of
environments) for each release

e Create environment need for each planned and
potentially unplanned releases, COLA activities

e Create a base environment plan on a yearly basis with all
partners based on release structure, timing and attain
consensus and review environment changes on a
monthly basis (any additional changes to be discussed
on need basis)

o Coordinate environment needs for all teams

o Create and maintain environment tracker

o Create and maintain environment transition plan
(between releases)

o Review the environment plan on a monthly basis

e Lead environment meetings with stakeholders (closer to
release) to resolve any new need or dependencies

Communicate environment plan and changes with all teams
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Item
SLA Compliance

State Responsibility

Perform the required due diligence to
ensure that the response time is not
impacted due to any infrastructure
related issues

Deloitte Responsibility
« Continue to monitor existing SLAs for compliance, take
actions to address gaps and produce reports.

SLA compliance
(see Exhibit 2 for
additional details,
including monthly
cadence
associated with
each SLA)

Data Integrity
Report

Review data integrity report and assist
in resolving business exceptions

e Monitor data integrity report for business and technical
exceptions.

e Access impact to Production system and prioritize
resolution via data fixes and defects.

¢ Initiate data fix or defect management processes for
discrepancies

Data Integrity

Coordinate and
plan Production

« Facilitate federal agencies/partner
communication for updates (COLA,

* Assist DFR in coordination with agencies for relevant
COLA updates

Maintenance

security for all infrastructure
components listed in this column

amviles i . « Communicate batch or Mass Change updates to DFR or
e Participate in End to End testing :
: relevant vendors, wherever applicable.
meetings
Review and approve results (as
applicable)
Vendor / other Support capacity modelling and e Conduct a quarterly capacity modelling and planning
system planning by providing resources to sessions with the State, to confirm that adequate
coordination support modelling inputs infrastructure resources are in place
Capacity Server: e Support and maintain rack, power e Provide recommended configuration in terms of CPU,
Planning e Maintain couplings and servers for IEDSS Memory and disk space for servers used to support
hardware of solution IEDSS solution
Windows e Perform all hardware maintenance
Servers (Rack, and servicing of physical and virtual
power, server) machines to support IEDSS solution
e Maintain e Setup for Disaster Recovery
hardware of
SAN and NAS
devices
Hardware WAN Maintain of WAN requirements (includes | e  Provide recommendations for key WAN components to

support IEDSS solution’s high availability requirements
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Category

Item

State Responsibility

including WAN, LAN, VPN, firewall etc.)
(Bandwidth, Routers, Internet POP)

WAN Vendor selection
WAN administration (usage, IP
domain)

Deloitte Responsibility

Network
Maintenance

LAN e Identification of LAN requirements Provide a list of recommended IP and DNS entries to
e LAN device installation (routers) support availability requirements and network
e |P address assignment Domain administration for IEDSS solution
Setup
VPN e Maintain, configure and support of a Maintain, configure and support VPN clients only for
VPN device to allow external Deloitte workstations
access via the Internet (Hardware,
Network Connection)
FireWall « Configuration and maintenance of Support queries as a result of port scanning activity
Firewalls performed by the State and provide requested details
related to ports for the IEDSS solution
DNS « Configuration and maintenance of Provide a list of recommended IP and DNS entries to

DNS servers

support availability requirements and ease of network
administration for IEDSS solution

Network Monitoring

Configuration and maintenance of
Network monitoring agents

Provide recommendations for monitoring network
between specific servers as part of infrastructure issue
troubleshooting efforts with the State

Documentation
maintenance

Review and approve operations
documentation

Maintain and update |IEDSS solution Operational
Documentation (including Incident Management Plan) as
key operational functions change and evolve

Operations
Documentation

Communication ownership for
applicable federal agencies

Any emergency patches that will
impact the IEDSS application
uptime

Immediate notification on an
unplanned outage

Coordinate with IOT to provide specific application
administration requirements and operating parameters
for non- production and production environments
Facilitate meetings with IOT to discuss the upcoming
upgrades related to IEDSS COTS products and software
to help the State plan and prioritize System Software
upgrades which consist of OS, network, storage and
database specific configuration changes and OS services
configuration
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Category

Item

State Responsibility
Inform Deloitte on any vendor
outages that will have direct impact
on IEDSS services and operations
IOT maintenance window on the
weekends

Deloitte Responsibility

Provide review support to IOT in performing impact
analysis for critical changes to network, load balancing,
hardware, security appliances and Operating System
changes.

Work with IOT to configure automated notifications and
alerts through state licensed Splunk, consisting of emails,
to monitor outages and threshold violations for Operation
System Services that are used to run IEDSS COTS
products

Perform preliminary impact analysis on system software
upgrades and IEDSS COTS products to help the State
plan and prioritize System Software upgrades which
consist of OS, network, storage and database specific
configuration changes and OS services configuration
Provide review support to |IOT in performing impact
analysis for critical changes to network, load balancing,
hardware, security appliances and Operating System
changes.

Work with IOT to configure automated notifications and
alerts, consisting of emails, to monitor outages and
threshold violations for Operation System Services that
are used to run IEDSS COTS products

Configure and use IBM Tivoli Composite Application
Manager for monitoring WWebSphere

IOT Coordination

Coordinate, plan and
execute upgrades

Facilitate coordination and
communication regarding defects,
changes, incidents, software
upgrades with Federal agencies and
other interface partners that may
affect the agencies

Participate in End to End meetings,
review and prioritize efforts

Manage vendor responsibilities and
performance

Assist DFR in coordinating with agencies for relevant
defect fixes and changes to IEDSS.

Assist DFR in planning any defects or testing
requirements at IEDSS that originate from the vendor
due a to a defect/incident at their end.

Coordinate end to end testing for operational activities
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The following activities will be performed, subject to the State’s prioritization of work activities within the fixed capacity of resources specified in

section 10.0 Staffing Model:
Table 4.2.1 Fixed Capacity Responsibilities

State Responsibility Deloitte Responsibility

Incident Incident
Management (Tier 2 | Management
and Tier 3)

Review and provide severity/priority for
incoming incidents.

Review and provide policy clarifications
and decisions required to resolve
incoming incidents.

Facilitate decisions from other
vendors/agencies

Communicate production issues (from the
field) to the IEDSS Triage team per the
incident reporting process

Participate in production issue resolution
meetings to provide input into prioritization
and incident resolution efforts per the
procedures defined in the IEDSS
Operations Documentation

Perform Initial Analysis, which consists of
the following activities as applicable a)
Identifying the impact on the reported case
by contacting field workers for additional
clarifications if necessary b) Grouping of
Incidents with other Incidents which have
been reported on the same issue c)
Identifying the severity of the reported
Incident and d) Assigning Incidents to the
responsible team (IEDSS or non-IEDSS)
Review incoming incidents with State
SMEs for policy clarifications and
decisions

Adhere to processes outlined in Incident
Management Plan

Staff resources to support the high, medium
and low severity incidents prioritized by the
State within available resources during
business hours (refer to section 12.2),
consisting of:

Resolve incidents based on agreed upon
priority and/or trend analysis

Document incident resolution and category
(defect, data fix, change request, etc.) in State
Help Desk tool

Perform root cause analysis of incidents
Respond to questions raised by SEMs
Respond to incidents escalated by SEMs as
part of command center and/or DFR leadership
If a previously resolved incident is reopened,
review and resolve the incident based on
updated information

Assign/update severity, problem area and
program to clearly identify the impact of issue
Update severity based on DFR’s
recommendation

Cross check the reported incident with
Requirements, design and any exiting IBPs (as
applicable).

Validate and confirm functionality works/does
not work per approved design
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State Responsibility Deloitte Responsibility

Evaluate severity and priority of the
incidents

Analyze incident trends

Share incident trends and clarifications to
State Help Desk team as needed

If applicable, cancel the ticket and select
the appropriate cancellation
Synchronize data between State Help
Desk Tool and RTC data according to
established processes

Create Interim Business Processes if
necessary

Root cause identification by reproducing the
issue or active code/DB debugging and
analysing logs

Identify fix type to resolve the issue

Create defect after gathering complete details
Create data fix SQL to resolve the issue
Capture data fix results

Validate if ‘Data Fix’ resolves the issue
Identify and associate incidents to defect, CR,
SR or working as designed (as applicable)
Status sync, resolution steps and Release
notes documentation between RTC and Netfor
Provide detailed steps to worker to resolve the
issue and clarify system design

Cancel the incident and select the appropriate
cancellation reason defined in RTC (as
applicable)

Respond to incidents escalated by SEMs
and/or DFR leadership

If a previously resolved incident is reopened,
review and resolve the incident based on
updated information

Provide support for Interim Business
Processes development upon request

Triage

Provide guidance on any questions that
the Deloitte team might have for resolving
the defect.

Communicating interim fixes to the
downstream users

Provide guidance for writing Interim
Business Processes (IBPs)

Adhere to processes outlined in the Master
Test Plan

Work, in descending order, of defect severity
(high, medium and low) assigned through the
Rational Team Concert system. Change
requests that are not part of the hours
allocated for major releases may be prioritized
above defect/data fixes based on mutual
agreement.
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Category

Activity

State Responsibility

Deloitte Responsibility

Contact Super Users for further clarification of
the defect, and/or assigning to the appropriate
Deloitte Consulting resource
Validate the defect is caused due to a CR
changes
Impact analysis
Propose interim business processes where
applicable, including steps to be performed by
DFR and/or Deloitte Consulting. An Interim
Business Process (IBP) will be documented
only when deemed necessary by the business
and meets the following criteria:
o The defect impacts a large volume of
cases
o The defect fix is not scheduled in the
near term

Specific steps can be identified for the field

Defect Management

Defect Triage Prioritize efforts towards defect fixing to e Conduct meetings for scheduling defects into
Meeting aid release defect scope finalization releases and discuss the impact to the field
Approve IBPs and suggest modifications e Maintain the dashboard in RTC for releases
to them based on field/business through the Term of the SOW
knowledge o Discuss patch defects or patch
schedules based on urgency and
criticality.
Fix Defect Review progress and escalate concerns, if | ¢ Maintain status on defects/data fix assigned to

any.
Provide clarifications for any questions the
Deloitte team might have during the fixing
of the defects.

Deloitte Consulting in the Rational Team
Concert system and their progress towards
resolution.

Analyze defects for validity and return to
testing if invalid

Perform Code Review, UT, attach UT results
and merge code with CR stream.

Lead testing on defects for end to end
functionality, wherever applicable.

DBA support for Database Change Request
(DBCR)
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Category

Activity

State Responsibility

Deloitte Responsibility

o Conduct analysis if a Database change
are required

Creation of database scripts by maintaining
data integrity, naming convention and
analyzing impact to application and
performance.

Test resolution

Review test results for defects
Conduct UAT

SIT team tests defect functionality

Perform Regression test before every minor
and major release

Smoke test build to SIT

Validate rejections

Flip the defects for ready for UAT validation.

o Support all tracks and entities such as
technical and security with ongoing
system, integration, automated,
regression, and other testing.

Data Fix
Analysis and
Creation

Approve creation of data-fix and initiation
of the data-fix process.

Correct and test the resolution of each
defect/data fix and work with other State staff
and their designees or software vendor support
specialists to implement the resolution and
achieve closure using the procedures defined
in the Updated Technical Architecture
document.

Execute data fix to resolve production incidents
Discuss the issue and proposed solution via
data fix

Analyze if data fix resolves the issue

Access data fix for dependencies within and
across functional modules of the application
Access data fix for dependencies to other
applications

Access data fix frequency and batch
dependencies

Documentation sync up in RTC
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Category

Activity

State Responsibility

Deloitte Responsibility

Manage ad hoc and emergency data fix
requirements based on real time batch updates

Data Fixes

DBA review for Data
Fixes

Review and provide response to any
questions that may arise from analyzing
the data fix

Analyze data fix are maintaining Data integrity
and data auditing

Validate the impact rows on production data
Performance tuning of the SQL’s part of the
data fix

Data Fix Approval

BSCs to recommend approval to DFR

Present daily/weekly/monthly data fix schedule
to DFR

Provide necessary functional and cross
functional details along with impact

Provide additional details for larger ad hoc data
fixes COLA, Adverse, Recur, COVID, ICV

Data Fix Execution
and Maintenance

DFR to review results and provide
approval for execution.

Create data fix schedule in RTC

Maintain traceability between data fix, incident
and defect

Monitoring for issues post data fix execution to
close out recurring data fixes

Monitor testing of data fixes and validate
results in the application for correctness
Document results in RTC

Analyze data fix failure and access impact to
resolve the failure

Monitor for Data performance issues during
execution

Identify, prioritize, provide direction, and
provide approval for ad hoc requests

Create/Maintain ad-hoc data reports
Create/Maintain ad-hoc operational processes
based on State request

Ad hoc Operational
Support

Create, maintain, and execute Disaster
Recovery / Business Continuity Plan
(DR/BCP) and infrastructure and network
tests

The state is responsible for server and
network vulnerability scanning

Assign appropriate staff to receive alerts
and reports from QRadar

Support the State, at the time of disaster,
based on the State’s direction and
reprioritization of M&O staff for the following
tasks:

o Afterthe required IEDSS
infrastructure has been recovered
by the State at the DR site, support
IOT in application start/stop
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Category

Activity

State Responsibility

Deloitte Responsibility

procedures to bring up application,
services and database schemas.

o Support the State in performing
smoke tests and run application
validation scripts

o Communicate with the State
regarding the application readiness
status, when the IEDSS solution is
available for production use.

DR/BCP: Maintain the IEDSS solution such
that it is capable of recovery for production
operational use within a six (6) hour period in
the event of a disaster, assuming that the
State and its partners pertinent to IEDSS
infrastructure operations can accommodate
the infrastructure requirements for
accomplishing this target. This is
accomplished by performing the following
activities:
o Support the State by maintaining the
IOT DR checklist that includes the
server lists for the IEDSS solution
o Support the State in their performance
of DR tests and maintenance of the
BCP

Disaster Recovery /
Business Continuity
Support (if
prioritized)

o Smoke test post deployment process
Support Deloitte team during the production
deployment

RTC (Jazz) maintenance and administration
including user profile

Creating and maintaining work items, service
request, DBCR, DataFix and Tasks templates
in Jazz

Reviewing and maintaining environment
specific properties pertaining to releases
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Category

Activity

State Responsibility

Deloitte Responsibility

Monitor and review DBCR changes from

configuration standpoint as part of Data fix

process

Support, monitor and troubleshooting build and

deployment activities on different env’s per

SDLC

Maintain code merge/conflict identification
report

Build and
Deployments

Maintenance of
decommissioned
legacy system

Support |OT efforts with regression testing to
validate ICES Archival portal in case of
upgrades, patches or regular maintenance
Provide technical resource to support business
needs including:

o Any issues are identified with the ICES
Archival portal functionality

o Any queries needs to be created and run
against archiving database that are not
available to pre-built dashboards

Maintain necessary user access

Maintain security compliance

Page 71 of 94




DocuSign Envelope ID: E0914015-6EEE-4E10-A960-BE25910D7C88

5.0 Design, Development, and Implementation of Enhancements

5.1 Enhancements

The IEDSS solution may be enhanced through the management of change requests through the
change control process, described in the Project Management Plan.

Enhancements include:

e Changes to features and functionality, as compared to approved system
documentation
e Addition of new features and functionality
e New services requested that are not part of the services scope defined in this SOW
These changes, additions, and services may be in response to a business need or to
accommodate upgrades, patches, or other changes to the IEDSS infrastructure and supporting
COTS products.

5.2 Approach

Enhancement scope includes the effort associated with design, development, unit testing, SIT
and SIT support, integration testing, end to end testing, regression testing, UAT support,
configuration management, environment management, update field level help, performance
testing, security compliance, and production testing, as applicable. The order of magnitude
(OOM) and level of effort (LOE) estimates will include effort for those services and any other
applicable services to deliver the release.

While the Deloitte Consulting is not responsible for creating solution usage training artifacts or
delivering training content of this type, they will be expected to answer or clarify design or system
questions that may arise as the State conducts training activities. Deloitte Consulting will provide
clarity to the State’s training team on change request impacts.

Security compliance effort includes effort to conduct impact analyses to ensure that security
implications are considered, including functionality and compliance, as described below:

Security Functional Testing

e For each major release, security functional testing will be conducted in INT environment
e Create defects for test cases failed in the security functional testing:
o Determine the severity of defect, recommend resolutions for remediating the
defect and assigning to appropriate owner for remediation

o After remediation of defect, remediation will be inspected, and corresponding defects will
be closed

e Develop a security functional testing report that includes the results of passed and failed
test cases.

Application Vulnerability Assessment Report

e Inone (1) non-production environment determined jointly by the Deloitte security team
and the Deloitte infrastructure team, for any release where total scope is larger than
10,000 hours, Deloitte will scan and analyze the scan results for the following:

o Dynamic application security testing (DAST) using HP Weblnspect or mutually
agreed upon tool
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o Static application security testing (SAST) using HP Fortify Static Code Analyzer
or mutually agreed upon tool
e Analyze raw results obtained after completion of scan to identify and exclude false
positives
e Create defects for vulnerabilities identified in DAST and SAST scan:
o Determine the severity of vulnerability, recommend resolutions for remediating
the vulnerability and assigning to appropriate owner for remediation
e Manage defects associated with application vulnerabilities according to the defect
management process
e Develop a vulnerability scan report for SAST and DAST that includes the vulnerabilities
identified and risk severity.

5.3 Releases

A release is the method of organizing a set of enhancements and defect resolutions for their
introduction into production IEDSS. The releases are comprised of Major and Minor. Major
releases (e.g. Release 13) include major functional or technical changes to the IEDSS solution.
Minor (e.g. Release 13.1) releases include minor functional or technical changes to the IEDSS
solution and occur between major releases. Patch releases (e.g. Release 13.0.1) include defect
resolutions that are needed more urgently than the next scheduled minor or major release. Scope
for major releases moving forward will be reviewed, prioritized and approved through change
control board meetings. The majority of scope of a major release will be defined no later than the
release scope definition date, which is six (6) months prior to the release date. CRs identified at
that point in time will define the scope of the release for the purposes of tracking completion
towards the payment milestone. If additional hours remain after the scope has been defined,
additional CRs may be prioritized and scheduled through agreement of the parties. For each
major release, CRs prioritized for minor releases leading up to a major release will count towards
the total hours allocated to that major release. Unallocated hours may not be carried forward to
future releases.

For the purposes of this provision, the total available number of hours for each release shall be
allocated to CRs initially based on the OOM estimates performed prior to the design phase and
finally based on the LOE estimates performed after the approval of the design phase. OOM and
LOE estimates will include effort associated with design, development, SIT, UAT support,
configuration management, environment management, and performance testing, as applicable.

Following the approval of estimates, Deloitte Consulting shall be compensated the Fixed Fee for
releases as detailed in Section 11 — Fees and Expenses for completing specified milestones. The
scope of major releases will be defined through change control board meetings.

The following not-to-exceed hours are allocated to the following releases during the term of this
SOW:

e Release 11: 1,500 hours of Production Support

e Release 12: 8,000 hours to complete the SDLC, including Production Support
e Release 13: 4,000 hours of SDLC effort, including Production Support

e Release 14, 4,000 hours of SDLC effort, including Production Support

Any adjustment to the not-to-exceed hours will be formalized through a change request which will
include any required funding changes.
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5.4 Production Support

Deloitte Consulting shall resolve all Covered Defects introduced as a result of the CRs in the
major release that are identified commencing on the release date of the major release and
continuing for a period of thirty (30) calendar days (“the Post-Go Live Covered Defect
Identification Period”), and Deloitte Consulting will endeavor to do so within sixty (60) calendar
days following the major release date. Section 5.5 of the SOW defines “Covered Defect.” The
OOM and LOE estimates for any CR scheduled for a major release will also include effort
required for post-production support activities during the 60 days following the implementation.
These post-production support activities include monitoring production activity related to the CR,
as applicable, and the analysis, identification, and resolution of defects introduced as a result of
the CR, as described in this paragraph. Deloitte Consulting will also work on Medium and Low
severity defects introduced as a result of the CR based on the State’s prioritization and available
production support hours. At the completion of the sixty (60) calendar days following the major
release, any remaining non-covered defects will be worked on subject to the State’s prioritization
of work activities within the fixed capacity of resources outlined in section 4.2 of the Contract.

5.5 Covered Defects

A “Covered Defect” means a Critical Defect or High Defect, as defined in section 12.3:

a) (i) about which the State notified Deloitte Consulting in writing, or Deloitte Consulting otherwise
identified itself, in each case as part of UAT, (ii) which were not resolved prior to the start of the
Production Support Period, and which the State elects in writing prior to the start of the
Production Support Period to have resolved as part of Production Support; or

b) (i) about which the State notifies Deloitte Consulting in writing during the “Post-Go Live
Covered Defect Identification Period” within twenty four (24) hours after such defect was identified
by the State, and (ii) as part of such notification, describes the correct operation, provides Deloitte
Consulting with reasonably adequate documentation and evidence to reproduce such failure,
and, when necessary, demonstrates such failure to Deloitte Consulting so that the cause of such
failure may be traced and corrected; provided that a Covered Defect does not include any Defect:

e That is attributable to: (i) the State’s misuse or modification of IEDSS solution (ii) the
State’s failure to use corrections or enhancements made available by Deloitte Consulting
at no additional cost to the State; (iii) the State’s use of the IEDSS solution in combination
with any product other than those specified by Deloitte Consulting; (iv) the quality or
integrity of data from other automated or manual systems with which the IEDSS solution
interfaces; (v) hardware, systems software, telecommunications equipment or software
not a part of the IEDSS solution which is inadequate to allow proper operation of the
IEDSS solution or which is not operating in accordance with the manufacturer’s
specifications; or (vi) operation or utilization of the IEDSS solution in a manner not
contemplated by the Agreement or this SOW. If any such exception applies, Deloitte
Consulting shall notify the State, and the State shall compensate Deloitte Consulting for
Deloitte Consulting’s time (by prioritizing resources as part of fixed capacity work
described in section 4.1, or at the rates set forth in Exhibit C1-Change Order Rates of the
Contract) and reasonable, out-of- pocket expenses actually incurred in (a) determining
the source of and analyzing such condition, and (b) to the extent approved by the State in
advance, rendering consulting services to the State in remedying such condition.
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 In hardware or software that is supplied by a third party to the State. The terms and
conditions of any warranty to State with respect to such hardware or software will be
provided by the third-party vendor of such hardware or software. Deloitte Consulting
bears no responsibility of any kind for such hardware or software and the State shall not
look to Deloitte Consulting for any warranty for such products. Deloitte Consulting will
help the State work with the third-party hardware and software vendors. For clarity, this
exemption does not apply to any failure in Deloitte Consulting software Deliverables that
results in a failure of any third-party component of the Stage 2 IEDSS Enterprise
Solution.

The State and Deloitte Consulting will mutually agree in writing on the classification of Defects
during the regular Defect triage meetings. In the event the parties cannot agree on a classification
for a Defect, the decision shall be escalated to(a) in the case of Deloitte Consulting, its Project
Manager, and (b) in the case of the State, it's Business Lead and Executive Director.
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5.6 Release Schedule

Figure 5.6.1 conveys the high-level timeline for the four major releases planned through
December 2021:

Figure 5.6.1 Release Schedule

2020 2021
(Aug) Sep) Oct) Nov) Dec) Jan ) Feb) Mar | Apr |May | Jun ) July | Aug ] Sep) Oct | Nov) Dec()
Release 11 . .
S Release 12 @ ® @
® Release 13 @ @ ()
& Release 14 @ @ &
Maintenance and Operations Services
Key
Prod
Design SIT Go Live Support
® @ @ (&)

5.7 Additional Enhancements

For any additional enhancements, the State will request a Change Request as specified in
Section 7.0 Change Orders to this SOW, and Deloitte Consulting shall be compensated based on
each mutually agreed upon change request for the cost associated with the
modification/enhancement. Change orders, enhancements and modifications beyond those
included as part of the designated hours allocated to major releases will be billed based on the
rates set out in Exhibit C-1 — Change Order Rates of the Contract.
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6.0 Transition Support Services

All M&O and Enhancement services in support of IEDSS, as defined in this agreement, may be
transitioned to another Contractor at end of this agreement’s term via Indiana RFP 21-2234, hereafter
labeled the “successor contractor”. These services must be continued without interruption, and the
Contractor must support the State and any successor contractor in transition efforts during the agreement

term.

In addition to the requirements in Contract Clause 13 (Continuity of Services), the following end of
Contract turnover requirements apply:

Eight (8) months prior to the end of the base Contract period, the Contractor must develop
implement a State-approved Turnover Plan covering the possible turnover of the IEDSS solution
or operational activities to the State and successor contractor. Following State approval of the
Turnover Plan, the Contractor can commence implementation of said plan. The Turnover Plan
must be a comprehensive document detailing the proposed schedule and activities associated
with the turnover tasks. The plan shall describe the Contractor's approach and schedule for
transfer of all SDLC artifacts and documentation created, maintained, and updated throughout the
Contract term on the State SharePoint site and/or ALM and for supporting activities to
successfully transition to the successor contractor. Turnover task requirements and approximate
timeframes are provided in the sections below. The dates and data requirements in the following
sections are illustrative only and do not limit or restrict the State's ability to require additional
information from the Contractor or modify the turnover schedule as necessary.

- The Contractor shall appoint, with State approval, a Turnover Manager who will
manage and coordinate all Turnover activities. The Contractor shall submit their
manager's qualifications as part of their Turnover Plan. The Contractor shall not
reduce operational staffing levels during the turnover period without prior approval by
the State.

. The Contractor shall provide to the State, or its agent, within fifteen (15) business
days of request all updated data and reference files, scripts, and all other
documentation and records as required by the State or its agent.

Six (6) months prior to the end of the Contract period, the Contract must ensure that all solution
and project management documentation (requirements, design, BPMs, user interface (Ul) specs,
form specs, technical specifications, technical configurations, SDLC artifacts, architecture
documents, test artifacts, security artifacts, database information (conceptual, physical, and
logical data models) and project management documentation) for the IEDSS solution are stored
on the State’s instance of SharePoint as well as requirements, configuration, build configuration,
test artifacts, and other related information within the State’s maintained ALM. Clarity must be
provided on whether each artifact is historical or currently applicable. The Contractor must also
provide for all artifacts an indication of whether they are currently in production, non-production,
pending implementation, and/or no longer in production. This requirement applies for both the
items within the scope of M&O as well as any in-progress DDI artifacts and solution components.
The Contractor further is to provide:

- A copy of all IEDSS solution components or database(s) used. Please see
Ownership of Documents and Materials clause in Contract for requirements
regarding ownership of work products;

- Location of logs and infrastructure configuration details for load balancing used
during the contract to ensure compliance with operational requirements; and
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- Other documentation including, but not limited to, user, provider, and operations
manuals, and documentation of any interfaces developed to support business
activities between the Contractor and other parties.

e The Contractor shall work with the State and the successor contractor on major and minor
releases throughout the final four (4) months of the Contract.

. Four (4) months prior to the end of the Contract or any extension thereof, the
Contractor must begin training State staff and the successor contractor, in the
operations and procedures performed by Contractor staff. Such training must be
completed at least two (2) months prior to the end of the Contract. The Contractor
must be available for answering any questions or concerns cited by the successor
contractor or the State during this four (4) month timeframe.

= The Contractor will provide read-only access to all aspects of the infrastructure
and ALM starting four (4) months from the end of the Contract.

. For the first two (2) months of this period, the Contractor will be responsible for
promotion of releases to production, as well as maintenance of the production and
non-production environments. The State and the successor contractor will be
supported by the Contractor in allowing them to shadow all aspects of these
releases.

. For the final two (2) months of this period, the successor contractor will be
responsible for promotion of releases to production, as well as maintenance of the
production and non-production environments. The Contractor will be expected to
shadow the successor contractor in all aspects of the non-production and production
releases at this time to ensure that no interruption in IEDSS services occurs.

= The Contractor will ensure that full administrative, edit access is provided to
appropriate staff under the successor contractor.

= The Contractor will be transitioned to read-only access in all aspects of the
infrastructure and ALM in the final two (2) months of the agreement.

e By the end date of the Contract, the Contractor must turn over all State property to the State, and
Contractor’s access to all State infrastructure and facilities will be terminated.

7.0 Change Orders

Either party (authorized State representative or Deloitte Consulting representative) may request changes
to the Services, Deliverables, and/or any other aspect of this SOW through a written change request
(“Change Request”). Promptly thereafter the parties shall discuss what impact the Change Request will
have on the Services and Deliverables and on pricing, timing, and other terms of this SOW. Any changes
to this SOW agreed upon by the parties shall be set forth in a change order agreed to by the parties
(“Change Order”). Change orders that are modifications to the SOW will be signed by the State and
Deloitte Consulting. Once a Change Order is signed by the State and Deloitte Consulting it shall amend,
and become part of, this SOW. Unless mutually agreed upon between the parties, neither party is
obligated to change the Services, Deliverables, or any other aspect of an SOW unless a Change Order
for such change has been signed by the parties.
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In the event that either Party fails to meet its obligations under this SOW and such event adversely
impacts either Party to the Contract, the Parties shall assess the impact and mutually determine the
appropriate course of action to address impact. Deloitte Consulting will notify the State, in a reasonable
period of time after becoming aware of such an event. This process is documented in detail in the Project
Management Plan.

Change orders, enhancements and modifications beyond those included as part of the designated hours
allocated to major releases will be billed based on the rates set out in Exhibit C-1 — Change Order Rates
of the Contract.

8.0 Artifact Process

To set the expectations of both Deloitte Consulting and the State staff, the collaborative approach
promotes creation of quality artifacts, and advocates adherence to project requirements. Artifacts are
documents created as part of the project, such as design documentation. The overall process is outlined
below.

8.1 Develop Agreed Upon Artifact Specification and Timelines

The Deloitte Consulting IEDSS project team will conduct sessions with the State to define and
agree upon expectations for each artifact. Expectations to be discussed include artifact format
and structure, specifics on the content to be included in the artifact, external dependencies for
artifact content, how the artifact will be produced (i.e., the approach) and who from the State and
OV&V will be involved in the artifact interim reviews and final approval. The parties will mutually
agree on specific time periods, documented in the expectations and reflected in the Project Plan,
for Deloitte Consulting’s development and delivery of the Artifact, dependencies on input required
from external parties, the State’s review of an artifact, any Deloitte Consulting revisions to the
Artifact, and the State’s re-review and approval of the Artifact.

8.2 Artifact Interim Reviews

The Deloitte Consulting IEDSS project team will conduct interim reviews with project stakeholders
identified by the State as part of the artifact review process. These reviews are critical in
validating whether the agreed upon structure and content of an artifact has been achieved. This
process enables the project team to identify deficiencies and correct them early in the process,
conserving time and resources. The review(s) help the team to maintain quality and familiarize
the State with the Artifact being delivered.

8.3 Artifact Submission

The Deloitte Consulting Quality Manager will be responsible for appropriate quality control of
artifacts being delivered to the State. Each artifact will be submitted no later than the dates
indicated in the approved Project Plan. Each artifact will comply with the agreed upon standards
and include the content described in the Artifact Expectation Document. Additionally, each artifact
submission will be clearly identified as a final artifact to distinguish it from preliminary drafts or
other material. Artifacts will be sent from the Deloitte Artifact owner to the State-designated
Artifact approver(s).

8.4 Acceptance and Approval
Artifact review(s) for acceptance and/or approval will result in a written notice of decision
indicating artifact acceptance or non-acceptance. The State IEDSS Project Manager or designee
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will provide Deloitte Consulting with one of the following responses for an artifact that is submitted
as final:

o \Wiritten notice of acceptance of the project artifact

e \Written notice of non-acceptance of the entire or partial project artifact, with the reasons for
non- acceptance within the timeframe agreed to as part of the artifact expectation setting
process

If there needs to be a variation from the Artifact submission process, that variation will need to be
documented by Deloitte Consulting and mutually agreed upon between the State IEDSS Project
Manager and Deloitte Consulting Project Managers.

9.0.0 Facilities

The IEDSS project team will primarily work remotely in a virtual work environment. The State will
designate a location in the Indiana Government Center (IGC) that is large enough to accommodate up to
30 Deloitte project team members and a meeting room large enough to accommodate 15 attendees, to
allow for occasional onsite activities and any mutually agreed to onsite meetings.

9.1.2 Facility Equipment
Laptops/Desktops

Deloitte Consulting will provide PC equipment for its staff. Deloitte Consulting will also provide
typical desktop, project management and necessary test software for all Deloitte Consulting staff.
The State will provide PC equipment for their staff and associated desktop software. Deloitte
Consulting will adhere to the State standard of MS Office 365 or equivalent versions.

Deloitte Consulting laptops and desktops will meet the following general specifications for
compatibility and access to State system:

— Intel or comparable capability CPU running a widely used 64-bit operating System or better
— Energy Star compliant with the Energy Star feature active (not disabled)

— Provide access to the ISSF LAN capable of handling a bandwidth of 1000 Mb/second or
better

— Provide access to the ISSF, when off site, using web VPN technology
— Support wireless capabilities utilizing industry standard methodologies

— Equipped with enough processor, memory and storage capacity to accommodate 25%
growth, from baseline, in usage of resources

— Continue to meet the minimum requirement(s) recommended by the manufacturer of the
operating system software and/or the other software installed on the laptops/desktops
through the duration of the contract.

Software

Deloitte Consulting will provide all desktop software necessary to view, run and/or test the IEDSS
solution for Deloitte Consulting staff.
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10.0 Staffing Model

The staffing plan includes a fixed capacity of resources by month to be used for activities
prioritized in collaboration with the State, as specified in section 4.2 Fixed Capacity Activities.
Such activities will be performed subject to available resources. The fixed capacity of FTEs
available per month is specified in in Table 10.1 below:

Month Number of Fixed Capacity FTEs

January 2021 55
February 2021 40
March 2021 40
April 2021 34
May 2021 34
June 2021 34
July 2021 34
August 2021 34
September 2021 34
October 2021 34
November 2021 33
December 2021 33

The State understands and agrees that State resources will be needed for the successful
design, development, testing and delivery of enhancements for the IEDSS Solution. In
addition, State resources will provide testing services associated with resolved defects.

The State will provide a Project Director and Business Lead throughout the duration of the
project.

The State acknowledges that Deloitte Consulting has the right during the Term of the SOW to
modify the mix and quantity of Deloitte Consulting resources as necessary to perform the
scope of Services and to meet its obligations under the Contract.

Deloitte Consulting will provide advance notice to the State when a Key Person has planned
time off for more than 4 consecutive business days.

11.0 Fees and Expenses

Deloitte Consulting will perform the Services on a fixed-fee basis. Based on the assumptions set
forth herein, Deloitte Consulting’s fees for professional services will be $13,000,000.00 based on
the milestone schedule below. All milestone dates are estimated dates and will be maintained in
the project workplan. These dates will be adjusted through the change control process, described
in the Project Management Plan.
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Deloitte Consulting will invoice the State the fee amounts upon the completion of each milestone
based on the completion criteria listed in Table 10.1.1 below.

Maintenance and Operations milestones include both “Base Maintenance and Operations” and
“Fixed Capacity Maintenance and Operations” services as described in the SOW.

The not-to-exceed hours for a release or fixed capacity resource level may be increased through
a change order.

Table 11.1.1 Milestones

Estimated

Fixed Fee

Completion completion Criteria Amount
Date

Maintenance and Operations - 2/1/2021 Ongoing Maintenance and Operations
January 2021 IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities $1,462,968.00
and Section 4.2 Fixed Capacity
Activities

Release 11 — Production Support |2/5/2021 Closure of covered defects identified
during the “Post-Go Live Covered
Defect Identification Period” of release
11, as described in section 5.4

$157,950.00

Maintenance and Operations - 3/1/2021 Ongoing Maintenance and Operations
February 2021 Activities as defined in Section 4.1 Base
Maintenance and Operations Activities $1,155,316.00
and Section 4.2 Fixed Capacity
Activities

Release 12 — Go-Live 3/20/2021 o Closure of critical and high
defects, introduced as a result
of the CRs in release 12, that
have a scheduled release date $842,400.00
prior to the release
implementation date

e Deployment of Release 12
code into Production

Maintenance and Operations - 4/1/2021 Ongoing Maintenance and Operations

March 2021 IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities $1,155,316.00
and Section 4.2 Fixed Capacity

Activities
Maintenance and Operations - 5/1/2021 Ongoing Maintenance and Operations
April 2021 Activities as defined in Section 4.1 Base

Maintenance and Operations Activities $996,632.00
and Section 4.2 Fixed Capacity
Activities
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Estimated

Completion
Date

6/1/2021

Completion Criteria

Ongoing Maintenance and Operations
IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities
and Section 4.2 Fixed Capacity
Activities

Fixed Fee
Amount

1$996,632.00

Release 13 — Go-Live

6/12/2021

e Closure of critical and high
defects, introduced as a result
of the CRs in release 13, that
have a scheduled release date
prior to the release
implementation date

o Deployment of Release 13
code into Production

$421,200.00

Maintenance and Operations -
June 2021

7/1/2021

Ongoing Maintenance and Operations
Activities as defined in Section 4.1 Base
Maintenance and Operations Activities
and Section 4.2 Fixed Capacity
Activities

$996,632.00

Maintenance and Operations -
July 2021

8/1/2021

lOngoing Maintenance and Operations
IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities
and Section 4.2 Fixed Capacity
Activities

$980,440.00

Maintenance and Operations -
August 2021

9/1/2021

Ongoing Maintenance and Operations
IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities
and Section 4.2 Fixed Capacity
Activities

$964,247.00

Release 14 — Go-Live

9/11/2021

e Closure of critical and high
defects, introduced as a result
of the CRs in release 14, that
have a scheduled release date
prior to the release
implementation date

e Deployment of Release 14
code into Production

$421,200.00

Maintenance and Operations -
September 2021

10/1/2021

Ongoing Maintenance and Operations
IActivities as defined in Section 4.1 Base

Maintenance and Operations Activities
and Section 4.2 Fixed Capacity
Activities

$964,247.00
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Estimated

Fixed Fee

Completion ¢ompletion Criteria Amount

Date

Maintenance and Operations - 11/1/2021 (Ongoing Maintenance and Operations
October 2021 IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities
and Section 4.2 Fixed Capacity $931,863.00
Activities
Maintenance and Operations - 12/1/2021 lOngoing Maintenance and Operations
November 2021 Activities as defined in Section 4.1 Base
Maintenance and Operations Activities $552,957.00
and Section 4.2 Fixed Capacity
Activities
Maintenance and Operations - 12/31/2021 |Ongoing Maintenance and Operations
December 2021 IActivities as defined in Section 4.1 Base
Maintenance and Operations Activities $0.00
and Section 4.2 Fixed Capacity
Activities
Note:

e Maintenance and Operations - November 2021 reflects a $364,494 credit from Deloitte

e Maintenance and Operations - December 2021 reflects a $915,671 credit from Deloitte

12.0 Definitions and Support Levels

12.1 Support Hours
The table below provides details of hours of operations

Table 12.2.1 Support Hours

Activity

Days

Hours

Critical Escalation
Activity Support

Monday - Friday

7:00AM — 8:00PM

Critical Escalation Saturday 7:00AM - 7:00PM
Activity Support
Critical Escalation Sunday 8:00AM — 4:00PM

Activity Support

Normal(non-critical)
Activity Support

Monday - Friday

8:00AM — 6:00PM

Batch and Interface
Support

Monday — Sunday

As needed to support
batch cycle preparation
and execution time
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12.2 Defect Severity Definition

A defect exists when the software does not perform per the product specifications,
Software Requirements Specification and Design Specification.

A Material Defect is a defect that is categorized as either critical, high or medium
severity.

Defect severity is defined within the Master Test Plan.

12.3 Incident Severity Guidelines

The table below provides guidelines for incident severity.

Table 12.4.1 Incident Severity

Incident Severity

Severity

Definition

Critical

Issue reported is impacting a majority of the users statewide or complete failure of an In-Scope
System or supported process. Examples include:

1. Entire IEDSS application or a module is unavailable

2. Users locked out of the system or getting kicked out of the system

3. Widespread case processing issues such as no users being able to run eligibility, initiate data
collection, register applications, or authorize eligibility results.

High

Issue reported is impacting a user's ability to complete crucial tasks as part of case processing.
Examples include:

1. Case processing blockers such as wrap up exceptions, validations preventing the driver flow from
moving forward in data collection, file clearance errors.

2. Issues reported on applications and cases where meeting timeliness is noted as a concern such an
expedited SNAP application going beyond 7 days

3. Web service is down.

4. Benefit availability and accuracy issues. E.g.: incorrect AG formed, incorrect liability or benefit
amount calculated, or SNAP benefits aren't available to the client

5. Tasks with a critical priority in the system are not getting generated in the system.

Medium

Issue reported complicates end user’s ability to perform their tasks, but they aren't blocked, or
the issue can be resolved with a workaround. Examples include:

1. Correspondence issues that don’t impact accuracy

2. Scheduling issues

3. Error messages in the data collection driver flow that can be circumvented using the navigation
menu

4. Unable to close tasks

Low

Issue reported does not impact case processing or are cosmetic in nature. Examples include:
1. search results displayed cannot be sorted in the dyna table

2. Spelling errors in validation messages

3. Appointment slots being displayed in the wrong color on calendars
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EXHIBIT 2
Service Level Agreements

The Service Level Agreements (SLA’s) noted herein supersede all other references to SLA’s in the
RFP or Contractor's response to the RFP. Any modification of an SLA will be subject to the
Change Control process defined in the SOW (Exhibit 1). SLA’s stated in Table 1 shall be met
throughout the term of the M&O phase of the Contract.

1. Introduction

The parties acknowledge that the Contractor’s failure to meet the SLA’s set out in the M&O phase
of the Contract may cause the State to incur economic damages and losses, including but not limited
to:

Federal penalties

Lost Federal match funding if certain implementation deadlines are missed

Staff productivity losses due to downtime/poor response times

Costs incurred due to any overtime necessitated as a result

Applicant time lost if public facing portal is partially or completely down

Impact on other State systems due to downtime or other processing issues

Negative project impact and/or risk of negative audit findings due to lack of proper
documentation or improper procedures

e Impact to timeline/budget due to unavailability of key staff resources and/or adequate resources
on site

The parties further acknowledge that due to the number and complexity of the types of damages the
State may sustain, it may be extremely difficult if not impossible to calculate with any certainty the
amount of actual damages sustained by State during the M&O phase of this Contract. The parties
therefore acknowledge and agree that the formula contained herein for measuring performance
and withholding payments represents the State’s attempt to estimate the actual damages that it
may incur and is a fair and reasonable manner to compensate the State for damages incurred due
to Contractor’s failure to meet SLA’s during the performance of M&O phase of the Contract.
Accordingly, the parties agree that the State may retain withheld payments in the manner specified
herein without having to present any evidence of actual damages. The parties further acknowledge
that nothing in this Exhibit limits the State’s right to terminate the Contract in accordance with its
terms or any other remedies available to the State as provided elsewhere herein.
Notwithstanding the foregoing, any Withhold Adjustments retained by the State shall be deducted
from any damages awarded to, or settlement reached with, the State with respect to the
relevant failure giving rise to such Withhold Adjustments.

2. SLA Administration

1. A portion of each month’s M&O invoice will be withheld by the State, as described in
Table 1 in Section 3 below. The methods and procedures to monitor and calculate
Contractor’'s performance compared to the SLA’'s, and to calculate applicable Withhold
Adjustments, are identified in Table 1 below. The procedures for release of the withheld funds
are described for each SLA in Table 1. Contractor shall submit reports, as described under
Tracking in Table 1 that measure Contractor’'s performance in relation to each SLA.

2. If Contractor fails to meet an SLA, and the failure to meet the SLA is not subject to the
exceptions listed in Table 1 or in Section 4, Contractor will be subject to the associated Withhold
Adjustment (as detailed in Table 1 below) from the withheld funds.

3. If two or more instances of failure to meet an SLA (as detailed in Table 1) are reported in two
(2) consecutive months, or multiple instances of the same failure are reported in a given
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calendar month, Contractor must prepare and submit a root- cause analysis and remediation
plan to the State, the form and scope of which shall be agreed to by the parties. If a single event
should cause multiple SLA failures, the State shall be entitled to assess only one Withhold
Adjustment of the State’s choosing from all the SLA failures related to such single event.

4. In the event of a dispute of responsibility for a failure to meet any SLAs, the parties shall
promptly attempt to resolve the dispute in good faith, escalating as appropriate.

5. The State may, at its sole discretion, waive a Withhold Adjustment for extenuating
circumstances.

6. Contractor will earn a credit pool that will be used to offset Withhold Adjustments incurred (the
"SLA Credit Pool). Contractor shall submit reports, as described under Tracking in Table 1, that
measure Contractor's performance in relation to the System Availability SLA. In any month in
which the System Availability meets or exceeds 99.9%, an amount equal to the Withhold
Adjustment for the System Availability will be added to the SLA Credit Pool.

7. The SLA Credit Pool shall be used only as an offset to SLA Withhold Adjustments and does
not have any cash value. At the end of each 12-month period the value of the SLA Credit Pool
will be zeroed out and the SLA Credit Pool balance will start building up again for the
subsequent 12-month period. All SLA Withhold Adjustments shall first be offset against the SLA
Credit Pool. If, and to the extent, that the SLA Withhold Adjustments exceed the total amount of
the SLA Credit Pool, the State will retain the remaining SLA Withhold Adjustment.

3. SLA Details
Table 1 - IEDSS M&O SLAs

Service Level Withhold Tracking
Adjustments
1. System Availability — Online Withhold A System Availability Report will be
IEDSS Adjustments: compiled after every month end. This
$3000 (three- report will list system start time and
th d doll d time f d f that th.
Standard: Contractor will provide pec:.u;?)r:]th.o ars) | endtime for every day of that mon

the online IEDSS application for end-
users during 99.8% of the normal
operating hours which are from 7:00
AM to 8:00 PM Eastern Time,
Monday through Friday, 7:00 AM to
7:00 PM Eastern Time on Saturday,
and 8:00 AM to 4:00 PM on Sunday
unless specified in the IEDSS
calendar, or there are mass updates
that interfere with scheduling.

Measure: One failure assessed for
each month in which the online
system availability during the month
falls below the availability standard
noted above. If an exception was
granted by the State Executive
Director or designee prior to the
incident, the incident will not be
considered a failure. Withhold
Adjustments will be effective three
(3) months after the start of Pilot.
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Service Level Withhold Tracking
Adjustments

2. Response Time Withhold IEDSS Cognos report and IEDSS
Adjustments: System Response Time dashboard in

Standard: Response Time KPlIs are
to be measured each month against
the following standards:

99% of transactions completed in
less than fifteen (15) seconds; 95%
of transactions completed in less
than eight (8) seconds; 90% of
transactions completed in less than
five (5) seconds.

Measure: Each failure assessed for
each month that the Response Time
KPIs fail to meet any of the
standards. The transactions
measurement used in this SLA will
be the monthly average of the daily
transactions, utilizing all the
transaction snapshots taken within
the given month. Daily snapshots will
be taken throughout the month.
Response Time is measured
between the application server and
database server. Performance
Adjustments will be effective three
(3) months after the start of Pilot.

$3000 (three-
thousand dollars)
per month.

Splunk are generated every day.
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Service Level Withhold Tracking

Adjustments
3. Maintenance of system user $500 (five M&O Change Log Report.
documentation hundred dollars)

per month.

Standard: The system user
documentation consists of the
System Documentation and
Operations Documentation
Deliverables created in the DDI
Phase. If, upon review of the
previously approved Deliverables,
the State discovers corrections that
need to be made, Contractor will be
notified using the mutually agreed
M&O change process by the State
Executive Director, and the
documentation will be corrected by
the mutually agreed upon change
completion date.

Measure: Each failure assessed for
each month following the deadline
that Contractor does not correct the
documentation in the mutually
agreed upon timeframe until the
month that documentation is
corrected.

Page 89 of 94




DocuSign Envelope ID:

E0914015-6EEE-4E10-A960-BE25910D7C88

Service Level Withhold Tracking

Adjustments
4. Client Facing Portal — IEDSS Withhold A System Availability Report will be
Web Service to the Client Facing Adjustments: compiled after every month end. This

Portal

Standard: Contractor will make
available the IEDSS Web Service
interfacing with the Client Facing
Portal during 100% of the normal
operating hours of that Client Facing
Portal (defined as 24 hours a day, 7
days a week excluding any pre-
approved scheduled maintenance)
unless specified in the IEDSS
calendar, or there are mass updates
or other programs/services that
interfere with scheduling.

Measure: One failure assessed for
each month in which the Client
Facing Portal IEDSS Web Service
availability during the month falls
below the availability standard noted
above. If an exception was granted
by the State Executive Director or
designee prior to the incident, the
incident will not be considered a
failure. Withhold Adjustments will be
effective three (3) months after the
start of Pilot.

$3000 (three-
thousand dollars)
per month.

report will list any outages for the
Client Facing Portal IEDSS Web
Service for every day of that month.

Per month” shall mean that only a single Withhold Adjustment amount is assessed per month
regardless of the number of SLA failures during that month.

“Per occurrence” shall mean that a Withhold Adjustment amount is assessed for each SLA failure during
the month.

1.

SLA Exceptions

e Telecommunication/network problems other than those caused by the willful or
negligent actions of Contractor, its employees, or its subcontractors;

e Maintenance or enhancements are performed, or modifications or reprioritization of project
resources or activities occur, at the direction of the State, and the Contractor demonstrates a
clear and direct impact to its ability to meet an SLA due to such action;

e Failure of the IEDSS or any component thereof resulting from code not
developed or modified by Contractor or its subcontractors (unless the failure of
the code not modified by Contractor or its subcontractors is caused by a
change implemented by Contractor or its subcontractors)
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Schedule conflicts due to month end and mass change processing previously authorized by the
State;

Hardware and software (other than the IEDSS) problems not caused by Contractor;

e Long Running or non-performing batch processes and web services, excluding those created by
Contractor;

Power outages of both the primary IEDSS hosting site and the main disaster site;

Any situation where involvement or action from a State agency or their designee is required to
resolve the problem and that agency or designee has been notified of the required action in a
timely manner;

o At the State’s request, the IEDSS is not made available to some or all users, which in turn impacts
the methodology for measuring system availability and other related SLAs;

e Downtime of systems with which IEDSS will interface;

e Adeclared disaster;

¢ Any similar event(s) outside of Contractor’s direct control.
Any SLA failures caused by a force majeure event, as described in Section 18, Force Majeure, of
the Contract, any actions or omissions of the State, its agents, contractors or third parties (other than
the Contractor's subcontractors), the State’s prioritization or allocation of resources to or within the

IEDSS project, or other factors outside Contractor’s control, constitute factors outside Contractor’s
control for which Contractor will not incur Withhold Adjustments.
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EXHIBIT 3
Change Order Rates

Change Order Rates are noted below:

Project Executive $298.70
Project Manager $283.25
Deputy Project Manager $267.80
Project Advisor $298.70
Project Management Office Manager $216.30
Application Maintenance Manager $252.35
Operations Manager $216.30
Technical Manager $252.35
System Test Manager $231.75
Quality Assurance Manager $216.30
Security Officer $231.75
Lead Data Base Administrator $154.50
Security Architect $180.25
Implementation Manager $216.30
Conversion Manager $231.75
I\O/II;Ignaar;Z';ltional Change Management (OCM) $231.75
Training Manager $231.75
Technical Leads $154.50
Senior Programmers/Developers $133.90
Programmers/Developers $103.00
Data Base Administrator $118.45
Web Architect $164.80
System Engineer/Architect $164.80
Senior OCM Analyst $92.70
Senior Programmer Analyst $123.60
Production Control Specialist $92.70
Senior Test Analyst $92.70
Test Analyst $66.95
Senior System Analyst $154.50
System Analyst $103.00
Trainers $92.70
Help Desk Lead $113.30
Help Desk Analyst $77.25
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Security Lead $154.50
Security Analyst $128.75
PMO Analyst $87.55
Technical Writer $72.10
Junior Data Base Administrator $92.70
Configuration Analyst $103.00
Rules Engine Analyst $180.25
System Continuity Advisor $185.40
Facilities Administrator $61.80
Facilities Technical Resource $82.40
Technical Architect $231.75
Application Architect $231.75
Admin Support $46.35
Training Designer $103.00
Framework Lead $154.50
Client Exec (M&O) $180.25
Account Manager (M&O) $154.50
Deputy Account Manager (M&O) $133.90
System Administrator (M&O) $128.75
QA Manager (M&O) $128.75
Senior Systems Analyst (M&O) $128.75
Infrastructure Architect (M&O) $128.75
DBA(M&O) $108.15
Senior Tester Analyst (M&O) $56.65
Senior Programmer Analyst (M&O) $97.85
Site Support Analyst (M&O) $56.65
Configuration Analyst (M&O) $77.25
IE Continuity Advisor $179.32
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EXHIBIT 4
State Fiscal Year Budget

The information below reflects the forecasted State Fiscal Year (SFY) breakdown of this Contract.
Further this information indicates the breakdown by both the funding source and by Enhancements
versus M&O. These forecasted amounts are subject to adjustment between State Fiscal Years
(SFYs), funding sources, and/or Enhancements versus M&O only if executed via Change Request
done in compliance with the terms and conditions of this Contract, if the overall term and/or Contract
Total Consideration is not exceeded, and if DFR and FSSA Finance approve. These Change
Request criteria must be supported so that an Amendment will not be required; however, a
corresponding Purchase Order (PO) adjustment will be executed by FSSA Finance to adjust the
funding, in the event that both FSSA Finance and DFR approve.

State Fiscal Year (SFY) SFY22(7/1/2021 -
21(1/1/2021 - 6/30/2021) 12/31/2021) Total

Total S 6,763,496.00 | S 4,393,754.00 | S 11,157,250.00

DFR M&O S 6,758,423.38 | $ 4,390,458.68 | $ 11,148,882.06
M&O OALP (formerly Office of
Hearings & Appeals

(OHA)) |s 5,072.62 3,295.32 [ $ 8,367.94

Total S 1,421,550.00 421,200.00 | $ 1,842,750.00

DFR Enhancements S 1,420,483.84 420,884.10 | S 1,833,273.00
Enhancement OALP (formerly Office of
Hearings & Appeals

(OHA)) |s 1,066.16 315.90 | $ 9,477.00

Total S 8,185,046.00 4,814,954.00 | S 13,000,000.00

DFR S 8,178,907.22 4,811,342.78 | S 12,982,155.06
Total OALP (formerly Office of
Hearings & Appeals

(OHA)) |s 6,138.78 3,611.22 [ $ 17,844.94
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PROFESSIONAL SERVICES CONTRACT
Contract #0000000000000000000056358

This Contract ("Contract"), entered into by and between Indiana Family and Social Senices
Administration (“FSSA”), Office of Early Childhood and Out of School Learning (‘OECOSL”) (the
"State") and DELOITTE CONSULTING LLP (the "Contractor"), is executed pursuant to the terms
and conditions set forth herein. In consideration of those mutual undertakings and cowenants, the
parties agree as follows:

1. Duties of Contractor.

The Contractor shall complete the design development and implantation of OECOSL Software
systems as set forth in Exhibit 1—Scope of Work, which is attached hereto and incorporated
herein (the “Senices”). Additionally, the Contractor's parameters for its duties are provided in
Exhibit 3—Detailed Functional, General System and Technical Requirements, and Exhibit
4—Indiana Office of Technology Terms and Conditions, which are attached hereto and
incorporated herein.

2. Consideration.

The Contractor will be paid at the rates described on Exhibit 2—Total Costs, which is attached
hereto and incorporated herein, for performing the duties set forth above. Total remuneration
under this Contract shall not exceed $ 19,206,361.63.

3. Term.

This Contract shall be effective for a period of four years. It shall commence on August 15, 2021
and shall remain in effect through August 14, 2025. At the agreement of the parties, there may
be two (2) one (1) year renewals. In no event shall the term exceed a total of six (6) years.

4. Access to Records.

The Contractor and its subcontractors, if any, shall maintain all books, documents, papers,
accounting records, and other evidence pertaining to all costs incurred under this Contract. They
shall make such materials available at their respective offices at all reasonable times during this
Contract, and for three (3) years from the date of final payment under this Contract, for inspection
by the State or its authorized designees. Copies shall be furnished at no cost to the State if
requested.

5. Assignment; Successors.

A. The Contractor binds its successors and assignees to all the terms and conditions of this
Contract. The Contractor may assign its right to receive payments to such third parties as the
Contractor may desire without the prior written consent of the State, provided that the
Contractor gives written notice (including evidence of such assignment) to the State thirty
(30) days in advance of any payment so assigned. The assignment shall cover all unpaid
amounts under this Contract and shall not be made to more than one party.

B. The Contractor shall not assign or subcontract the whole or any part of this Contract without
the State's prior written consent. Additionally, the Contractor shall provide prompt written
notice to the State of any change in the Contractor's legal name or legal status so that the
changes may be documented and payments to the successor entity may be made.
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6. Assignment of Antitrust Claims.

As part of the consideration for the award of this Contract, the Contractor assigns to the State all
right, title and interest in and to any claims the Contractor now has, or may acquire, under state or
federal antitrust laws relating to the products or services which are the subject of this Contract.

7. Audits.

The Contractor acknowledges that it may be required to submit to an audit of funds paid through
this Contract. Any such audit shall be conducted in accordance with IC § 5-11-1, et seq., and
audit guidelines specified by the State.

The State considers the Contractor to be a "Contractor" under 2 C.F.R. 200.330 for purposes of
this Contract. However, if it is determined that the Contractor is a "subrecipient" and if required by
applicable provisions of 2 C.F.R. 200 (Uniform Administrative Requirements, Cost Principles, and
Audit Requirements), Contractor shall arrange for a financial and compliance audit, which
complies with 2 C.F.R. 200.500 et seq.

8. Authority to Bind Contractor.

The signatory for the Contractor represents that he/she has been duly authorized to execute this
Contract on behalf of the Contractor and has obtained all necessary or applicable approvals to
make this Contract fully binding upon the Contractor when his/her signature is affixed, and
accepted by the State.

9. Changes in Work.

The Contractor shall not commence any additional work or change the scope of the work until
authorized in writing by the State. The Contractor shall make no claim for additional
compensation in the absence of a prior written approval and amendment executed by all
signatories hereto. This Contract may only be amended, supplemented or modified by a written
document executed in the same manner as this Contract.

10. Compliance with Laws.

A. The Contractor shall comply with all applicable federal, state, and local laws, rules,
regulations, and ordinances, and all provisions required thereby to be included herein are
hereby incorporated by reference. The enactment or modification of any applicable state or
federal statute or the promulgation of rules or regulations thereunder after execution of this
Contract shall be reviewed by the State and the Contractor to determine whether the
provisions of this Contract require formal modification.

B. The Contractor and its agents shall abide by all ethical requirements that apply to persons
who have a business relationship with the State as set forth in IC § 4-2-6, et seq., IC § 4-2-7,
et seq. and the regulations promulgated thereunder. If the Contractor has knowledge, or
would have acquired knowledge with reasonable inquiry, that a state officer, employee,
or special state appointee, as those terms are defined in IC § 4-2-6-1, has a financial
interest in the Contract, the Contractor shall ensure compliance with the disclosure
requirements in IC § 4-2-6-10.5 prior to the execution of this Contract. If the Contractor is
not familiar with these ethical requirements, the Contractor should refer any questions to the
Indiana State Ethics Commission, or visit the Inspector General's website at
http://www.in.gov/ig/. If the Contractor or its agents violate any applicable ethical standards,
the State may, in its sole discretion, terminate this Contract immediately upon notice to the
Contractor. In addition, the Contractor may be subject to penalties under IC §§ 4-2-6, 4-2-7,
35-44.1-1-4, and under any other applicable laws.
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C. The Contractor certifies by entering into this Contract that neither it nor its principal(s) is
presently in arrears in payment of taxes, permit fees or other statutory, regulatory or judicially
required payments to the State of Indiana. The Contractor agrees that any payments
currently due to the State of Indiana may be withheld from payments due to the Contractor.
Additionally, further work or payments may be withheld, delayed, or denied and/or this
Contract suspended until the Contractor is current in its payments and has submitted proof of
such payment to the State.

D. The Contractor warrants that it has no current, pending or outstanding criminal, civil, or
enforcement actions initiated by the State, and agrees that it will immediately notify the State
of any such actions. During the term of such actions, the Contractor agrees that the State
may delay, withhold, or deny work under any supplement, amendment, change order or other
contractual device issued pursuant to this Contract.

E. If avalid dispute exists as to the Contractor's liability or guilt in any action initiated by the
State or its agencies, and the State decides to delay, withhold, or deny work to the Contractor,
the Contractor may request that it be allowed to continue, or receive work, without delay. The
Contractor must submit, in writing, a request for review to the Indiana Department of
Administration (IDOA) following the procedures for disputes outlined herein. A determination
by IDOA shall be binding on the parties. Any payments that the State may delay, withhold,
deny, or apply under this section shall not be subject to penalty or interest, except as
permitted by IC § 5-17-5.

F. The Contractor warrants that the Contractor and its subcontractors, if any, shall obtain and
maintain all required permits, licenses, registrations, and approvals, and shall comply with all
health, safety, and environmental statutes, rules, or regulations in the performance of work
activities for the State. Failure to do so may be deemed a material breach of this Contract
and grounds for immediate termination and denial of further work with the State.

G. The Contractor affirms that, if it is an entity described in IC Title 23, it is properly registered
and owes no outstanding reports to the Indiana Secretary of State.

H. Asrequired by IC § 5-22-3-7:
(1) The Contractor and any principals of the Contractor certify that:

(A) the Contractor, except for de minimis and nonsystematic violations, has not violated
the terms of:

(i) IC §24-4.7 [Telephone Solicitation Of Consumers];
(i) 1C §24-5-12 [Telephone Solicitations]; or
(iii) 1C §24-5-14 [Regulation of Automatic Dialing Machines];

in the previous three hundred sixty-five (365) days, even ifIC § 24-4.7 is
preempted by federal law; and

(B) the Contractor will not violate the terms of IC § 24-4.7 for the duration of the Contract,
ewven if IC §24-4.7 is preempted by federal law.

(2) The Contractor and any principals of the Contractor certify that an affiliate or principal of
the Contractor and any agent acting on behalf of the Contractor or on behalf of an affiliate
or principal of the Contractor, except for de minimis and nonsystematic violations,

(A) has not violated the terms of IC § 24-4.7 in the previous three hundred sixty-five
(365) days, even if IC §24-4.7 is preempted by federal law; and
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(B) (will not violate the terms of IC § 24-4.7 for the duration of the Contract, even if IC
§24-4.7 is preempted by federal law.

11. Condition of Payment.

All senices provided by the Contractor under this Contract must be performed in compliance with

this Contract and in accordance with all applicable federal, state, local laws, ordinances, rules
and regulations. The State shall not be required to pay for work found to be noncompliant with
this Contract or performed in violation of any federal, state or local statute, ordinance, rule or

regulation.

12. Confidentiality, Security and Privacy of Personal Information.

Terms used, but otherwise not defined in this Contract shall have the same meaning as those
found in 45 CFR Parts 160, 162, and 164.

A.

"HIPAA" means the Health Insurance Portability and Accountability Act of 1996 (sections
1171 through 1179 of the Social Security Act), including any subsequent amendments to
such Act.

"HIPAA Rules" mean the rules adopted by and promulgated by the US Department of Health
and Human Senices ("HHS") under HIPAA and other relevant federal laws currently in force
or subsequently made, such as the Health Information Technology for Economic and Clinical
Heath Act ("HITECH"), as enumerated under 45 CFR Parts 160, 162, and 164, including
without limitation any and all additional or modified regulations thereof. Subsets of the HIPAA
Rules include:

1) "HIPAA Enforcement Rule" as defined in 45 CFR Part 160;

2) "HIPAA Security Rule" as defined in 45 CFR Part 164, Subparts A and C;

3) "HIPAA Breach Rule" as defined in 45 CFR Part 164, Subparts A and D; and
4) "HIPAA Privacy Rule" as defined in 45 CFR Part 164, Subparts A and E.

For Contractor’'s services under this Contract that include State authorized access to and use
of PHI on the State’s behalf then Contractor is hereby deemed a Business Associate to the
State and, as such, Contractor is hereby authorized by the State to create, receive, maintain,
and/or transmit Protected Health Information (“PHI”) on the State’s behalf pursuant to and
consistent with the senices performed by Contractor under this Contract.

Contractor agrees that as a Business Associate to the State it is obligated to comply with the
HIPAA Rules, as such Rules apply to Business Associates, throughout the term of this
Contract and thereafter as may be required by federal law and such compliance will be at
Contractor's sole expense. Further:

1) Contractor will not use or further disclose PHI or non-public personal information as
collectively defined in IC 4-1-6-1 and IC 4-1-11-3, and under the National Institute of
Standards and Technology (“NIST”) Special Publication 800-122) (“PII") except as
expressly permitted by this Contract, in connection with the Senices or as required by
law; provided however, nothing in this Contract shall be construed to permit Contractor to
use or disclose PHI in a manner that would violate the provisions of the HIPAA Privacy
Rule as such Rule applies to the State with regard tothe Senices performed by
Contractor under this Contract or otherwise cause the State to be non-compliant with the
HIPAA Privacy Rule, except that Contractor may use or disclose PHI for its proper
management and administration as provided for in 45 CFR § 164.504(e)(4).

2) Contractor understands it must comply with the HIPAA Security Rule with respect to any
Electronic PHI that it maintains on its own systems and will employ appropriate
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safeguards to reasonably prevent the use or disclosure of PHI and PIlI other than as
permitted by this Contract or required by the HIPAA Privacy Rule or other applicable
Federal or state law or regulation. Such safeguards will be designed, implemented,
operated, and managed by Contractor at Contractor's sole expense and following the
Contractor’'s best professional judgment regarding such safeguards. If Contractor
maintains PHI and PII on its own systems, upon the State’s reasonable request,
Contractor will review such safeguards with the State. Contractor will implement the
following HIPAA requirements for any forms of such PHI that the Contractor receives,
maintains, or transmits on behalf of the State:

a) Administrative safeguards under 45 CFR 164.308;

b) Physical safeguards under 45 CFR 164.310;

c) Technical safeguards under 45 CFR 164.312; and

d) Policies and procedures and documentation requirements under 45 CFR 164.316.

Contractor understands that it is subject to the HIPAA Enforcement Rule under which
Contractor may be subject to criminal and civil penalties for violations of and non-
compliance with the HIPAA Rules.

E. Improper Disclosure, Security Incident, and Breach Notification.

1)

2)

As a Business Associate, Contractor understands that it is subject to the HIPAA Breach

Rule. For the purposes of this Contract:

a. The term “Breach” has the same meaning as defined in the HIPAA Breach
Rule with respect to PHI and with respect to Pll also means the compromise,
unauthorized disclosure, unauthorized access, loss of control, or any similar
term or phrase that refers to situations where persons other than authorized
users or for an other-than-authorized purpose have, or are reasonably
expected to have, access to Pll, whether physical or electronic.

b. “Security Incident” means (a) a violation or imminent threat of violation of a
security policy, acceptable use policies, or standard security practices,
inclusive of the act of violating an explicit or implied security policy, which
includes attempts (either failed or successful) to gain unauthorized access to
a system or its data; unwanted disruption or denial of senice; (b) the
unauthorized use of a system for the processing or storage of data; changes
to system hardware, firmware, or software characteristics without the owner's
knowledge, instruction, or consent; (c) loss of PIl or other sensitive data
through theft or device misplacement, loss or misplacement of hardcopy
documents, and misrouting of mail (physical or electronic), in each of cases
(a) — (c) which puts PII or other sensitive data at risk of or exposes Pll/other
sensitive data to an opportunity for unauthorized access, use, disclosure,
modification, or destruction.

If a Security Incident occurs or if Contractor reasonably suspects that a Security Incident
has occurred with respect to Pll in Contractor's safekeeping or while being legitimately
used by Contractor in Contractor's performance of its senices under this Contract:

a) Contractor shall notify the State of the Security Incident within one (1) business day
of when Contractor discovered the Security Incident; such notification shall be made
to the FSSA Privacy & Security Office in a manner reasonably prescribed by the
FSSA Privacy & Security Officer and shall include as much detail as the Contractor
reasonably may be able to acquire within the one (1) business day.

b) For the purposes of such Security Incidents, “discovered” and “discovery” shall mean

the first day on which such Security Incident is known to the Contractor or, by
exercising reasonable diligence, would have been known to the Contractor.
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c)

d)

Regardless of whether the Contractor failed to exercise reasonable diligence,
improperly delaying the notification of discovery beyond the one (1) business day
requirement, the Contractor will notify the FSSA Privacy & Security Office within one
(1) business day of gaining actual knowledge of a Security Incident.

In collaboration with the FSSA Privacy & Security Office, Contractor shall undertake
commercially reasonable efforts necessary to thoroughly investigate the Security
Incident and to provide all results of such investigation to the FSSA Privacy &
Security Office, as such information becomes available, including but not limited to
the role(s) of the Contractor personnel involved, source and cause of the Security
Incident, specific types of information disclosed or believed to have been exposed,
disclosure victims (those whose PIl was disclosed or believed to have been
disclosed or exposed to unauthorized access/use), disclosure recipients, relevant
supporting information, actions taken to mitigate or stop the Security Incident, and
similar details.

Contractor’s investigation must be undertaken expeditiously and completed to the
extent that a determination of whether a Breach has occurred can be reasonably
made, including the identification of the victims or likely victims, within a reasonable
timeframe as mutually agreed upon between the Contractor and the FSSA Privacy &
Security Office, from the date of discovery of the Security Incident. Contractor shall
provide details of its investigation to the FSSA Privacy & Security Office on an
ongoing basis until the investigation is complete.

Contractor and the FSSA Privacy & Security Office will collaborate on the results of
Contractor’s investigation; the determination as to whether a Breach has occurred for
reporting and notification purposes rests solely with the FSSA Privacy & Security
Office.

If it is determined by the FSSA Privacy & Security Office that a Breach of Unsecured
PHI or PIl has occurred and to the extent such Breach was caused by Contractor's
breach of the terms of this Contract:

(i) Contractor agrees that it shall be responsible for all costs with respect to fulfilling
the State’s and/or Contractor's obligations (if any) for providing legally required
notice to all of the known and suspected victims of the Breach. Such notice shall
comply with the HIPAA Breach Rule notification requirements and/or applicable
notification requirements under State law or regulation.

(i) Contractor further agrees that such notification will be made under its name,
unless otherwise specified by the FSSA Privacy & Security Office. Contractor
will coordinate its Breach notification efforts with the FSSA Privacy & Security
Office; the FSSA Privacy & Security Office will approve Contractor's Breach
notification procedures and plans, including the format and content of the
notice(s) prior to such notification being made.

(iii) Contractor accepts responsibility for the Breach and any resulting losses or
damages incurred by the State and agrees to the indemnification obligations for
claims by victims of the Breach set forth in Section 12.N. below.

(iv) Contractor will, to the extent practicable, undertake all commercially reasonable
efforts necessary to mitigate any deleterious effects of the Breach for the known
and suspected victims of the Breach.

(v) The State, through the FSSA Privacy & Security Office, will make the appropriate
notifications to HHS and/or the applicable Federal or State agencies with respect
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to the Breach.

g) Contractor will undertake commercially reasonable corrective actions to eliminate or
minimize the opportunity for an identified Security Incident to reoccur and upon the
State’s request, provide the FSSA Privacy & Security Office with its plans, status
updates, and written certification of completion regarding such corrective actions.

h) If Contractor observes or otherwise becomes aware of a Security Incident or
reasonably suspected Security Incident outside of Contractor's scope of
responsibilities under this Contract (for example, affecting PIlI not in Contractor's
safekeeping), Contractor agrees to promptly report such Security Incidents to the
FSSA Privacy & Security Office and reasonably cooperate with the FSSA Privacy &
Security Office’s investigation of the Security Incident.

F. Subcontractors. Contractor agrees that in accordance with the HIPAA Privacy Rule any
subcontractors engaged by Contractor (in compliance with this Contract) that will create,
receive, maintain, use or transmit State PIl on Contractor’s behalf will contractually agree to
the same restrictions, conditions, and requirements (other than indemnification) that apply to
Contractor with respect to such PHI/PIl as applicable to their activities.

G. Access by Individuals to their PHI. Contractor acknowledges that in accordance with the
HIPAA Privacy Rule, individuals for whom Contractor has direct possession of their PHI/PIl
that is maintained by Contractor in a Designated Record Set on the State’s behalf have the
right to inspect and amend their PHI/PIl_in accordance with 45 CFR 164.524 and 164.526
and hawe the right for an accounting of uses and disclosures of such PHI/PII, except as
otherwise provided therein. Contractor shall provide such right of inspection, amendment,
and accounting of disclosures to the State upon reasonable request by the State. In
situations in which Contractor does not have direct possession of such PHI/PII, then the State
shall be responsible for such inspection, amendment, and accounting of disclosures rights by
individuals.

H. Access to Records. Contractor shall make available to HHS and/or the State and/or other
Federal agencies so authorized and as required by applicable law, Contractor’'s internal
practices, books, and records relating to the use and disclosure of PHI and PII provided to
Contractor by the State or created, received, maintained, or transmitted by Contractor on the
State’s behalf. Contractor shall promptly inform the State by giving notice to the FSSA
Privacy & Security Office upon receipt by the Contractor of any request by HHS (or its
designee), or such other State agencies, or other Federal agencies for such internal practices,
books, and/or records and shall provide the State with copies of any materials or other
information made available to such agencies.

I.  Return of Protected Health Information. Upon request by the State upon termination of this
Contract, Contractor will, if feasible, at the State’s sole option, either return or destroy all
copies of any PHI or PIl provided to Contractor by the State in Contractor's possession or
PHI or PII created, received, maintained, or transmitted by Contractor on the State’s behalf
pursuant to this Contract in Contractor's possession and upon the State’s request, Contractor
shall confirm in writing that it has retained, returned or destroyed such PHI and/or PIl. If the
Contractor reasonably determines that return or destruction is not feasible (such as in the
ewvent that the retention of PHI or Pl is required for archival purposes to evidence the
Senices), the protections in this Contract shall continue to be extended to any PHI or PII
maintained by the Contractor for as long as it is maintained.

J. Atthe discretion of the State, the State may terminate this Contract in accordance with its
terms for Contractor's material breach of this Section 12.
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K. Contractor agrees to participate in a disaster recovery plan, as appropriate to the Contractor's
senices, as determined by the State to be necessary to uphold integral business functions in
the event of an unforeseen disaster.

L. Drug and Alcohol Records. In the performance of the Senices under this Contract,
Contractor may have access to confidential information regarding alcohol and drug abuse
patient records. Contractor agrees that such information is confidential and protected
information and therefore, subject to the provisions of this Section, the Contractor promises
and assures that any such information, regardless of form, disclosed to Contractor for the
purposes of this Contract will not be disclosed or discussed with others without the prior
written consent of the State. The Contractor and the State will comply with the applicable
requirements of 42 CFR Part 2 and any other applicable Federal or state law or regulatory
requirement concerning such information, in each case with respect tothe Contractor, to the
extent applicable to the Contractor in the performance of the Senices. The Contractor will
report any unauthorized disclosures of such information in compliance with this Section.

M. Confidentiality of State Information and Contractor Information. The Contractor understands
and agrees that data, materials, and information disclosed to the Contractor may contain
confidential and protected information. The Contractor covenants that such confidential and
protected data, material and information gathered, based upon or disclosed to the Contractor
for the purpose of this Contract, will not be disclosed by Contractor to or discussed with third
parties without the prior written consent of the State. The State hereby consents to the
Contractor disclosing State confidential information to permitted subcontractors performing
senices under this Contract. Contractor agrees to require any subcontractors to comply with
the applicable requirements contained in this Section 12.

The parties acknowledge that the Senices to be performed by Contractor for the State under
this Contract may require or allow access to data, materials, and information containing
Social Security numbers maintained by the State in its computer system or other records. In
addition to the covenant made above in this Section and pursuant to 10 IAC 5-3-1(4), the
Contractor, to the extent applicable to Contractor in its performance of the Senices, and the
State agree to comply with the provisions of IC 4-1-10 and IC 4-1-11. If any Social Security
number(s) is/are disclosed by Contractor in material breach of this Section 12, Contractor
agrees to pay the cost of the notice of disclosure of a breach of the security of the system in
accordance with IC 4-1-11 in addition to any other claims and expenses for which it is liable
under the terms of this Contract subject to the limitations of liability set forth in Section 51.
The Contractor shall report any unauthorized disclosures by Contractor of Social Security
numbers tothe FSSA Privacy & Security Office within one (1) business day of the date the
Contractor is aware of the unauthorized disclosure.

N. Provided that the State has complied with its obligations under this Contract, and under
applicable law and regulation with respect to PHI and PII, Contractor will indemnify and hold
the State harmless from any loss, damage, costs, expense, judgment, sanction or liability,
including, but not limited to, reasonable attorneys’ fees and costs, attributable to the claims of
third parties that the State incurs or is subject to, to the extent resulting from a disclosure of
PHI or any Social Security numbers by Contractor or any subcontractor, agent or person
under Contractor's control arising from a material breach of this Section 12. As a condition to
the foregoing indemnity, the State shall provide Contractor with prompt written notice of any
claim for which indemnification is sought and shall cooperate in all reasonable respects with
Contractor in connection with any such claim. Contractor shall be entitled to defend and
control the handling of any such suit or proceeding, in its sole discretion, with counsel of its
own choosing that is reasonably satisfactory to the State. Contractor may not settle a claim
for which indemnification is sought under this Section without the prior written consent of the
State, unless (1) the sole relief provided is the payment of monetary damages by Contractor
or, to the extent that any non-monetary relief is provided, such non-monetary relief is
applicable only to Contractor, (2) there is no admission of any fault or wrongdoing on the part

Page 8 of 115



DocuSign Envelope ID: 7A34A63E-FFD1-46B2-8103-30174364F2BF

13.

14.

of the State, and (3) the compromise or settlement contains a full and unconditional release
(other than a condition of receipt of payment from the Contractor) of the State from liability in
respect of such claim.

Contractor shall adhere to all relevant FSSA Security Policies for any related activities
provided to FSSA under this contract. Contractor is responsible for verifying that any
subcontractors they engage will also comply with these policies. Any exceptions to these
policies require written approval from the FSSA Privacy & Security Office.

Continuity of Services.

The Contractor recognizes that the senice(s) to be performed under this Contract are vital to
the State and must be continued without interruption and that, upon Contract expiration
and/or termination, a successor, either the State or another contractor, may continue them.
The Contractor agrees to:

1) Furnish phase-in training; and
2) Exercise its best efforts and cooperation to effect an orderly and efficient transition to a
successor.

The Contractor shall, upon the State's written notice:

1) Furnish phase-in, phase-out senices for up to sixty (60) days after this Contract expires
or is terminated; and

2) Negotiate in good faith a plan with a successor to determine the nature and extent of
phase-in, phase-out services required. The plan shall specify a training program and a
date for transferring responsibilities for each division of work described in the plan and
shall be subject to the State's approval. The Contractor shall provide sufficient
experienced personnel during the phase-in, phase-out period to ensure that the senvices
called for by this Contract are maintained at the required level of proficiency.

The Contractor shall allow as many personnel as practicable to remain on the job to help the
successor maintain the continuity and consistency of the senices required by this Contract
until termination and shall endeavor to maintain them for any post-expiration/post-termination
phase-in, phase out services pursuant to clause (B)(1) abowe.

The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs
and fees incurred within the agreed period after contract expiration or termination pursuant to
clause (B)(1) abowe that result from phase-in, phase-out operations).

Debarment and Suspension.

The Contractor certifies by entering into this Contract that neither it nor its principals nor any
of its subcontractors are presently debarred, suspended, proposed for debarment, declared
ineligible or woluntarily excluded from entering into this Contract by any federal agency or by
any department, agency or political subdivision of the State of Indiana. The term "principal"
for purposes of this Contract means an officer, director, owner, partner, key employee or
other person with primary management or supenvisory responsibilities, or a person who has a
critical influence on or substantive control over the operations of the Contractor.

The Contractor certifies that it has verified the state and federal suspension and debarment
status for all subcontractors receiving funds under this Contract and shall be solely
responsible for any recoupment, penalties or costs that might arise from use of a suspended
or debarred subcontractor. The Contractor shall immediately notify the State if any
subcontractor becomes debarred or suspended, and shall, at the State's request, take all
steps required by the State to terminate its contractual relationship with the subcontractor for
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work to be performed under this Contract.

15. Default by State.

If the State, sixty (60) days after receipt of written notice, fails to correct or cure any material
breach of this Contract, the Contractor may cancel and terminate this Contract and institute
measures to collect monies due up to and including the date of termination.

16. Disputes.

A.

Should any disputes arise with respect to this Contract, the Contractor and the State agree to
act immediately to resolve such disputes. Time is of the essence in the resolution of disputes.

The Contractor agrees that the existence of a dispute notwithstanding, it will continue without
delay to carry out all of its responsibilities under this Contract that are not affected by the
dispute. Should the Contractor fail to continue to perform its responsibilities regarding all non-
disputed work, without delay, any additional costs incurred by the State or the Contractor as a
result of such failure to proceed shall be borne by the Contractor, and the Contractor shall
make no claim against the State for such costs.

If the parties are unable to resolve a contract dispute between them after good faith attempts
to do so, a dissatisfied party shall submit the dispute to the Commissioner of the Indiana
Department of Administration for resolution. The dissatisfied party shall give written notice to
the Commissioner and the other party. The notice shall include: (1) a description of the
disputed issues, (2) the efforts made to resolve the dispute, and (3) a proposed resolution.
The Commissioner shall promptly issue a Notice setting out documents and materials to be
submitted to the Commissioner in order toresolve the dispute; the Notice may also afford the
parties the opportunity to make presentations and enter into further negotiations. Within thirty
(30) business days of the conclusion of the final presentations, the Commissioner shall issue
a written decision and furnish it to both parties. The Commissioner's decision shall be the
final and conclusive administrative decision unless either party serves on the Commissioner
and the other party, within ten (10) business days after receipt of the Commissioner's
decision, a written request for reconsideration and modification of the written decision. If the
Commissioner does not modify the written decision within thirty (30) business days, either
party may take such other action helpful toresolving the dispute, including submitting the
dispute to an Indiana court of competent jurisdiction. If the parties accept the Commissioner's
decision, it may be memorialized as a written Amendment to this Contract if appropriate.

The State may withhold payments on disputed items pending resolution of the dispute if the
State notified Contractor of the disputed payments prior to their due date for payment. Upon
resolution of the dispute pursuant to paragraph C of this Section, all payments shall be made
within thirty-five (35) calendar days.

With the written approval of the Commissioner of the Indiana Department of Administration,
the parties may agree to forego the process described in subdivision C. relating to
submission of the dispute to the Commissioner.

This paragraph shall not be construed to abrogate provisions of IC § 4-6-2-11 in situations
where dispute resolution efforts lead to a compromise of claims in favor of the State as
described in that statute. In particular, releases or settlement agreements involving releases
of legal claims or potential legal claims of the state should be processed consistent with IC §
4-6-2-11, which requires approval of the Governor and Attorney General.
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17. Drug-Free Workplace Certification.

As required by Executive Order No. 90-5 dated April 12, 1990, issued by the Governor of Indiana,
the Contractor hereby covenants and agrees to make a good faith effort to provide and maintain a
drug-free workplace. The Contractor will give written notice to the State within ten (10) days after
receiving actual notice that the Contractor, or an employee of the Contractor in the State of
Indiana, has been convicted of a criminal drug violation occurring in the workplace. False
certification or violation of this certification may result in sanctions including, but not limited to,
suspension of contract payments, termination of this Contract and/or debarment of contracting
opportunities with the State for up to three (3) years.

In addition to the provisions of the above paragraph, if the total amount set forth in this Contract is
in excess of $25,000.00, the Contractor certifies and agrees that it will provide a drug-free
workplace by:

A. Publishing and providing to all of its employees a statement notifying them that the unlawful
manufacture, distribution, dispensing, possession or use of a controlled substance is
prohibited in the Contractor's workplace, and specifying the actions that will be taken against
employees for violations of such prohibition;

B. Establishing a drug-free awareness program to inform its employees of: (1) the dangers of
drug abuse in the workplace; (2) the Contractor's policy of maintaining a drug-free workplace;
(3) any available drug counseling, rehabilitation and employee assistance programs; and (4)
the penalties that may be imposed upon an employee for drug abuse violations occurring in
the workplace;

C. Notifying all employees in the statement required by subparagraph (A) above thatas a
condition of continued employment, the employee will: (1) abide by the terms of the
statement; and (2) notify the Contractor of any criminal drug statute conviction for a violation
occurring in the workplace no later than five (5) days after such conviction;

D. Notifying the State in writing within ten (10) days after receiving notice from an employee
under subdivision (C)(2) above, or otherwise receiving actual notice of such conviction;

E. Within thirty (30) days after receiving notice under subdivision (C)(2) above of a conviction,
imposing the following sanctions or remedial measures on any employee who is convicted of
drug abuse violations occurring in the workplace: (1) taking appropriate personnel action
against the employee, up to and including termination; or (2) requiring such employee to
satisfactorily participate in a drug abuse assistance or rehabilitation program approved for
such purposes by a federal, state or local health, law enforcement, or other appropriate
agency; and

F. Making a good faith effort to maintain a drug-free workplace through the implementation of
subparagraphs (A) through (E) above.

18. Employment Eligibility Verification.

As required by IC § 22-5-1.7, the Contractor swears or affirms under the penalties of perjury that
the Contractor does not knowingly employ an unauthorized alien. The Contractor further agrees
that:

A. The Contractor shall enroll in and verify the work eligibility status of all his/her/its newly hired
employees through the E-Verify program as defined in IC § 22-5-1.7-3. The Contractor is not
required to participate should the E-Verify program cease to exist. Additionally, the Contractor
is not required to participate if the Contractor is self-employed and does not employ any
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employees.

B. The Contractor shall not knowingly employ or contract with an unauthorized alien. The
Contractor shall not retain an employee or contract with a person that the Contractor
subsequently learns is an unauthorized alien.

C. The Contractor shall require his/her/its subcontractors, who perform work under this Contract,
to certify to the Contractor that the subcontractor does not knowingly employ or contract with
an unauthorized alien and that the subcontractor has enrolled and is participating in the E-
Verify program. The Contractor agrees to maintain this certification throughout the duration of
the term of a contract with a subcontractor.

The State may terminate for default if the Contractor fails to cure a breach of this provision no
later than thirty (30) days after being notified by the State.

19. Employment Option.

If the State determines that it would be in the State's best interest to hire an employee of the
Contractor, the Contractor will release the selected employee from any non-competition
agreements that may be in effect. This release will be at no cost to the State or the employee.

20. Force Majeure.

In the event that either party is unable to perform any of its obligations under this Contract or to
enjoy any of its benefits because of natural disaster or decrees of governmental bodies not the
fault of the affected party (hereinafter referred to as a "Force Majeure Event"), the party who has
been so affected shall immediately or as soon as is reasonably possible under the circumstances
give notice to the other party and shall do everything possible to resume performance. Upon
receipt of such notice, all obligations under this Contract shall be immediately suspended. If the
period of nonperformance exceeds thirty (30) days from the receipt of notice of the Force Majeure
Event, the party whose ability to perform has not been so affected may, by giving written notice,
terminate this Contract.

21. Funding Cancellation.

As required by Financial Management Circular 2007-1 and IC § 5-22-17-5, when the Director of
the State Budget Agency makes a written determination that funds are not appropriated or
otherwise available to support continuation of performance of this Contract, this Contract shall be
canceled. A determination by the Director of State Budget Agency that funds are not appropriated
or otherwise available to support continuation of performance shall be final and conclusive.

22. Governing Law.

This Contract shall be governed, construed, and enforced in accordance with the laws of the
State of Indiana, without regard to its conflict of laws rules. Suit, if any, must be brought in the
State of Indiana.

23. HIPAA Compliance.

This information has been incorporated into Clause 12.

24. Indemnification.

The Contractor agrees to indemnify, defend, and hold harmless the State, its officials, and

employees from all claims and suits including court costs, attorney's fees, and other expenses, in
each case solely for third party claims arising from bodily injury, death or damage to real or
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tangible personal property to the extent directly and proximately caused by the gross negligence
or willful misconduct of the Contractor and/or its subcontractors, if any, in the performance of this
Contract. The State will not provide indemnification to the Contractor.

As a condition to the foregoing indemnity obligation, the State shall provide the Contractor with
prompt notice of any claim for which indemnification may be sought hereunder and shall
cooperate with the indemnifying party in connection with any such claim. Subject to Ind. Code §4-
6-5-3 and Ind. Code §34-13-3-14, the Contractor shall be entitled to control the handling of any
such claim, except that the State shall have the right to participate in the defense and selection of
counsel when issues of state law or policy are involved and pursuant to Ind. Code §4-6-2-11, no
claim in favor of the State shall be compromised without the approval of the Governor and
Attorney General, and such officers are hereby empowered to make such compromise when, in
their judgement, it is the interest of the State so to do, and in the case of any such settlement, the
Contractor shall obtain written release of all liability of the State, in form and substance
reasonably acceptable to the State.

25. Independent Contractor; Workers' Compensation Insurance.

The Contractor is performing as an independent entity under this Contract. No part of this
Contract shall be construed to represent the creation of an employment, agency, partnership or
joint venture agreement between the parties. Neither party will assume liability for any injury
(including death) to any persons, or damage to any property, arising out of the acts or omissions
of the agents, employees or subcontractors of the other party. The Contractor shall provide all
necessary unemployment and workers' compensation insurance for the Contractor's employees,
and shall provide the State with a Certificate of Insurance evidencing such coverage prior to
starting work under this Contract.

26. Indiana Veteran Owned Small Business Enterprise Compliance

Award of this Contract was based, in part, on the Indiana Veteran Owned Small Business
Enterprise ("IVOSB") participation plan, as detailed in the IVOSB Subcontractor Commitment
Form, commonly referred to as "Attachment A-1" in the procurement documentation and
incorporated by reference herein. Therefore, any changes to this information during the Contract
term must be approved by IDOA's Division of Supplier Diversity and may require an amendment.
It is the State's expectation that the Contractor will meet the subcontractor commitments during
the Contract term. The following certified IVOSB subcontractor(s) will be participating in this

Contract:
VB PHONE |(COMPANY SCOPE OF UTILIZATION |PERCENT
NAME PRODUCTS and/or DATE
SERVICES
IVB (410) Vespa Group Data conversion 8/15/2021 3.00%
533- and development
6247 support

A copy of each subcontractor agreement must be submitted to the Division of Supplier Diversity
within thirty (30) days of the effective date of this Contract. The subcontractor agreements may be
uploaded into Pay Audit (Indiana's subcontractor payment auditing system), emailed to
IndianaVeteransPreference @idoa. IN.gov, or mailed to IDOA, 402 W. Washington Street, Room
W-462, Indianapolis, IN 46204. Failure to provide a copy of any subcontractor agreement may be
deemed a violation of the rules governing IVOSB procurement and may result in sanctions
allowable under 25 IAC 9-5-2. Requests for changes must be submitted to
IndianaVeteransPreference@idoa.IN.gov for review and approval before changing the
participation plan submitted in connection with this Contract.
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The Contractor shall report payments made to certified IVOSB subcontractors under this Contract
on a monthly basis using Pay Audit. The Contractor shall notify subcontractors that they must
confirm payments received from the Contractor in Pay Audit. The Pay Audit system can be
accessed on the IDOA webpage at: www.in.gov/idoa/mwbe/payaudit.htm. The Contractor may
also be required to report IVOSB certified subcontractor payments directly to the Division of
Supplier Diversity, as reasonably requested and in the format required by the Division of Supplier
Diversity.

The Contractor's failure to comply with the provisions in this clause may be considered a material
breach of the Contract.

27. Information Technology Enterprise Architecture Requirements.

If this Contract inwlves information technology-related products or senices, the Contractor
agrees that all such products or senices are compatible with any of the technology standards
found at https://www.in.gov/iot/2394.htm that are applicable, including the assistive technology
standard. The State may terminate this Contract for default if the terms of this paragraph are
breached.

28. Insurance.

A. The Contractor and its subcontractors (if any) shall secure and keep in force during the term
of this Contract the following insurance coverages (if applicable) covering the Contractor for
any and all claims of any nature which may in any manner arise out of or result from
Contractor's performance under this Contract:

1) Commercial general liability, including contractual coverage pursuant to policy terms, and
products or completed operations coverage (if applicable), with minimum liability limits not
less than $700,000 per person and $1,000,000 per occurrence and $2,000,000 in the
aggregate unless additional coverage is required by the State. The State is to be
included as an additional insured on a primary, non-contributory basis for any liability
arising from the Contractor directly or indirectly under or in connection with this Contract.

2) Automobile liability for owned, non-owned and hired autos with minimum liability limits not
less than $700,000 per person and $1,000,000 per accident. The State is to be named as
an additional insured on a primary, non-contributory basis with respect to Contractor’s
liability arising in connection with this Agreement.

3) Errors and Omissions liability with minimum liability limits of $1,000,000 per claim and in
the aggregate. Coverage for the benefit of the State shall continue for a period of two (2)
years after the date of senice provided under this Contract subject to continued
commercial availability.

4) Deleted.

5) Valuable Papers cowerage, if applicable, with an Inland Marine Policy Insurance with
limits sufficient to pay for the re-creation and reconstruction of such records.

6) Surety or Fidelity Bond(s) if required by statute or by the agency.
7) Cyber Liability if requested by the State addressing risks associated with electronic
transmissions, the internet, networks and informational assets, and having limits of no

less than $1,000,000 per claim and $5,000,000 in the aggregate. The Cyber Liability
cowverage may be included in the Professional Liability coverage form.
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29,

The Contractor shall provide proof of such insurance coverage by tendering to the
undersigned State representative industry standard Acord certificates of insurance prior to
the commencement of this Contract and proof of workers' compensation coverage meeting
all statutory requirements of IC § 22-3-2. In addition, proof of an "all states endorsement”
cowering claims occurring outside the State is required if any of the senices provided under
this Contract involve work outside of Indiana.

The Contractor's insurance coverage must meet the following additional requirements:

1) The insurer must have a certificate of authority or other appropriate authorization to
operate in the state in which the policy was issued.

2) Any deductible or self-insured retention amount or other similar obligation under the
insurance policies shall be the sole obligation of the Contractor.

3) The State will be defended, indemnified and held harmless to the full extent of any
coverage actually secured by the Contractor in excess of the minimum requirements set
forth above. The duty to indemnify the State under this Contract shall not be limited by
the insurance required in this Contract.

4) The insurance required in this Contract, through a policy or endorsement(s), shall include
a provision that the policy and endorsements may not be canceled or adversely modified
without thirty (30) days' prior written notice to the undersigned State agency unless
replacement coverage meeting the terms and conditions hereunder is obtained without
lapse.

5) The Contractor waives and agrees torequire their insurer to waive their rights of
subrogation against the State of Indiana, excluding Professional Liability and Cyber as
permitted by law.

Failure to provide insurance as required in this Contract may be deemed a material breach of
contract entitling the State to immediately terminate this Contract. The Contractor shall
furnish a certificate of insurance and all endorsements to the State before the
commencement of this Contract.

Key Person(s).

If both parties have designated that certain individual(s) are essential to the services offered,
the parties agree that should such individual(s) leave their employment during the term of this
Contract for whatever reason, the State shall have the right to terminate this Contract upon
thirty (30) days' prior written notice.

In the event that the Contractor is an individual, thatindividual shall be considered a key
person and, as such, essential to this Contract. Substitution of another for the Contractor
shall not be permitted without express written consent of the State.

Nothing in sections A and B, above shall be construed to prevent the Contractor from using the
senices of others to perform tasks ancillary to those tasks which directly require the expertise of
the key person. Examples of such ancillary tasks include secretarial, clerical, and common labor
duties. The Contractor shall, at all times, remain responsible for the performance of all necessary
tasks, whether performed by a key person or others.

Key person(s) to this Contract is/are None.
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30. Licensing Standards.

The Contractor, its employees and subcontractors shall comply with all applicable licensing
standards, certification standards, accrediting standards and any other laws, rules, or regulations
governing senices to be provided by the Contractor pursuant to this Contract. The State will not
pay the Contractor for any senices performed when the Contractor, its employees or
subcontractors are not in compliance with such applicable standards, laws, rules, or regulations.
If any license, certification or accreditation expires or is revoked, or any disciplinary action is
taken against an applicable license, certification, or accreditation, the Contractor shall notify the
State immediately and the State, at its option, may immediately terminate this Contract.

31. Merger & Modification.

This Contract constitutes the entire agreement between the parties. No understandings,
agreements, or representations, oral or written, not specified within this Contract will be valid
provisions of this Contract. This Contract may not be modified, supplemented, or amended,
except by written agreement signed by all necessary parties.

32. Minority and Women's Business Enterprises Compliance.

Award of this Contract was based, in part, on the Minority and/or Women's Business Enterprise
("MBE" and/or "WBE") participation plan as detailed in the Minority and Women's Business
Enterprises Subcontractor Commitment Form, commonly referred to as "Attachment A" in the
procurement documentation and incorporated by reference herein. Therefore, any changes to this
information during the Contract term must be approved by the Division of Supplier Diversity and
may require an amendment. It is the State's expectation that the Contractor will meet the
subcontractor commitments during the Contract term.

The following Division of Supplier Diversity certified MBE and/or WBE subcontractors will be
participating in this Contract:

MBE/WBE|PHONE COMPANY NAME [SCOPE OF PRODUCTS [UTILIZATION PERCENT
and/or SERVICES DATE
(260) Briljent Provide end user 8/15/2021 4.00%
WBE 434- training support
0991
MBE (317) STLogics Provide Salesforce 8/15/2021 6.36%
653- and MuleSoft
0112 implementation
support to build the
Family Portal, Child
Care Provider and
Educator Portal and
Learning
Management
System
MBE (515) Sondhi Provide 8/15/2021 4.00%
333- Solutions development,
1942 testing, and Help
Desk support
WBE (317) aFit Staffing, Provide 8/15/2021 4.00%
418- Inc. requirements
5062 gathering and testing
support
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A copy of each subcontractor agreement must be submitted to the Division of Supplier Diversity
within thirty (30) days of the effective date of this Contract. The subcontractor agreements may be
uploaded into Pay Audit (Indiana's subcontractor payment auditing system), emailed to

MWBE Compliance@idoa.IN.gov, or mailed to the Division of Supplier Diversity, 402 W.
Washington Street, Room W-462, Indianapolis IN 46204. Failure to provide a copy of any
subcontractor agreement may be deemed a violation of the rules governing MBE/WBE
procurement and may result in sanctions allowable under 25 IAC 5-7-8. Requests for changes
must be submitted to MWBECompliance@idoa.IN.gov for review and approval before changing
the participation plan submitted in connection with this Contract.

The Contractor shall report payments made to Division of Supplier Diversity certified
subcontractors under this Contract on a monthly basis using Pay Audit. The Contractor shall
notify subcontractors that they must confirm payments received from the Contractor in Pay Audit.
The Pay Audit system can be accessed on the IDOA webpage at:
www.in.gov/idoa/mwbe/payaudit.htm. The Contractor may also be required to report Division of
Supplier Diversity certified subcontractor payments directly to the Division, as reasonably
requested and in the format required by the Division of Supplier Diversity.

The Contractor's failure to comply with the provisions in this clause may be considered a material
breach of the Contract.

33. Nondiscrimination.

Pursuant to the Indiana Civil Rights Law, specifically IC § 22-9-1-10, and in keeping with the
purposes of the federal Civil Rights Act of 1964, the Age Discrimination in Employment Act, and
the Americans with Disabilities Act, the Contractor covenants that it shall not discriminate against
any employee or applicant for employment relating to this Contract with respect to the hire, tenure,
terms, conditions or privileges of employment or any matter directly or indirectly related to
employment, because of the employee's or applicant's race, color, national origin, religion, sex,
age, disability, ancestry, status as a veteran, or any other characteristic protected by federal,
state, or local law ("Protected Characteristics"). The Contractor certifies compliance with
applicable federal laws, regulations, and executive orders prohibiting discrimination based on the
Protected Characteristics in the provision of senices. Breach of this paragraph may be regarded
as a material breach of this Contract, but nothing in this paragraph shall be construed to imply or
establish an employment relationship between the State and any applicant or employee of the
Contractor or any subcontractor.

The State is a recipient of federal funds, and therefore, where applicable, the Contractor and any
subcontractors shall comply with requisite affirmative action requirements, including reporting,
pursuant to 41 CFR Chapter 60, as amended, and Section 202 of Executive Order 11246 as
amended by Executive Order 13672.

34. Notice to Parties.

Whenever any notice, statement or other communication is required under this Contract, it will be
sent by E-mail or first class U.S. mail senice to the following addresses, unless otherwise
specifically advised.

A. Notices to the State shall be sent to:
Nicole Norvell
Office of Early Childhood and Out of School Learning
402 West Washington Street Room W362
Indianapolis, IN 46204
E-mail: Nicole.nonell@fssa.in.gov
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B. Notices to the Contractor shall be sent to:
Seth Mandel
Deloitte Consulting LLP
Salesforce Tower, 111 Monument Circle, Suite 4200
Indianapolis, IN 46204
E-mail: smandel@deloitte.com

As required by IC § 4-13-2-14.8, payments to the Contractor shall be made via electronic funds
transfer in accordance with instructions filed by the Contractor with the Indiana Auditor of State.

35. Order of Precedence; Incorporation by Reference.

Any inconsistency or ambiguity in this Contract shall be resolved by giving precedence in the
following order: (1) this Contract, (2) attachments prepared by the State, (3) RFP #21-1945, (4)
Contractor's response to RFP #21-1945, and (5) attachments prepared by the Contractor. All
attachments, and all documents referred to in this paragraph, are hereby incorporated fully by
reference.

36. Ownership of Documents and Materials.

A. All documents, records, programs, applications, data, algorithms, film, tape, articles,
memoranda, and other materials (the "Materials") not dewveloped or licensed by the
Contractor prior to execution of this Contract, but specifically developed under this Contract
shall be considered "work for hire" and the Contractor hereby transfers and assigns any
ownership claims to the State so that all Materials will be the property of the State. If
ownership interest in the Materials cannot be assigned to the State, the Contractor grants the
State a non-exclusive, non-cancelable, perpetual, worldwide royalty-free license to use the
Materials and to use, modify, copy and create derivative works of the Materials. For purposes
of these terms “Contractor Information” means all works of authorship, materials, information
and other intellectual property created prior to or independently of the performance of the
Senices or created by Contractor or its subcontractors as a tool for their use in performing
the Senvices, plus any modifications or enhancements thereto and derivative works based
thereon. To the extent that Contractor uses any Contractor Information, Contractor shall
retain all right, title and interest in and to such Contractor Information, and except for the
license expressly granted in this section, the State shall acquire no right, title or interest in or
to such Contractor Information. Upon full and final payment by the State hereunder with
regard to each of the Materials, Contractor hereby grants tothe State a non-exclusive, non-
transferable, perpetual, fully paid-up license to use, execute, reproduce and internally
distribute copies of any Contractor Information delivered in connection with such Materials
provided hereunder, solely for the State’s internal business purposes and solely in connection
with use of such Materials.

B. Use of the Materials, other than related to contract performance by the Contractor, without
the prior written consent of the State, is prohibited. During the performance of this Contract,
the Contractor shall be responsible for any loss of or damage to the Materials developed for
or supplied by the State and used to develop or assistin the senices provided while the
Materials are in the possession of the Contractor. Any loss or damage thereto shall be
restored at the Contractor's expense. The Contractor shall provide the State full, immediate,
and unrestricted access to the Materials and to Contractor's work product during the term of
this Contract.
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37. Payments.

A. All payments shall be made 35 days in arrears in conformance with State fiscal policies and
procedures and, as required by IC §4-13-2-14.8, the direct deposit by electronic funds
transfer to the financial institution designated by the Contractor in writing unless a specific
waiver has been obtained from the Indiana Auditor of State. No payments will be made in
advance of receipt of the goods or senices that are the subject of this Contract except as
permitted by IC §4-13-2-20.

B. Claims shall be submitted for reimbursement in accordance with the specified Component
Descriptions and Unit Descriptions defined on the State-generated FSSA Contract Claim
Reimbursement Form. Costs are incurred on the date goods, senices, and/or deliverables
are satisfactorily provided in full and/or after a reimbursable expense has been paid.
Reimbursement shall be based on actual goods, senices and/or deliverables provided and/or
actual reimbursable expenses previously paid. Claims shall be submitted to the State within
sixty (60) calendar days following the end of the month in which goods, senices or
deliverable were provided and/or expenses were paid. The State has the discretion, and
reserves the right, to not pay any claims submitted later than sixty (60) calendar days after a
specific Contract Claim Reimbursement Form Iltem Description expiration date or termination
of this agreement. Payment for claims submitted after that time may, at the discretion of the
State, be denied.

C. Atthe time that the final claim is submitted, all reconciliation issues must be resolved
including the return of any incorrectly reimbursed monies or credits received for expenses
previously reimbursed. Incorrectly reimbursed funds or credits received for expenses
reimbursed will be returned immediately upon discovery as a direct payment, not credit, to
the "State of Indiana." Each return of funds will be accompanied with a completed FSSA
Contract Claim Reimbursement Form identifying specific Components to be credited
(negative) and each associated month reported on the original reimbursement request.
Payments and FSSA Contract Claim Reimbursement Forms will be submitted to FSSA
Administrative Senices using the address provided on the reimbursement form.

D. Claims must be submitted with accompanying supportive documentation, as designated by
the State. Incomplete claims submitted or claims submitted without supportive
documentation will be returned to the Contractor and/or Grantee and not processed for
payment. Failure to successfully perform or execute the policies and/or provisions made in
this contract may result in the denial and/or partial payment of claims submitted for
reimbursement.

38. Penalties/Interest/Attorney's Fees.

The State will in good faith perform its required obligations hereunder and does not agree to pay
any penalties, liquidated damages, interest or attorney's fees, except as permitted by Indiana law,
in part, IC § 5-17-5, IC § 34-54-8, IC § 34-13-1 and IC § 34-52-2.

Notwithstanding the provisions contained in IC § 5-17-5, any liability resulting from the State's
failure to make prompt payment shall be based solely on the amount of funding originating from
the State and shall not be based on funding from federal or other sources.

39. Progress Reports.
The Contractor shall submit progress reports to the State upon request. The report shall be oral,
unless the State, upon receipt of the oral report, should deem it necessary to have it in written

form. The progress reports shall serve the purpose of assuring the State that work is progressing
in line with the schedule, and that completion can be reasonably assured on the scheduled date.
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40. Public Record.

The Contractor acknowledges that the State will not treat this Contract as containing confidential
information, and will post this Contract on the transparency portal as required by Executive Order
05-07 and IC § 5-14-3.5-2. Use by the public of the information contained in this Contract shall
not be considered an act of the State.

41. Renewal Option.

This Contract may be renewed under the same terms and conditions, subject to the approval of
the Commissioner of the Department of Administration and the State Budget Director in
compliance with IC § 5-22-17-4. The term of the renewed contract may not be longer than the
term of the original Contract.

42. Severability.

The invalidity of any section, subsection, clause or provision of this Contract shall not affect the
validity of the remaining sections, subsections, clauses or provisions of this Contract.

43. Substantial Performance.

This Contract shall be deemed to be substantially performed only when fully performed according
to its terms and conditions and any written amendments or supplements.

44. Taxes.

The State is exempt from most state and local taxes and many federal taxes. The State will not
be responsible for any taxes levied on the Contractor as a result of this Contract.

45. Termination for Convenience.

This Contract may be terminated, in whole or in part, by the State, which shall include and is not
limited to IDOA and the State Budget Agency whenever, for any reason, the State determines
that such termination is in its best interest. Termination of senices shall be effected by delivery to
the Contractor of a Termination Notice at least thirty (30) days prior to the termination effective
date, specifying the extent to which performance of senices under such termination becomes
effective. The Contractor shall be compensated for senices properly rendered prior to the
effective date of termination. The State will not be liable for senices performed after the effective
date of termination. The Contractor shall be compensated for senices herein provided but in no
case shall total payment made to the Contractor exceed the original contract price or shall any
price increase be allowed on individual line items if canceled only in part prior to the original
termination date. For the purposes of this paragraph, the parties stipulate and agree that IDOA
shall be deemed to be a party to this Contract with authority to terminate the same for
convenience when such termination is determined by the Commissioner of IDOA to be in the best
interests of the State.

46. Termination for Default.

A. With the provision of thirty (30) days' notice to the Contractor, the State may terminate this
Contract in whole or in part if the Contractor fails to:

1) Deliver the supplies or perform the services within the time specified in this Contract or
any extension;

2) Make progress so as to endanger performance of this Contract;

3) Perform any of the other provisions of this Contract; or

4) Correct or cure any breach of this Contract.
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Note that for all items listed above, the time to correct or cure the breach may be extended
beyond thirty (30) days if the State determines progress is being made and the extension is
agreed to by the parties.

B. If the State terminates this Contract for Contractor's default, it may acquire, under the terms
and in the manner the State considers appropriate, supplies or senices similar to those
terminated, and the Contractor will be liable to the State for any excess costs for those
supplies or senices. However, the Contractor shall continue the work not terminated.

C. The State shall pay the contract price for completed supplies delivered and services accepted.
The Contractor and the State shall agree on the amount of payment for manufacturing
materials delivered and accepted and for the protection and preservation of the property.
Failure to agree will be a dispute under the Disputes clause of this Contract. The State may
withhold from these amounts any sum the State determines to be necessary to protect the
State against loss because of outstanding liens or claims of former lien holders.

D. The rights and remedies of the State in this clause are in addition to any other rights and
remedies provided by law or equity or under this Contract.

47. Travel.

No expenses for travel will be reimbursed unless specifically authorized by this Contract.
Permitted expenses will be reimbursed at the rate paid by the State and in accordance with the
Budget Agency's Financial Management Circular -- Travel Policies and Procedures in effect at
the time the expenditure is made. Out-of-state travel requests must be reviewed by the State for
availability of funds and for conformance with Circular guidelines.

48. Waiver of Rights.

No right conferred on either party under this Contract shall be deemed waived, and no breach of
this Contract excused, unless such waiver is in writing and signed by the party claimed to have
waived such right. Neither the State's review, approval or acceptance of, nor payment for, the
senices required under this Contract shall be construed to operate as a waiver of any rights
under this Contract or of any cause of action arising out of the performance of this Contract, and
the Contractor shall be and remain liable to the State in accordance with applicable law for all
damages to the State caused by the Contractor's negligent performance of any of the senices
furnished under this Contract, subject to Section 51, Limitation of Liability.

49. Work Standards.

The Contractor shall execute its responsibilities by following and applying at all times industry
standards. If the State becomes dissatisfied with the work product of or the working relationship
with those individuals assigned to work on this Contract, the State may request in writing the
replacement of any or all such individuals, and the Contractor shall grant such request.

50. State Boilerplate Affirmation Clause.

| swear or affirm under the penalties of perjury that | have not altered, modified, changed or
deleted the State's standard contract clauses (as contained in the 2027 OAG/ IDOA Professional
Services Contract Manual or the 2021 SCM Template) in any way except as follows:

11. Condition of Payment. Modified.

12. Confidentiality, Security and Privacy of Personal Information. Modified.
13. Continuity of Services. Modified.

16. Disputes. Modified.
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23. HIPAA Compliance. Incorporated into Clause 12.
24. Indemnification. Modified.

28. Insurance. Modified.

36. Ownership of Documents and Materials. Modified.
37. Payments. Modified.

46. Termination for Default. Modified.

48. Waiver of Rights. Modified.

49. Work Standards. Modified.

51. Limitation of Liability.

The Contractor, its subsidiaries and subcontractors, and their respective personnel shall not be
liable to the State for any claims, liabilities, or expenses relating to this Contract or the Senvices
(“Claims”) for an aggregate amount in excess of (i) in the case of causes of action accruing during
the design, development and implementation phase of the Senices hereunder, the fees paid by
the State to the Contractor for such phase of Senices under this Contract, and (ii) in the case of
causes of action accruing during the operations and maintenance phase of the Senices, the
amount equal tothe maximum amount of fees payable for the full term of this Contract; except to
the extent resulting from the recklessness, bad faith or intentional misconduct of the Contractor or
its subcontractors. In no event shall Contractor, its subsidiaries or subcontractors, or their
respective personnel be liable to the State for any loss of use, data, goodwill, revenues, or profits
(whether or not deemed to constitute a direct Claim), or any consequential, special, indirect,
incidental, punitive, or exemplary loss, damage, or expense relating to this Contract or the
Senvices. In circumstances where any limitation on damages or indemnification provision
hereunder is unavailable, the aggregate liability of Contractor, its subsidiaries and subcontractors,
and their respective personnel for any Claim shall not exceed an amount that is proportional to
the relative fault that the conduct of the Contractor and its subcontractors bears to all other
conduct giving rise to such Claim.

52. Infringement of Patents and Copyrights.

A. Contractor will defend the State against a third-party claim that Work Product supplied
hereunder infringes a U.S. patent or copyright. Contractor will pay resulting costs, damages and
reasonable attorney's fees finally awarded provided that:

1. The State promptly notified Contractor in writing of the claim; and
2. Contractor has sole control of the defense and all related settlement negotiations.

B. The State shall have the right to participate in the defense where issues of State law or policy
are involved. Contractor's obligation under this Section is conditioned on the State's agreement
that if the Work Product, or the operation thereof is likely to become, the subject of a third party
claim, the State will permit Contractor, at its option and expense, either to procure for the State
the right to continue using such Work Product or to replace or modify the same so that they
become non-infringing; and if neither of the foregoing alternatives is available on terms which are
reasonable in Contractor's judgment, the State will return the Work Product on written request by
Contractor.

C. The Contractor has no liability for any claim based upon the following:

1. The combination, operation, or use of Work Product supplied hereunder with any
program or other material other than or in addition to programming supplied by the
Contractor;

2. State modification of Work Product other than that directed or requested by Contractor or
pursuant to this Contract, or Work Product's use in other than its specified operating
environment;

3. Use by the State of a superseded or altered release or version of Work Product modified
outside of the scope of this Contract;
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4. Use of the Work Product by the State other than in accordance with its published
specifications, if any; or

5. The infringement resulted from implementing technical specification(s) mandated by the
State.

The foregoing states the entire obligation of Contractor with respect to infringement of patents
and copyrights.

53. Duties of the State.

The State shall cooperate with the Contractor in the performance of the Senvices, including,
without limitation providing the Contractor with reasonable facilities and timely access to data,
information and personnel of the State. The State shall be responsible for the performance of its
employees and agents and for the accuracy and completeness of all data and information
provided to the Contractor hereunder. The parties acknowledge and agree that the Contractor's
performance is dependent upon the timely and effective satisfaction of the State's responsibilities
hereunder and timely decisions and approvals of the State in connection with the Senvices.

THE REMAINDER OF THIS PAGE HAS BEEN INTENTIONALLY LEFT BLANK.
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Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the
Contractor, or that the undersigned is the properly authorized representative, agent, member or
officer of the Contractor. Further, to the undersigned's knowledge, neither the undersigned nor
any other member, employee, representative, agent or officer of the Contractor, directly or
indirectly, has entered into or been offered any sum of money or other consideration for the
execution of this Contract other than that which appears upon the face hereof. Furthermore, if
the undersigned has knowledge that a state officer, employee, or special state appointee,
as those terms are defined in IC § 4-2-6-1, has a financial interest in the Contract, the
Contractor attests to compliance with the disclosure requirementsinIC § 4-2-6-10.5.

Agreement to Use Electronic Signatures

| agree, and itis my intent, to sign this Contract by accessing State of Indiana Supplier Portal
using the secure password assigned to me and by electronically submitting this Contract to the
State of Indiana. | understand that my signing and submitting this Contract in this fashion is the
legal equivalent of having placed my handwritten signature on the submitted Contract and this
affirmation. | understand and agree that by electronically signing and submitting this Contract in
this fashion | am affirming to the truth of the information contained therein. | understand that this
Contract will not become binding on the State until it has been approved by the Department of
Administration, the State Budget Agency, and the Office of the Attorney General, which approvals
will be posted on the Active Contracts Database:
https://fs.gmis.in.gov/psp/quest/SUPPLIER/ERP/c/SOI_ CUSTOM_APPS.SOI PUBLIC_CNTRCT
S.GBL

In Witness Whereof, the Contractor and the State hawe, through their duly authorized
representatives, entered into this Contract. The parties, having read and understood the
foregoing terms of this Contract, do by their respective signatures dated below agree to the terms

thereof.
DELOITTE CONSULTING LLP Indiana Family and Social Senrvices
Administration, Office of Early Childhood

DocuSigned by: and s JDokc‘qui:gﬁ;d‘hﬁ:l P

gy St Mandel g Meele Mwdl — oo4ay
0359CC9YE336C48C... 2F66DDC2806E45B...

Title: principal Title: pirector

Date: 8/23/2021 | 22:23 EDT Date: 8/24/2021 | 07:40 EDT

Hectronically Approved by: Hectronically Approved by:

Indiana Office of Technology Department of Administration

By: (for) By: (for)

Tracy E. Barnes, Chief Information Officer Rebecca Holw erda, Commissioner

Hectronically Approved by: Hectronically Approved as to Form and Legality by:

State Budget Agency Office of the Attorney General

By: (for) By: (for)

Zachary Q. Jackson, Director Theodore E. Rokita, Attorney General
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EXHIBIT 1—SCOPE OF WORK

OECOSL Software Systems

1. INTRODUCTION

The Indiana Family and Social Services Administration (FSSA) Office of Early Childhood and Out-of-School Learning
(OECOSL), requires the Contractor to implement a new comprehensive and fully integrated system (“System”). This
System shall include the following functional areas (“Functional Areas”):

1. Family Portal: Self-service portal designed for families to use to apply for child care and pre-kindergarten (pre-
K) assistance subsidies. This portal shall, at minimum, have the capabilities to:
a.  Allow families to apply for multiple child care and pre-K assistance programs through one application;
b.  Allow families to schedule appointments;
c.  Provide a mechanism for two-way communication between OECOSL and families;
d. Allow for families to upload documentation to substantiate their eligibility for child care and pre-K
assistance subsidies;
e. Receive information about their application/case status;
f.  Send initial notification to appeal any findings related to eligibility determination; and
g. Provide ongoing updates regarding changes in their life circumstances such as address, phone number, etc.
2. Child Care Provider and Educator Portal: Self-service portal designed for eligible child care providers and child
care educators to:
a. Apply for licensure;
Complete all required documentation including document submission;
Upload files;
Request a background check;
Manage relationships or associations/links between users;
Provide a mechanism for two-way communication between OECOSL and the user;

Send initial notifications to appeal any negative actions taken against provider licenses or registrations

FQ e pe o

Request technical assistance and access needed trainings;
i.  Receive information about their status; and
j.  Provide ongoing updates regarding changes to information such as phone numbers, hours of operation,

days of operation, etc.

3. Case Management System: Case Management and significant business rules engine functionalities with
customized workflows associated with 1) Family Eligibility Determination, 2) Regulations and Enforcement, and
3) Quality Improvement. This system shall also be able to support either correspondence management or
provide customer relationship management (CRM) functionality. The system shall also include the following
primary functional areas:
a.  Determine family eligibility for various child care and pre-K assistance subsidies and provide payment

vouchers for those subsidies;

b. Monitor actions taken by child care providers that would lead to the issuance of a license or registration;
¢.  Monitor compliance of approved providers;

d. Complete national criminal history background checks;

e. Appeal any negative action;
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f.  Maintain record management; and
g.  Support the training and technical assistance systems for child care programs.

4. Learning Management System (LMS): Learning management system (LMS) that supports the training, technical
assistance, and growth of early childhood education programs. The system shall be capable of integrating with
the case management system and accessible through the self-service child care provider and educator portal
through single sign-on. This system shall have the capabilities to support virtual communities of practice and
asynchronous trainings.

5. Business Intelligence and Reporting: Self-service business intelligence and analytics with reporting capabilities
necessary for State and Federal compliance. Near real time reporting and transmission of data into the State’s
data warehouse is required. Additional requirements are set forth in this Scope of Work.

The Contractor shall provide all five Functional Areas of the Contractor's System listed above. However, the State
reserves the right to not include the (1) Family Portal, (2) Child Care Provider and Educator Portal, and (4) Learning
Management System (LMS) Functional Areas in the final System. If the State decides not to include one or any of
these three Functional Areas in the System, the parties shall adjust the design to allow the System to interface with
the applicable current State systems. If the State decides not to include one or any of these three Functional Areas in
the System, the Contractor shall work with the State via the change control process to mutually agree upon scope,
schedule, and cost impacts.

It is the State’s preference that the Prime Contractor provide the main design, development, and implementation
(DDI) services for both the (3) Case Management System and (5) Business Intelligence and Reporting Functional
Areas, as opposed to subcontracting the DDI of these Functional Areas. The Prime Contractor shall, at a minimum,
provide the DDI services for either the (3) Case Management System Functional Area or (5) Business Intelligence and
Reporting Functional Area.

In addition to implementing a System with these Functional Areas, the Contractor shall also provide maintenance
and operations (M&O) for the implemented System.

Ultimately, this fully-integrated, interactive System shall have robust functionality for internal and external users and
shall accomplish, at a minimum, all of the goals set forth in Section 2 Purpose of the Contract below, in order to
provide our families, educators, and staff a best-in-class experience.

2 PURPOSE OF THE CONTRACT

It is the intent of this Contract to maximize efficiencies by implementing a fully-integrated system that shall function
as a configurable platform that incorporates best practices and is flexible enough to allow changes to be managed by
configuration as much as possible in order to minimize the need for customizations that require code changes. The
System shall allow all OECOSL’s departments and operational partners to access information through a centralized
integrated database.

OECOSL's software operating systems at the time of Contract execution are separated between provider regulation
and child care subsidy administration. Both software systems were implemented before OECOSL took on expansive
additional administration duties. Consequently, the systems no longer fully meet OECOSL’s needs. Significant
enhancements to the systems have taken place in order to allow OECOSL to administer its programs and
demonstrate compliance with federal and State regulations. Iowever, because the software systems were not
architected for all of OECOSL’s programs, many workarounds are required, causing inefficiencies for OECOSL.. The

new System shall remedy these issues by supporting the reduction of burdens on stakeholders, complying with all
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current and via the change process future federal and State laws, and improving data, analytics, reporting, and

overall OECOSL service provision and efficiency.

The Contactor shall provide all infrastructure and software maintenance, conversion, and support as described in the
Scope of Work. The System shall be cloud-hosted.

The next-gen, fully-integrated, interactive System shall support the functionality for internal and external users and

shall support the following goals, by meeting the requirements set forth in this Scope of Work:

e  Reduce administrative burdens on the populations OECOSL serves and on OECOSL staff through the provision
of new features and enhanced customer services/support such as providing for 1) completely virtual interactions
between staff and the populations it serves, 2) user interfaces for staff and the populations OECOSL serves that
guide users visually through the System using a human-centric design, 3) paperless document uploads and
communications with staff and customers, and 4) support OECOSL’s effort towards cost savings due to
increased efficiency that will result from having a system that is fully-integrated and that produces accurate
results with robust and configurable staff workflows;

e Allow for greater self-service options for child care providers to request technical assistance, access and complete
trainings and connect virtually with other child care providers in order to enhance their skills in educating
young children;

e  Tulfill operational requirements; comply with current and via the change process, new federal and State laws
without the significant expenditure of time and money to make modifications or workarounds to the System
including a system architecture that allows for the addition or expansion of child care assistance eligibility
determinations without requiring the architecture to be redesigned;

e Near real-time access to data analytics and visualizations, which will allow OECOSL to make data-driven
decisions, to support improvement of the quality of its services, and to provide greater reporting, including, but
not limited to, providing reporting functions that allow for timely policy decisions and audit functions around
improper payments and fraud and reporting functions that allow for timely policy decisions around federal
updates regarding background checks;

e  Provide information and functionality for OECOSL to support OECOSLs goal of controlling its budget and
spend for each type of child care subsidy that OECOSL pays including 1) statewide prioritized waitlists for child
care subsidy applications by subsidy type, 2) biweekly or monthly accounting engine runs that will unencumber
unused money on existing individual subsidy cases based on business rules, and 3) applying that unencumbered
money to child care subsidy applications that are on the waitlist according to business rules.

3. CONTRACTOR MANDATORY MINIMUM REQUIREMENTS
The Contractor shall meet the following requirements:
¢ Is able to meet all applicable State and Federal requirements identified during design and then via change

control for any changes that occur after design and before implementation.

4. ABOUT OECOSL

This Section 4 (“About OECOSL”) and all of its subsections provides background information about OECOSL for
informational purposes only and does not indicate contractor scope for this Scope of Work.

OECOSL’s mission is to provide parents with informed child care choices that will aid their children’s health, safety,

and future success in school. In order to accomplish this mission, OECOSL manages programs that oversee the early
education, development, and care of children in child care and pre-K assistance programs. OECOSL is also
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responsible for the licensing of early education programs that include child care homes and centers and public,
private, and charter schools that support early education, registering unlicensed child care ministries, determining
when providers are eligible to receive child care and pre-K assistance subsidy payments, and licensing the pre-K
program sites. In addition, OECOSL is responsible for administering a variety of regulations related to child care
providers and child care educators in the State of Indiana including background checks, inspections, and training and
professional development requirements. OECOSL administers a variety of quality improvement, outreach, and
technical assistance programs for families, child care providers, and child care educators, as well as Indiana’s
Strategic Plan for improving early childhood education and various strategic initiatives aimed at improving child
care capacity, quality, decision-making, access, and collaboration. Visit https://www.in.gov/fssa/2552.htm for more

information.

One of the programs that OECOSL administers is the Child Care Developmental Block Grant (CCDBG), a Federal
program operated by the Department of Health and Human Services Administration for Children and Families.
CCDBG funds numerous initiatives designed to help qualifying parents pay for child care and to improve the quality
of child care and education and out-of-school time programs. Through this Federal partnership, the State provides
child care assistance to low-income families and parents in education or training programs. In 2014 the CCDBG was
reauthorized by Congress, adding many new requirements for all states to complete. Compliance with the new
requirements has been phased in over the last several years and Indiana will be monitored on implementation

progress beginning in 2020. Visit https://www.acf.hhs.gov/occ/cedf-reauthorization for more information. In addition

to these added requirements, OECOSL’s functions have recently expanded to include the administration of
complicated new programs to include programs such as On My Way Pre-K, which brought with it new child care
provider types, new funding sources, and a blending and braiding of federal and state funds. As defined by the
Federal government, the goals of the CCDBG program are to allow flexibility in developing child care programs and
policies to best suit the needs of children and parents within the State, to promote parental choice, to assist parents in
making informed child care choices, to assist parents with child care who are trying to achieve independence from
public assistance, and assist in implementing the health, safety, licensing, and registration standards established by
state regulations. OECOSL’s divisions work tirelessly to continuously meet those goals and need a new software
system that can provide the functions needed to do so.

4.1 Child Care and Pre-K Assistance Programs Quverview

One of the main functions that OECOSL performs to fulfill its mission and goals involves accepting
applications for federal or State-funded child care or pre-K assistance, determining eligibility of families for
assistance, and paying out assistance or subsidies. Two large programs account for the majority of the child
care and pre-K assistance that OECOSL pays. The Child Care and Development Fund (CCDF) voucher
program helps low-income families obtain child care so that they may work or attend school. Visit

https://www.in.gov/fssa/carefinder/3900.htm for more information about CCDF.

The On My Way Pre-K (OMWPK) program awards grants to four-(4)-year-old children from low-income
families so that they may have access to a high-quality pre-K program the year before they begin

kindergarten. Visit https://www.in.gov/fssa/carefinder/4932 htm for more information about the On My
Way Pre-K program. Families who are determined to be eligible for child care or pre-K assistance may use
the awarded subsidy at any child care provider that is approved to receive CCDF or OMWPK program
subsidy payments. Eligible families must meet certain requirements including Indiana residency,
parents/guardians must demonstrate a need for child care (examples include but are not limited to, the
parents are working or attending school), and varying income requirements based on the Federal poverty
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level schedule. Applications for assistance are placed on a waitlist based on first come, first serve with the
exception of priority cases, which are often referred from Temporary Assistance for Needy Families (TANF),
Supplemental Nutrition Assistance Program (SNAP), Child Protective Services, and other State benefit or
assistance programs. Multiple eligibility scenarios exist and are situation-dependent based upon a
combination of significant pre-defined factors. Some families that are eligible for OMWPK may also be
eligible for CCDF during breaks in the pre-K school schedule or extending into the summer before
kindergarten.

Activities here include accepting applications for assistance, conducting virtual interviews, assessing
documents provided to prove eligibility (identity, residence, etc.), determining eligibility, making payments,
prioritizing applications for work in view of limited funding, understanding and incorporating school
calendars and family situations into eligibility determination and structure of assistance/payments, issuing
appealable decisions, conducting Quality Assurance (QA) assessments on eligibility determinations and
payments, providing holistic support and advice to families tailored to their specific situations, and
conducting research on individuals within a Family. Redeterminations of eligibility, extensions, changes,
and maintenance based on Family changes, assistance expiration dates, Child Care Provider changes,
combinations with other assistance programs, and other circumstances are contemplated here. Eligible
Families are issued Hoosier Works for Child Care cards, which are subsidy-tracking devices that families
swipe on an information-gathering device at their chosen child care provider location.

In order to complete these activities, OECOSL Central Office handles some activities and works with its
contracted Eligibility Offices to complete other activities. The OECOSL Central Office manages assistance
wait lists at the State level, manages all functions and troubleshooting of administration issues at the State
level, and manages the budgets for payments of assistance subsidies for the various programs. Eligibility
Offices are responsible for the successful administration of intake services for child care and pre-K
assistance applications in each county in the State of Indiana. These Eligibility Offices work closely with
community partners and other social services agencies within the Indiana counties for which they are
contracted. Examples of these community partners and social services agencies include, but are not limited
to, local Indiana Manpower and Comprehensive Training (IMPACT) Service Providers and the Child Care
Resource and Referral (CCR&R) Agencies. Visit

https://www.in.gov/fssa/files/CCDF_Eligibility Office Map.pdf for information about Eligibility Offices.
Responsibilities of Eligibility Offices include, but are not limited to:

¢ Intake of Family applicants, documents, priority referrals

e Determination of how Family should apply for assistance (one application v. two separate applications
based on Family’s situation, for example)

e  Eligibility determination

e  Maintenance of the various program waiting lists and priority lists at the county level

e Enrollment of eligible children with Child Care Providers

e  Referral of CCDF and OMWPK families and prospective CCDF and OMWPK providers to their local
CCR&R Agency

e Issuance of Hoosier Works for Child Care cards or relevant subsidy tracking devices over the counter
and via mail, which are provided by OECOSL’s Payment System

e  Provision of information to Families regarding the use of Hoosier Works cards or relevant subsidy
tracking devices

e  Maintenance of accurate and up-to-date case file data and documents, including daily data entry and
document scanning
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4.2

4.3

e Supplying families with consumer education materials provided by the State

e Dataentry into the Automated Intake System (AIS) program database (see Section 5.1.3.2 for
description of AIS)

e  Utilization of State-supported internet-based software and State forms

e Quality assurance of Family determinations, enrollments, recertifications, and client file updates

e  Extensive reporting of data and compliance with program regulations and policy

Child Care Provider and Educator Licensing, Regulation, and Enforcement Quverview

OECOSL is also responsible for determining and enforcing compliance by Child Care Providers and Child
Care Educators with state and federal regulations including proper licensing, registration, and child care
and pre-K assistance program certification. As such, OECOSL inspects and monitors for compliance over
4,000 different programs, conducting over 6,000 annual visits. Activities include completing on-site
inspections, gathering and assessing inspection reports from other Indiana government monitoring and
enforcement governing bodies, granting Child Care Provider license applications, providing guidance and
training, monitoring compliance with completion of required Child Care Provider and Educator training
requirements, conducting research on providers and child care educators including determining
connections between providers and educators, performing quality assurance (QA) assessments on
determinations, issuing appealable decisions, levying fines, shutting facilities down due to non-compliance,
reinstating licenses, and other related functions. The OECOSL Central Office background check team
completes in-State and out-of-State consents to complete background checks, processing of background
checks, and completing background checks for child care providers and child care educators. Child care
provider licensing and regulation work is completed by staff whom are located all over the State of Indiana.
Visit https://www.in.gov/fssa/files/CCDF Eligibility Office Map.pdf for more information about child care

provider regulation and https://www.in.gov/fssa/carefinder/5480.htm for more information about

background check requirements.

Policy, Outreach, and Education Programs Qverview

OECOSL administers a variety of quality improvement, outreach, and technical assistance programs for
families, child care providers, and child care educators, as well as Indiana’s Strategic Plan for improving
early childhood education and various strategic initiatives aimed at improving child care capacity, quality,
decision-making, access, and collaboration, in order to fulfill its mission and goals. Each of the areas below
utilize training resources, many of which are housed in one of OECOSL's L.earning Management Systems,
and training results are viewed and tracked in OECOSL’s professional development registry.

431 Paths to QUALITY™ (PTQ) Program
PTQ is a voluntary program open to all regulated early childhood programs. It is a four-level system where

each level builds on the foundation of the previous one, resulting in significant quality improvements at
each stage and resulting in national accreditation at the highest level, PTQ Level 4. The program’s goals are
to assist parents in locating quality early childhood programs and to improve the overall quality of early
childhood care and education in the State. For more information on PTQ, visit
http://www.in.gov/fssa/2554.htm.

Activities here include accepting Child Care Provider applications for enrollment into PTQ, conducting
observations and quality rating visits, corrective processes to rectify PTQ standard insufficiencies, issuing
appealable decisions, reporting performance metrics to governing bodies, and providing support, training,
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and technical assistance to providers based on their individual PTQ level. Various administrative tasks such
as inactive status, appeals, data change requests, and provider fast tracking considerations would need to be
made here. Categorization of providers who are maintaining levels or advancing in their PTQ level is also a
key function of this system. Upon completion of a rating visit, the rater will assign a PTQ level based upon
observed compliance with PTQ standards, and these PTQ levels are approved by OECOSL. OECOSL
Central Office staff have a critical need for automated and ad hoc reporting functions related to PTQ

activities.

432 Technical Assistance (TA) Program

Technical Assistance (TA) services are provided to child care providers across the State of Indiana. For more
information, visit http://indianaspark.com/. All providers are eligible to receive TA, but PTQ standards are

the core practices that drive the TA process and help to advance child care providers through the levels of
PTQ. The TA tiered approach begins with high-quality universal TA and instruction available to all early
childhood programs. Within the three tiers, programs are provided with supports and TA at increasing
levels of intensity, based on their needs. These services may be provided by a variety of personnel, and in
different modalities. Key TA services include:

e  Providing a process for Self-Assessment and identification of programs’ TA needs;

e  Providing TA staff to help programs complete the Self-Assessment and address any other needs;

e Developing a training approach that ensures that the program staff are knowledgeable in their job
functions;

e Providing TA to early childhood programs to ensure they meet the standards outlined by OECOSL;

e (reating a process of TA services that demonstrates reliability amongst TA coaches and other TA staff;
and

e Collaborating with OECOSL in the development, updating, and implementing of policies and
procedures related to TA services

433 Child Care Resource and Referral (CCR&R) Program
The Indiana CCR&R Program is a Federal and State funded program that provides resources to families,

early childhood programs, and communities to create a strong statewide network of Child Care Resource
and Referral services. CCR&R work is divided into five Service and Delivery areas. For more information
visit http://brighterfuturesindiana.org/local-help-for-finding-child-care-2/.

CCR&R services provide resources to families, child care providers, and communities to lay groundwork in
local communities for a strong early childhood system. The overall function of each local CCR&R agency is
to provide family and community outreach and quality improvement activities inside each individual
CCR&R Service Delivery Area (SDA). The CCR&R agencies operate based on four core services including:
e Parent education and referral support;

e Program services;

e  Public awareness and engagement; and

e Data collection and analysis.

Key activities include:

e Tracking a variety of referrals of parents to child care providers based upon their needs and their
children’s needs;

e Tracking TA activities relative to these referrals;
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5.1

e  Tracking community outreach and engagement to families, educators, and providers;

e  Assisting communities and providers in increasing the amount of child care available;

° Conducting consumer education activities; and

e Collecting data pertinent to child care, pre-K, and out-of-school time programs, particularly around
quality, affordability, and accessibility.

434 Professional Development Scholarship Program
OECOSL funds scholarships for early childhood education teachers, called TEACH Scholarships. TEACH
links education, compensation, and commitment to improve the quality of early care and educations

experiences for young children and their families. TEACH has limited eligibility criteria, but supports the
attainment of the Child Development Associate Credential (CDA), as well as Associate’s and Bachelor’s

degrees in early childhood education. For more information, visit https://inaeyc.org/programs/teach.

Activities here include determining eligibility of families through verification of eligible employers
(registered or licensed Child Care Provider), verification of eligible Child Care Educator, and tracking of the
early childhood workforce who have attained post-secondary degrees and/or credentials.

435 NDS (National Data System) for Child Care, NACCRRAware
NDS is a variety of integrated, user-friendly applications and services provided by Childcare Aware of

America that facilitates the work of CCR&Rs. All applications and services are available through a single
point of access which includes NACCRRAware — an application that generates child care referrals and
reports, and manages provider, client, community and group data.

Activities here include the identification and development of the data fields needed to be ingested by the
OECOSL CMS and migrating (or defining the best strategy) to transform and load the applicable
NACCRRAware data to the CMS system. In addition to OECOSI. and the providers, this data should be
made accessible to the CCR&Rs.

4.3.6 Customer Service

OECOSL uses a third-party partner to provide call center and customer support services for the populations
it serves. The call center’s duties include providing front-line support to customers using OECOSL's public-
facing software systems including Early Ed Connect, ILEAD, and various training websites, as well as

broader customer support and referral services.

CURRENT AND DESIRED “TO BE” STATES
Current State

5.1.1 Overview

OECOSL's software systems at the time of Contract execution are separate systems that either provide
interfaces or one-way information pushes to another system. The internal systems are Child Care
Information System (CCIS) and Automated Intake System (AIS). Both systems were implemented before
OECOSL took on additional program and administrative duties. Early Ed Connect, or EEC,
(https://earlyedconnect fssa.in.gov/onlineApp/home) is a public-facing portal that provides an online
application for child care and pre-kindergarten subsidies, sends information to AIS and to OECOSL’s
monitoring system. OECOSL.’s monitoring system, which is not a part of this Contract, stores scanned

documents, keeps case “files”, and provides a workflow and mechanism to complete some QA functions. I-
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is a public-facing portal that provides certain

functions for child care prov1ders and educators, interfaces with CCIS and OECOSL’s learning management
software. None of these systems are fully integrated with each other at the time of Contract execution.
Significant enhancements to the systems have taken place in order to allow OECOSL to administer its

programs and demonstrate compliance with federal and State regulations. However, because the software

systems were not built for all OECOSL’s programs, many workarounds are required, causing inefficiencies

within OECOSL operations, as well as a reliance on paper and manual processes.

OECOSL's software systems at the time of Contract execution include interfaces with several other systems,

including;:
Interface Direction Frequency Notes
Indiana Department of Bidirectional between Trigger-based The Public Safety Portal
Homeland Security’s CCIS and Indiana houses the State Fire

Public Safety Portal

Department of Homeland
Security

Marshall Code Enforcement
System, which is the specific
part of the Portal with which
CCIS interfaces.

https://www.in.gov/dhs/373
1.htm

Indiana Department of
Education

Bidirectional between
CCIS and the Department
of Education’s system

Trigger-based

https://www.doe.in.gov/

GovDelivery
Communications Platform

Single direction inbound
from CCIS and AIS to
GovDelivery

Trigger-based
and schedule-
based

GovDelivery is a
communications, text, and
email management platform
(SMS, TMS included) by
Granicus.

https://www.in.gov/core/gov
-delivery.html

Monitoring System

Single direction from AIS
to Monitoring System

Trigger-based

Monitoring System is a
Cardinality platform

CCIS to Child Care Finder

State Data Warehouse Single direction from AIS | Daily The State’s Data Warehouse
and CCIS to the data is hosted at the State of
warehouse Indiana on servers.

Child Care Finder Single direction from Daily Child Care Finder is a

consumer education website
that provides information
about locations of child care
providers, regulatory
information, and other

information in a map view.

https://www.in.gov/fssa/chil

dcarefinder/
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Payment System

Bidirectional between AIS
and the Payment System
using a VPN tunnel

Varies
depending on
the data being
exchanged;
hourly, daily,
weekly, and
biweekly data
shares occur

The Payment System at the
time of Contract execution is
EPICC by Conduent.

Indiana Eligibility
Determination Services
System (IEDSS)

Bidirectional between
IEDSS and AIS

Trigger-based
(user selects
“search” within
AlS)

AIS contains functionality to
search for RID numbers
through an interface with
IEDSS; IEDSS returns
possible matches; OECOSL
staff can either select from
the possible matches or
select to create a new RID
number; identifying
information is sent to IEDSS,
where a new RID number is
generated and returned to
AlS.

SPARK and new system

SPARK Learning Lab Single-sign on between SSO will allow providers to
SPARK and new system use the same credentials to
log into both the new
OECOSL system and the
existing SPARK system.
SPARK Learning Lab Bidirectional between Trigger-based Various trigger-based

information exchanges
between systems to support
knowledge sharing and
cross functional activities
between SPARK and the
new system.

The above table in Section 5.1.1 constitutes the total list of potential interfaces. The final list will be

determined during discovery.

The frequency of data pushes related to each interface varies, with many hourly, daily, weekly, biweekly,

and trigger-based data pushes occurring.

5:1:2 Current System Architecture

The Contractor shall adhere to IOT current system architecture requirements as document in Exhibit 4 the

State’s Information Security Framework, and the Indiana Office of Technology's Cloud Product and Service

Agreements.
513 Current System Description Overview
5.1.3.1 Child Care Information System Overview
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Child Care Information System (CCIS) is a stand-alone, web-based system that tracks the licensing and
registration of regulated child care providers in the State. CCIS is not a public-facing system. Internal
users enter information manually into CCIS. It is used to collect and track data regarding program
compliance including Child Care Provider license status, the status of unregulated Child Care
Providers, Child Care Provider inspection results, Child Care Provider and Educator background check
results, PTQ information, training information (professional development registry), and other
information like expenditures of certain funds.

CCIS provides information to AIS (described below) to ensure that child care assistance-eligible
Families are matched only with Child Care Providers who are eligible to receive child care assistance
subsidy payments. Information is also provided to the Monitoring system (described below). CCIS
maintains interfaces with external systems from Indiana State Fire Marshal, Indiana Department of
Education, and Internal Revenue Service for data verification purpose, as well as with ILEAD and LMS.
Currently, CCIS is hosted by a third-party vendor with State-owned hardware.

5132 Automated Intake System (AIS) Overview

AIS is a stand-alone, web-based application that is used to maintain data on approximately 55,000
children, 30,000 families, and 5,000 providers each year. This system is used by Eligibility Offices and
OECOSL Central Office staff. AIS is not a public-facing system. Eligibility Specialists who work at
Eligibility Offices enter child care assistance application information into AIS manually during
interviews with Families who wish to apply for child care assistance. Alternatively, Families can apply
for child care assistance through Early Ed Connect (described below). A business rules engine inside
AIS determines eligibility on applications entered into AIS. This engine runs several times at various
stages. Family applicants are interviewed by Eligibility Offices in person or over the phone. Documents
are collected from Families, physically scanned into the Monitoring system and AIS, and reviewed as
part of the eligibility determination process. Applications are routed to various wait lists or priority lists
based on the circumstance of a given application. Wait lists cannot be viewed at the State level. Instead,
they are viewed at the county level manually and in conjunction with the manual budgeting process

described below.

When an application is ready to come off of the wait list so that the Family can receive child care
assistance, the OECOSL Central Office must perform some manual work and the current vendor must
perform some manual work to allow applications to come off of the wait list. Eligibility Offices then use
AlS to create payment “vouchers” that are tied to the child care assistance subsidy for which a Family is
eligible, to the Child Care Provider chosen by the Family that is eligible to receive the child care
assistance subsidy, and sometimes to a school calendar. Multiple voucher types, child care assistance
program types, and other scenarios can result for a single child in a Family on a single child care
assistance application. Once child care assistance subsidy vouchers are created, information is sent to
OECOSL’s Payment System (described below) for processing of payment. The State manually manages
budget and funding information needed to determine how much money is available for each child care
assistance program. That information is routinely compiled manually so that OECOSL can determine
how many applications from the wait list or priority lists it can fund.

AlS interfaces with a paper document scanning system that consists of 15 scanning stations at Eligibility

Offices. Documentation for every case is scanned manually into AIS and into the Monitoring system.
AIS maintains interfaces with other State benefit systems to obtain information about certain

Page 35 of 115



DocuSign Envelope ID: 7A34A63E-FFD1-46B2-8103-30174364F2BF

applications and with the Payment System (described below). AlS receives information from CCIS and
interfaces with the Monitoring system and Early Ed Connect. Currently, AIS is hosted with State-owned
hardware by a third-party vendor.

51.3.3 Early Ed Connect (EEC) Overview

EEC is a public-facing portal where Families seeking child care or pre-K assistance can file a single
online application. EEC interfaces with AIS and with OECOSL’s Monitoring system (described below).
Applications are submitted by Families inside of EEC along with document uploads, at which point
information from the applications is sent to AIS for processing by an Eligibility Office. EEC was
released to the public in March 2020. EEC pre-screens Families and provides communication regarding
their potential eligibility for child care assistance funds through a real-time interface with AIS. EEC is
hosted at the State of Indiana on State hardware but is maintained by a third-party vendor.

The Contactor shall replace EEC with the new System’s Family Portal Functional Area. However, the
State reserves the right to not include this Functional Area in the final System. If the State decides to
exclude this Functional Area, the Contractor shall develop an interface between its System and EEC,
instead of replacing EEC. If the State decides not to include this Functional Area in the System, the
changes to the included Functional Areas would be agreed to via the change process.

5134 Indiana Licensing & Education Access Depot (I-LEAD) Overview

I-LEAD is a public-facing Child Care Provider and Child Care Educator license and regulatory
management portal. It interfaces with CCIS and Indiana Learning Paths, which is a Topyx learning
management platform for Child Care Providers and Child Care Educators. I-'LEAD allows for some
processing of licensing functions, background checks, and professional development.

The Contractor shall replace I-LEAD with the new System’s Child Care Provider and Educator Portal
Functional Area. However, the State reserves the right to not include this Functional Area in the final
System. If the State decides to exclude this Functional Area, the Contractor shall develop an interface
between its System and I-LEAD, instead of replacing I-LEAD. If the State decides not to include this
Functional Area in the System, changes to the included Functional Areas would be agreed to via the
change process.

5.1.3.5 Monitoring System

The Monitoring system is an internal system that allows OECOSL to review information scanned into
AIS to be reviewed to ensure that federal child care assistance program dollars are being spent
properly. Quality Assurance reviews are completed by looking at the scanned data from AIS and
documenting the findings in the Monitoring system. A new system is being developed at this time by a
State contractor using a Cardinality solution and will be implemented in the next year.

5.1.3.6 Payment System

OECOSL’s Payment System, which is currently a Conduent solution called EPPIC, takes information
from AIS and uses it to make payments of child care and pre-K assistance subsidies. The payments are
made directly to the Child Care Provider where the Family receiving the child care assistance is
enrolled. The Payment System includes payment logic to account for a Family’s weekly attendance at
the Child Care Provider’s program. Generally, a Family uses a swipe card, called a Hoosier Works for
Child Care card, to log attendance at the Child Care Provider’s program.
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The Payment System includes a Child Care Provider-facing portal and a Family-facing portal, as well as
an OECOSL Central Office administrative portal. Additional functions provided by the Payment
System include Child Care Provider enrollment into the Payment System, Family options for entering
attendance of their children at the Child Care Provider’s program, capturing of attendance for payment,
entering of late attendance, processing of child care assistance subsidy payments to Child Care
Providers, adjustments to Child Care Provider payments, ability to appeal payments through the Child
Care Provider Portal, ability to approve or deny a Child Care Provider’s request for attendance
payments through the Family portal, ability to review case-level payment information by Family and
by Child Care Provider.

5.1.3.7 Learning Management Systems (LMS)

Child Care Providers and Child Care Educators can access learning materials and gain certifications by
utilizing the Learning Management Systems (LMS) made accessible by the State. These are web-based
portals used to plan, implement, and evaluate a specific learning process. OECOSL has multiple LMS.
Additionally, OECOSL provides credit for trainings taken outside of one of OECOSLs LMS. Trainings
are matched to a Child Care Educator and are retained in OECOSL's professional development registry,
which is housed inside of CCIS.

The Contractor shall replace the current Learning Management Systems with the new System’s
Learning Management System Functional Area. However, the State reserves the right to not include this
Functional Area in the final System. If the State decides to exclude this Functional Area, the Contractor
shall develop interfaces between its System and the current Learning Management Systems, instead of
replacing the current Learning Management Systems. If the State decides not to include this Functional
Area in the System, the changes to the included Functional Areas would be agreed to via the change
process.

5138 Budget and Waitlist Process

The budget and waitlist functions at the time of Contract execution are based on manual reports and
processes between three separate systems — the State’s accounting software, AIS, and the Payment
System.

1. State Accounting Software

The State’s accounting software is Peoplesoft Financials and is not integrated with any of
OECOSL's systems (accounting software is not in scope of this Contract). It maintains the ledger
for the buckets of child care and pre-K assistance subsidy funding. This ledger is completed at the
macro level, noting only the amount of funding available in each bucket and the total amount
subtracted from that specific bucket every other week for the payment of child care or pre-K

assistance subsidies. Ledgers are maintained by federal fiscal year.

2. AIS Wait List

OECOSL receives more applications for child care and pre-K assistance subsidies than it can fund
at any given time. As a result, once a child care or pre-K assistance application is processed by an
Eligibility Specialist, it is generally placed on the appropriate wait list until funds become available
for that application.
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Because subsidy awards are usually for 53 weeks, paid out in biweekly installments based on
business rules, the wait can be several months or longer. Applications with special priority
paperwork are served within five business days and are not placed on a wait list.

Several times per year, OECOSL will complete what is referred to as an “open enrollment,” where
the OECOSL Central Office uses existing macro budget information from the State’s accounting
software and reports from AIS to determine how many child care and pre-K assistance applications
can be pulled off of the wait list so that the Families who filed those applications can be given
subsidies. This analysis is done at the county level, meaning that the number of applications that
will come off of the waitlist is determined on a county-by-county basis. Then, OECOSI. Central
Office directs vendor staff whom support AIS to determine which applications from a given wait
list were “next in line” by county and to make changes in AIS to allow those applications to come
off of the wait list. Time and date stamp of applications is an important part of this determination.
Once the applications are off of a wait list, each county Eligibility Office processes those
applications and creates vouchers for payment of the child care and pre-K assistance subsidies. A
Family receives a swipe card for the subsidy vouchers, called Hoosier Works for Child Care, that it
can swipe daily at its Child Care Provider’s location when the Family drops off children on a
special swipe card reader. This swipe card reader provides information to the Payment System
about the Family’s attendance and usage of the subsidy vouchers so that the Payment System can
determine how much of the Family’s child care or pre-K assistance subsidy to pay the Child Care
Provider.

For an “open enrollment” mentioned above, OECOSL Central Office receives information from the
vendor supporting AIS that allows OECOSL to determine approximately how much money in each
large subsidy funding bucket to encumber for the future payment of subsidies. The information
used to make this determination includes the number of Families on various subsidies and the
amounts of subsidy vouchers for each 53-week subsidy period in order to ensure that OECOSL has
enough money to pay for all 53 weeks of each Family’s subsidy.

3. Interface with Payment System

AIS regularly sends a file containing information about the Family, the subsidy voucher
information, and Child Care Provider information to the Payment System so that the Payment
System knows which individuals to pay. The Payment System runs its business rules engine, which
determines how much money to pay a Child Care Provider for a Client’s subsidy voucher based on
data points provided by AIS, child attendance information, and other information. The Payment
System provides hourly and daily “activity” files showing the swipe card information back to AIS,
and the information is used by AIS to stop processes or limit an Eligibility Specialist’s ability to
take actions on a Family’s case in AIS based on business rules.

The Payment System pays Child Care Providers for Families’ use of subsidy vouchers once every
other week. The payments are usually for dates three to four weeks in the past. The Payment
System applies the business rules engine mentioned above and prepares two payment files. The
first payment file is a macro level file showing the total amount to be paid, and this file is provided
to the State’s accounting staff. The second file provides line item detailed payment information,
and this file is transmitted to AIS. AIS stores the file in its data warehouse, where it combines the
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file with other information about various child care and pre-K assistance program types. A vendor
employee supporting AIS takes all of this information and creates a high-level summary of the
payments that the Payment System will make by federal fiscal year and by child care and pre-K
assistance program type. The vendor employee provides this file to the State’s accounting staff,
who need that file in order to pull the correct amount of money from the correct funding buckets
based on the correct fiscal year. The State accountants then note the amounts to be paid in State
accounting software ledger for each subsidy funding bucket at a macro level. Subsequently, the
State accountants prepare a wire transfer of funds matching the total amount in the payment file
and provide the funding transfer to OECOSL’s Payment System so that the subsidy vouchers can
be paid.

Other files used for quality control and troubleshooting purposes are passed between AIS and the
Payment System and are reviewed by people. There are many manual processes involved in
supporting this interface and these processes.

There are cases where a Family becomes ineligible for a subsidy awarded to them. As a result,
OECOSL would like to unencumber funds that were previously saved for that Family’s use so that
OECOSL. can use those funds to provide a child care or pre-K assistance subsidy to another Family
on a waitlist. Due to AIS system limitations, the process of unencumbering funds currently is
manual and only occurs during certain times each year. All unencumbering processes happen
through manual work in AIS to remove subsidy vouchers from cases. A report with a total dollar
amount to be unencumbered is then provided to OECOSIL Central Office so that they can work
with the State accountants to make an update to the ledger for the appropriate child care or pre-K
assistance funding bucket at the macro level.
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52 Desired “To Be” State
Below is a high-level depiction of the State’s desired “to be” state after implementation of the Contractor’s

System. The components below shall function as one fully integrated system and not as stand-alone systems.
This System shall integrate to various periphery systems which are documented in Exhibit 3. The Contractor
shall use a relational data model which will support the State consuming and integrating the data into a data
warehousing process. Additionally, the system shall support data analysis and reporting.

System Requirements System Integrations

Payment System

Self-Service

i Provider Portal

Case Managemen Monitoring

" System

1 Self-Service 5 System 4

! usiness Rules

1 Family Portal Engine :

i * Case management &

i functions 1 gOVDellvery

i ; + Dat it Communication

i Learning " Aglarems 25

; Platform

i Management

i System

t State’s Data

f Business Intelligence Warehouse

| and Reporting

f Functions

ittt Other Systems
Existing system to be replaced (or integrated*) New System Component

5:241 Example High-I.evel Basic Desired Use Case
The following use case is an example of a high-level and basic desired experience in the software solution.

Most use cases will include functions that require a highly developed and advanced business rules engine.

A Family is made aware of early childhood funding assistance offered through OECOSL. Family visits the
family portal homepage on their computer, tablet, or mobile device. Client, a member of the Family, creates
account in the family portal and files an application for child care assistance.

A business rules engine runs to determine Client’s eligibility for various benefit programs. Client receives
message indicating successful completion of application. Client uploads a variety of file types as
documentation supporting her application from their phone. Using the portal, Client schedules a virtual
appointment, which could be a telephone call, with an Eligibility Office.

The System determines that Client’s application should be separated into multiple applications based on
business rules and takes the appropriate actions in the system to turn those applications into separate cases
and to link them together to show connections between family members listed on the Client’s original
application.
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An Eligibility Specialist working at the Eligibility Office reviews her workflow to prepare for her
appointments that day. Eligibility Specialist opens Client’s case and can see that Client’s application was
split into multiple applications with multiple subsidy funding sources and attached documentation.
Through interfaces, Eligibility Specialist can verify multiple required data points without having to request
documentation from the Client.

Eligibility Specialist makes case notes and determines eligibility. Eligibility Specialist notifies Client to
choose a Child Care Provider. The Client is uncertain about how to choose a Child Care Provider and
Eligibility Specialist is able to make a referral in the System to the CCR&R in Client’s county for support.
The CCR&R contacts the Client and their Family and provides support in identifying Child Care Providers
in their area to visit. The CCR&R documents in the System their interactions with the Family and is then
provided a prompt to follow up with the family three days later to see if the Family’s needs have been met.
The Eligibility Specialist is able to see the notes entered by the CCR&R in the System and to see that the
family is searching for the right child care for their needs. The family meets with several Child Care
Providers and eventually enrolls in Provider’s program. The appropriate forms are completed with e-
signature by Provider(s) and Client and submitted through the Family Portal and the Provider and Educator
Portal. Then, subsidy vouchers are created on the appropriate children in the family for the appropriate
dates and Provider location.

Meanwhile, Licensing Consultant is on a routine, annual inspection for Provider. Licensing Consultant notes
multiple violations in her inspection report. These noted violations may prompt additional training and
technical assistance. Licensing Consultant is able to submit training requests and due dates for the Provider
and all educators working for that Provider and a request for Technical Assistance using the Provider and
Educator Portal. Licensing Consultant pushes the completed inspection report from the case management
portion of the System to Provider’s account in the Provider and Educator Portal, where Provider e-signs the
report. The signed report is routed back to Licensing Consultant in the case management portion of the
System and to the Provider in the Provider and Educator Portal.

The State’s TA vendor receives the Licensing Consultant’s referral for Provider to receive TA in the TA
vendor’s workflow and contacts Provider to offer assistance in the areas identified by the Licensing
Consultant. The TA vendor provides training and education opportunities through the State’s LMS and
offers to have Provider join an existing community of practice that focuses on many of the violations that
Provider was cited for during its annual inspection. The TA vendor documents all of its conversations with
Provider, as well as referrals, in the case management section of the System. Licensing Consultant is able to
see the TA vendor’s case notes in the case management section of the System and, thus, monitor the TA
vendor’s conversations with Provider. Unfortunately, the provider fails to follow through with the
opportunities offered by the TA vendor within a time specified by business rules; thus, the System generates
workflow notices to both the TA vendor and Licensing Consultant that Provider has not enrolled in any of
the suggested trainings or attended the community of practice. This notice allows the TA vendor and
Licensing Consultant to follow up with Provider.

Call Center also receives a complaint about Provider from another family. Call Center submits an
anonymous complaint using the Provider and Educator Portal and the complaint is routed to the
appropriate Licensing Consultant for investigation.

Provider refuses to resolve violations within a specified time, triggering automated follow ups by the
Licensing Consultant in the Licensing Consultant’s workflow. Because Provider fails to adhere to all State
regulations, OECOSL Central Office needs to revoke Provider’s Level 1 Paths to Quality certification.

Actions taken by the appropriate users in the system through workflow trigger a payment reduction on all
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6.

child care and pre-K assistance subsidy vouchers associated to Provider. Case notes regarding these actions
are automatically recorded in all cases associated to Provider, as well as Provider’s case, detailing the reason
for Provider’s payment reduction. Based on business rules, the System automatically generates referrals to
the TA vendor’s workflow to give Provider technical assistance due to the loss of Provider’s level 1 Paths to
Quality status.

Eventually, Provider fails to adhere to State regulations during set time frames and Provider’s child care
license must be revoked. Licensing Consultant is prompted in workflow to revoke Provider’s license and to
complete the appropriate letters and notices, which are automatically sent to Provider in the Provider Portal.
The Licensing Consultant makes case notes in the System. Provider can file an appeal of the negative action
on Provider’s license. The business rules engine and workflow notify the appropriate OECOSL Central
Office staff person to review the appeal based on the action and grounds for appeal.

In actions taken separately from the System in a legal proceeding, Provider’s appeal is denied. The
appropriate OECOSL Central Office staff person updates the Provider’s appeal status in the System.
Because Provider’s appeal was denied, Provider can no longer provide child care. As a result of the licensing
revocation action taken by Licensing Consultant in the System, Family receives an automatic notification
advising her to find new child care and a link to helpful resources. The Eligibility Office in the county where
Provider was located, the Call Center, OECOSL Central Office, CCR&Rs, TA vendor, and others linked to
Provider in the System are notified automatically through the System of the Provider’s license revocation
and, therefore, are fully informed of Provider’s situation and are ready to support Family to find a new
provider. These notifications would prompt the CCR&R to make direct contact with Family within a
defined time frame to offer support in the Family’s quest for a new child care provider and then to
document the CCR&R’s interactions in the case management portion of the System.

SPECIFICATIONS & REQUIREMENTS

Below are the intended high-level functionality requirements of the System and additional context about the

OECOSLs business and goals. While these are high-level functional requirements, Exhibit 3 and the State approved

project deliverables listed in Section 8 form the basis for the System specifications and requirements and shall serve

as the basis for determining project progress and system acceptance. The Contractor shall adhere to Exhibit 3

indicating how their solution meets the State’s detailed functional, general system, and technical requirements.

6.1

Functional Requirements

6.1.1 Family Portal
OECOSIs clients, also known as Families, will access the Family Portal to submit applications for child care

and pre-K assistance, schedule appointments for eligibility determination, upload supporting
documentation, and provide updated information for contact and to maintain eligibility.

A Family consists of an applicant, who could be a parent, a foster parent, a grandparent, or a custodian, and
a child or children. A Family may also include a co-applicant, which can be another parent or simply
another adult in the home. The Family must meet income requirements based on a comparison to Federal
Poverty Levels (visit https://aspe.hhs.gov/poverty-guidelines for more information) to be eligible for child

care and pre-K assistance programs. The Family must have a need for child care assistance, as well. Some
common barriers that Families face are reliable transportation or access to computers, and many are
transient as they work to maintain stable housing. The System shall provide mobile phone-compatible
solutions and virtual experiences for these Families.
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The Contractor shall provide the Family Portal as a Functional Area of the Contractor's System. However,
the State reserves the right to not include this Functional Area in the final System. If the State decides to
exclude this Functional Area, the Contractor shall develop an interface between its System and EEC, instead
of replacing EEC. If the State decides not to include this Functional Area in the System, the changes to the
included Functional Areas would be agreed to via the change process.

Please see Exhibit 3 for a complete list of Family Portal functional requirements the System must adhere to.

6.1.2 Child Care Provider and Educator Portal
Child Care Providers and Child Care Educators will use the Child Care Provider and Educator Portal.

A Child Care Provider is a child care center, a ministry, private or charter school, public school, or a home
that provides child care in the State of Indiana. Whether licensed, certified, or neither, OECOSL monitors
and regulates all Child Care Providers in the State. Child Care Providers must follow regulations including
providing safe building space for children, maintaining appropriate records, storing food properly,
maintaining appropriate staff to child ratios inside classrooms, and following other requirements to ensure a
safe and thriving environment for children. OECOSL is committed to assisting Child Care Providers to
encourage the provision of more high-quality child care education in the State of Indiana. Providers can
participate in quality improvement and rating programs and shall participate in mandatory trainings.
Providers can request technical assistance from the State’s TA vendor. Providers need comprehensive

virtual, easy ways to interact with OECOSL regarding regulatory and reporting requirements.

Child Care Educators provide child care at one or more Child Care Provider locations. These are the
teachers and staff who work at Child Care Provider programs. Educators shall pass required background
checks and shall complete mandatory trainings. Educators have opportunities to grow their knowledge,
experience, and careers by using tools that OECOSL and its partners provide. Educators need
comprehensive virtual and in-person easy ways to interact with OECOSL and its partners to complete
trainings, comply with regulations, and access resources to grow their skills in educating children.

The Contractor shall provide the Child Care Provider and Educator Portal as a Functional Area of the
Contractor's System. However, the State reserves the right to not include this Functional Area in the final
System. If the State decides to exclude this Functional Area, the Contractor shall develop an interface
between its System and I-LEAD, instead of replacing I-LEAD. If the State decides not to include this
Functional Area in the System, the changes to the included Functional Areas would be agreed to via the
change process.

Please see Exhibit 3 for a complete list of Child Care Provider and Educator Portal functional requirements
the System must adhere to.

6.1.3 Case Management System

Please see Exhibit 3 for a complete list of Case Management functional requirements the System must
adhere to.

6.1.3.1 Workflow

The Case Management System shall provide workflows as required in Exhibit 3 and refined through
State approved user stories. The following sections are provided for informational purposes to
establish business context.

1. OECOSL Central Office Workflows
OECOSL Central Office staff perform oversight functions and administrative functions related to
all the other personas and all areas that OECOSL serves. The Central Office owns role assignments
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for the Case Management System. The OECOSL Central Office staff oversee all others using the
System, ensuring that all users adhere to performance standards, policies, laws, and procedures as
defined by OECOSL.. Multiple OECOSL Central Office roles with varying workflows and security
permissions are contemplated here.

Owersight

OECOSL Central Office approves steps in other workflows. Central Office staff perform QA
functions and monitoring of other workflows and System roles. Currently, there are a variety of
administrative tasks and data entry that the Central Office completes in OECOSL's existing
systems to support multiple roles and workflows, though the System shall streamline those tasks.
The Central Office requires dashboard views of work with the ability to drill down into details for
all parts of the System to provide troubleshooting, monitoring, QA reviews, and research,
including easy dashboard access to Business Intelligence and Reporting functions. The Central
Office must have work queues to approve some work completed by other roles, for example
approving a request for a PTQ level advancement, and automated budget, wait list, and priority
list functions available to them. OECOSL Central Office Staff require the ability to build reports on
any data point in near real time.

Quality and Policy
OECOSL Central Office manages the visits that occur with Providers for PTQ rating, when and

how to move a Provider from one PTQ level to another, the process that triggers a Provider visit
for PTQ rating, the process that triggers an increased payment or incentive to the Provider as
dictated by the Provider’s PTQ level, and all negative actions taken when a Provider is moved
down on the PTQ rating scale. Additionally, OECOSL Central Office requires dashboarding and
reporting related to Quality Improvement activities, including the ability to drill down into Quality
Improvement work to monitor the amount and types of contacts CCR&Rs and the TA vendor are
conducting and the ability to see and monitor progress by other roles. OECOSL Central Office sets
Quality Improvement metrics for other roles and must have the ability to monitor progress toward
these metrics in near real time.

Regulation and Enforcement

OECOSL Central Office staff have the responsibility of monitoring the work and performance of
Licensing Consultants and Background Check Unit staff and processing information that is
obtained to issue various licenses and registrations to Child Care Providers. This work includes
supervisory work, such as managing and redistributing the caseloads of the Licensing Consultants,
as well as monitoring timeliness of completion of background checks to ensure compliance with
federal regulations, and being able to utilize information within the System to make policy
decisions. Some OECOSL Central Office staff also investigate improper payments, bad actors,
child care and pre-K assistance fraud, and other regulatory and enforcement activities related to
child care and pre-K assistance activities.

Family Eligibility

OECOSL Central Office staff also oversee the Eligibility Offices. They monitor the quality of
eligibility determinations on child care and pre-K assistance subsidy applications for improper
payments, handle appeals that families file regarding decisions on their applications, and review
case files and conduct other research in the System when answering policy questions or advising
on policy decisions. OECOSL Central Office Staff ensure that all parts of the child care and pre-K
assistance subsidy application and eligibility determination process are followed in accordance
with the CCDF Policy Manual, found at https://www.in.gov/fssa/files/CCDF Pre K Manual.pdf.

Statewide Budgets and Wait Lists
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OECOSL. Central Office owns the overall budget and wait lists for assistance grants and subsidies
that are paid to Families and must have the ability to see what has been encumbered for payment
of child care and pre-K assistance subsidies to Child Care Providers, what has been paid, and who
is on the various wait lists at the macro and micro levels. The current budget and wait list process
described in the Current State section is very manual in nature with many people dependencies,
causing unnecessary risk. OECOSL Central Office requires a statewide wait list for each child care
and pre-K assistance type. The System shall provide OECOSL Central Office with biweekly (every
other week) runs in the case management portion of the System to unencumber funds tied to
subsidy vouchers that are no longer usable by Families based on business rules. The System shall
notify OECOSL Central Office and provide workflows to the appropriate Eligibility Office when
unencumbered funds are available for a Family on a statewide wait list. The System shall provide
integration with the Payment System so that subsidy vouchers can be paid on a biweekly basis. The
System shall provide OECOSL. Central Office with appropriate spending reports with forecasting
of anticipated spending of child care and pre-K assistance funding based on the number and
amount of subsidy vouchers in the System.

2. Family Eligibility Determination Workflows

Primary users of the Family Eligibility Determination workflow are Eligibility Specialists.
Eligibility Specialists work with Families to determine their eligibility for child care and pre-K
assistance programs, support Families in maintaining compliance with child care and pre-K
assistance program requirements, and determine Families” ongoing eligibility for those programs.
Eligibility Specialists process applications, determine the correct child care or pre-K assistance
subsidy amounts, create subsidy vouchers for payment to the Child Care Providers chosen by
Families, provide Families with Payment System swipe cards, and troubleshoot issues for Families
with any of the items listed in this paragraph.

Eligibility Specialists work at Eligibility Offices in each Indiana county. Today, Eligibility
Specialists receive applications from Families in person or via Early Ed Connect (EEC). Eligibility
Specialists analyze applications and physical documentation provided by Families to determine a
Family’s situation and eligibility for child care assistance programs. Sometimes, a Family comes in
with an intent to file one application for child care or pre-K assistance and the Eligibility Specialist
determines that it is in the best interest of the Family to file multiple applications - this is often
referred to as “splitting” an application and is discussed above in the High-Level Example Use
Case. The application setup process is largely a manual one with many workarounds that requires
Eligibility Specialists to scan documents manually in multiple systems. Once the application is
entered, the Eligibility Specialist receives electronic referrals for child care assistance from other
State programs, and again, have to enter these manually into the system within five days of receipt.
Eligibility Specialists require comprehensive workflows with automated calendaring views and
dashboarding, user-friendly and efficient process flows for completing case work, and the ability to
see a full picture for an applicant, a child, and Family members, as well as Providers connected to
the Family. The System shall help provide a better process for handling all types of work including
regular applications and emergency case management and reporting,.

3. Regulation and Enforcement Workflows

Primary users for the Regulation and Enforcement workflow include the Licensing Consultant and
Background Check Unit. These groups work with Child Care Providers to ensure Child Care
Educators are qualified to work in child care and to ensure Child Care Provider compliance with
applicable policies and regulations for child care programs. Regulation and Enforcement activities
also include the review and determination of appeals filed by Providers and Educators for negative
action and disqualification. Specific roles in this Workflow section include:
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a. Licensing Consultant:

Regulation and Enforcement activities take place at the Child Care Provider setting during
annual licensing visits. Licensing Consultants investigate complaints or other potential
policy violations, as warranted. Additional activities include review of documents and
training records submitted through or retained within the System.

Licensing Consultants are located throughout the State of Indiana and are responsible for
regulating Child Care Providers in their geographical area. Licensing Consultants
regularly complete on-site visits with licensed and non-licensed Child Care Providers and
are involved in legal enforcement actions related to non-compliant Providers. Licensing
Consultants regularly communicate with and log communications with Child Care
Providers. Licensing Consultants require comprehensive workflows with automated
calendaring views and dashboarding, inspection report templates with interactive guided
flows to choose the correct regulatory citation when completing inspection decisions, and
case management views showing interconnections between Providers, Families, and

Educators.

b. Background Check Unit:

Background checks are completed on every Child Care Educator. The work includes
processing in-State and out-of-State background checks. Background checks are
performed by staff in the Background Check Unit, which is located at the OECOSL
Central Office. Background checks must be processed pursuant to federal timeliness
requirements. The Background Check Unit requires workflows to ensure that the
Background Check Unit can determine which background checks are in danger of not
being processed on time, that maximize efficiencies so that work can be completed on
time, and that provide proper status reporting to Child Care Educators and Providers via
the Provider and Educator Portal

4.  Quality Improvement Workflows

Primary users for the Quality Improvement workflow include the OECOSL Central Office, Call
Center, Child Care Resource & Referral agencies, PTQ Raters, and Technical Assistance vendor
staff. These groups track both status and progress of Providers in many areas and participation in
various Child Care Provider programs. For example, a Child Care Provider may be an approved
Head Start location, enrolled and progressing in Indiana’s PTQ program, and have Child Care
Educators on staff receiving TEACH scholarships to advance their education. Providers seeking to
advance within the PTQ framework will likely work with a Technical Assistance vendor to receive
TA by completing an online class, receive virtual coaching, and participate in a learning
community or community of practice. These groups may also work with community members on
outreach and education, which may begin with a single contact and progress, for example, to 1) a
family completing an application for child care or pre-K assistance subsidies or 2) a community
member expressing an interest in opening a child care facility, progressing to completing the
necessary pre-training classes, and submitting an application to become a licensed Child Care
Provider. This work also includes collecting and maintaining status, progress, and contact
information for community groups that come together to work on building the supply and quality
of early education in their communities, commonly referred to as early childhood coalitions
throughout the State.
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a. Call Center

OECOSL Call Center staff answer front-line questions regarding child care and pre-K
assistance programs across the State of Indiana. Call Center staff help route residents to
appropriate programs and resources. They help any Child Care Provider, Child Care
Educator, parent, or family that contacts the Call Center or CCR&R for help with
resources. The Call Center is the initial contact center for individuals whom have
questions about how to us Early Ed Connect or ILEAD, and they are responsible for
logging tickets with the EEC and ILEAD software vendors on behalf of public users of
those portals. The Call Center is centrally located with remote work capabilities, and they
are currently using Zendesk for management of Call Center materials and tickets. The Call
Center shall receive access to the System appropriate for their job functions, as well as
automated communications based on business rules logic.

b. CCR&R
CCR&R services are described in Section 4.3.3 above. Work is county, community, and
region based. CCR&Rs require:
e Workflows designed for their job functions as set forth in Section 4.3.3
e The ability to enter many different kinds of data into the System and to track that
data
e  (lase management
e The ability to track data entered by others
e The ability to create and track referrals for TA, child care assistance, training, and
other programs
e  Comprehensive reporting

c.  SPARK-TA
Technical Assistance (T'A) staff provide coaching, training, and specialized supports to
help Child Care Provider programs grow the quality of programming being offered to
Families. The statewide TA vendor will utilize this System in order to document the
support being provided to be able to demonstrate work on any insufficiencies noted
during licensing visits and inspections, to document a Provider’s work towards the
attainment of a PTQ certification, and to ensure collaboration of all partners in the support
of child care programs. TA staff document outcomes from a Provider self-assessment,
which is called the ISAT. TA staff require:

e Workflows based on the type of referral or request for assistance received

e  The ability to enter many different kinds of data and to track that data

e  (Case management

e The ability to view data entered by others

e The ability to transmit materials to Providers and Educators through the System

¢  Comprehensive reporting

6.1.4 Learning Management System

The Contractor shall provide the Learning Management System as a Functional Area of the Contractor's
System. However, the State reserves the right to not include this Functional Area in the final System. If the
State decides to exclude this Functional Area, the Contractor shall develop interfaces between its System

and the current Learning Management Systems, instead of replacing the current Learning Management
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6.2

6.3

6.4

Systems. If the State decides not to include this Functional Area in the System, the changes to the included
Functional Areas would be agreed to via the change process.

Please see Exhibit 3 for a complete list of Learning Management System functional requirements the System
must adhere to.

6.15 Business Intelligence and Reporting
Please see Exhibit 3 for a complete list of Business Intelligence and Reporting functional requirements the

System must adhere to.

General Systemn Requirements

General Systems Requirements are specifications and requirements that relate broadly to the technical needs
for the System as a whole. Please see Exhibit 3 for a complete list of General System Requirements the
System must adhere to.

Technical Requirements

Please see Exhibit 3 for a complete list of Technical Requirements the System must adhere to.

6.3.1 Hosting

The System shall be cloud-hosted on the State environment. The State will procure any proposed hardware,
software, and hosting capabilities through their own sources (e.g., State Quantity Purchase Agreement) for
the Contractor to use for the System.

The Contractor shall assist the State to the greatest extent possible in developing and setting up the technical
infrastructure and environments needed to support the System in conjunction with the State’s Office of
Technology. This includes, but is not limited to, participating in testing, disaster recovery, business
continuity, system capacity, system performance monitoring planning and activities.

The Contractor shall adhere to the Indiana Office of Technology’s terms and conditions outlined in Exhibit
4.

All System data, data provided by users of the System, and data provided by the State into the System are
all the property of the State. The Contractor does not have ownership rights to System data and may not be
market, sell, or otherwise use any of this data for purposes other than providing the services to the State as
set forth in this Contract without the express written consent of the State.

Compliance Reguirements

The Contractor and the System shall comply with the following standards:
e  State security policies (https://www.in.gov/fssa/4979.htm), including the Information Security Policy

(https://www.in.cov/fssa/files/FSSA Information Security Policy.pdf)

¢  FedRAMP certified requirements (https://www.fedramp.gov/)

e National Institute of Standards and Technology (NIST) Special Publication 800-53
(https://nvd nist.gov/800-53)

e  The Federal Information Processing Standard (FIPS) Publication 140-2 (FIPS PUB 140-2)
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71

PROJECT MANAGEMENT

Deliverable Development, Review, and Approval

One of the primary responsibilities of the Contractor is the production and maintenance of project
deliverables. Upon request, the Contractor shall make available for review individual components of
deliverables, in draft form, as they are prepared. The Contractor shall collaborate with assigned State staff
and State partners during the development of deliverables. The goal is to reduce expectation gaps related to
the content of the deliverable and, therefore, expedite the approval process. The Contractor shall be
responsible for maintaining deliverables and documentation throughout the project. The Contractor shall
update and deliver revised documentation from previous tasks at the completion of a subsequent task or
subtask that impacts the accuracy of previously delivered documentation.

711 Deliverable Standards
For each required deliverable listed in Section 8.2, the Contractor shall develop a Deliverable Expectation

Document (DED) in advance of the scheduled start of any task or subtask that will produce the deliverable.
The DED shall include the following.

e Deliverable outline

e  Sample deliverable format

e  Methodology, as appropriate

e  General description information that will be contained in the deliverable

e The State will discuss specific expectations and acceptance criteria for the DED with the Contractor
in advance of the DED due date. The State will work with the Contractor to approve each DED.
Mutual agreement on the DED shall set the expectation levels of the Contractor and the State. The
schedule for these tasks shall be delineated in the Contractor’s Project Schedule.

712 Formal Transmittal of Deliverables

As appropriate, the Contractor shall test each deliverable to confirm that it meets all Contract requirements
before it is submitted as complete. By submitting the deliverable, the Contractor certifies that it meets all
Contract requirements. The Contractor shall submit electronic copies of all deliverables, including non-
written deliverables (such as source code, software, network configurations, etc.) for each task or

subtask. Each deliverable submitted to the State for review and approval shall have a formal transmittal
letter from the Contractor’s Project Director. The Contractor’s Project Director shall be responsible for the
appropriate quality control of deliverables. All deliverables shall be provided in a complete form and shall
meet all Contract requirements no later than the dates indicated in the approved Project Schedule. The

Contractor shall meet deadlines to provide high-quality deliverables.

7:1:3 Approval of Deliverables

The Contractor shall submit each Deliverable to the State for review, comment, and approval. The

timeframes for State review, comment, and any Contractor re-work time are listed in Section 8.2.

7.1.4 Rejection of Deliverables

In the event the State finds a deliverable unsatisfactory (e.g., does not conform in all material respects to the
requirements) , the State shall notify the Contractor of the reason(s) for deliverable rejection in writing. The
State shall meet and confer with the Contractor to provide clarifications as requested or needed. The
Contractor shall then correct and resubmit the deliverable within agreed timeframes included in Section

Page 49 of 115



DocuSign Envelope ID: 7A34A63E-FFD1-46B2-8103-30174364F2BF

7.2

7.3

8.2. Rejection of a deliverable by the State does not provide permission for delays in delivering subsequent

deliverables unless approved by the State.

To the extent that any Deliverable has been approved by the State at any stage of Contractor’s performance
under this SOW, Contractor will be entitled to rely on such approval for purposes of all subsequent stages of
Contractor’s performance under this SOW. However, such approval does not relieve the Contractor from
delivering the requirements as agreed in this Contract (including the Scope of Work and other exhibits) and
other artifacts (e.g. RTM) or as modified via project change control.

Document Management

The State maintains a standard suite of software. Such software includes, but is not limited to, the Microsoft
family of products (Word, PowerPoint, Excel, Access, SharePoint) and Adobe Acrobat. The Contractor shall
provide for uniformity with its software standards. Software versions shall be available prior to the project
start date.

The State shall establish an electronic project library for the project using Atlassian tools including JIRA and
Confluence that shall be used by the entire project team. All deliverables and documents related to this
project shall be managed in this electronic library. All artifacts and documents related to contracted
activities shall be kept in tools designated and approved by the State.

This project library will be the documentation repository and shall serve as the primary access point for
completed tangible results for each task. All deliverables and documents related to this project shall be
managed in this electronic library, including administrative information regarding budget, schedule, and
project progress, as well as any other correspondence, reports, or project-related information. Documents
shall be accessible immediately. The Contractor shall work with the State to maintain logical organization
throughout the documentation repository

Project Planning

7.3.1 Design, Development, and Implementation Project Planning

During the DDI period, the Project Planning phase shall establish the basic project structure, evaluate the
risks associated with the project, and describe appropriate management and technical approaches.

Project Planning shall begin with a kick-off meeting between the Contractor and appropriate State staff, to
be held at the State’s office in Indianapolis, IN or through virtual meeting software as approved by the State.
During the kick-off meeting, the Contractor shall elaborate on the general approach, plan, and methods for
implementing their solution for the State, which shall be approved by the State prior to the kickoff. This
meeting shall occur within 15 days of the Contract Start Date.

Through project planning efforts, the Contractor shall develop the Project Management Plan (PMP) and
Project Schedule. The PMP shall document the actions necessary to define, prepare, integrate, and
coordinate all subsidiary plans. It shall define how the project will be executed, monitored, controlled, and
closed. The Contractor shall deliver the PMP and the corresponding subsidiary plans within the first month
of the project. Subsidiary plans shall be integrated into the PMP and are set forth in the subsections below.
All plans shall be subject to State review, edits, and approval.

1. Communication Management Plan
2. Organizational Change Management (OCM) Plan
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Schedule Management Plan
Resource Management Plan
Scope Change Management Plan
Configuration Management Plan
Issue Management Plan

Risk Management Plan

X NGO A B

Quality Management Plan

Note that this is a general guideline on best practices. Elements of the Project Plan shall be tailored to the
needs of the State. Throughout the project, the Contractor shall collaborate with the State’s IT vendor
management team. This team may run project status meetings, maintain an integrated project plan among
all distinct contracted OECOSL vendors (including OECOSI’s OCM activities), and provide State

representation as the State’s formal designee.

Throughout the DDI period, and other periods as necessary, the Contractor shall be responsible for
collaborating with all existing and outgoing vendors to support a smooth transition and implementation.

7.3.2  Maintenance and Operations Project Planning

During the M&O period, project planning shall include prioritization sessions (led by the State), where the
State will determine what items in the M&QO backlog need to be prioritized for enhancement or M&O work
first and will communicate those items to the Contractor. The Contractor shall continue to follow the PMP as
necessary and required by the State.

7.4 Project Staffin

1. The Project Resource Staffing Plan shall address the Contractor’s resource plans during all phases of
design, development, and implementation as well as the resource plans to support maintenance and
operations. The Contractor shall provide sufficient staffing levels at sufficient experience levels in all
areas required in order to meet the State’s delivery timetables and expectations. The Project Resource
Staffing Plan, shall include, at the minimum:

a. Number, type, and categories of staff proposed
b. Staff qualifications

c. Staff work location

d. Ongoing training requirements

e. Plan for new or reassigned staff

2. The State reserves the right to reduce or expand the staffing plan and replace categories of staff or
certain individuals with State staff or other contracted staff. For example, the State may elect to contract
out all training and replace Contractor training staff with State staff or State contracted training staff.
Any such changes shall be processed via a change order to the SOW.

3. The Contractor shall be responsible for identifying and correcting performance issues for its entire staff
(i.e., employees and subcontractors). In the event of Vital Staff performance concerns by the Contractor,
the Contractor shall notify the State as soon as reasonably possible to discuss and jointly determine the
approach for resolution. Should the State discover performance problems with any Contractor staff, the
State will notify the Contractor’s Project Director as soon as is reasonably possible so that the Contractor
can begin resolution. The Contractor shall remove any Contractor staff from the project upon the
request of the State within thirty (30) days of request if resolution of an issue is not identified.

4. All work will be accomplished via a combination of on site and remotely as agreed by the respective
project managers, and in compliance with any law, rule, regulation or policy related to COVID-19

imposed by either party or any governmental entity. Vital Staff members shall be available for in
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person meetings when requested by the State. All other Contractor team members shall be available for

meetings, remotely or in-person, within one (1) business day notice. Mandatory onsite attendance of

meetings by specific Contractor staff will be requested in advance. Non-Vital Staff may be located

elsewhere within the United States.

5. To confirm State user feedback is incorporated into system design activities, the Contractor shall

provide business analyst(s) with a proven record of translating user input into technical and functional

requirements and of developing requirements traceability matrices. Business analysts shall not be

considered Vital Staff; however, the Contractor shall provide a sufficient number of business analysts

with the following qualifications and experience:

a. Bachelor’s degree, with a preferred emphasis in business or business information systems

b. Atleast two (2) years of experience performing business analysis activities on a similar

project

-0 oo o0

Strong client management skills
Understanding of the Contractor’s SDL.C approach

Business knowledge of case management and/or claims processing preferred.

Good listening and excellent problem-solving abilities

g. Demonstrated oral, presentation, and written communication abilities

6. To confirm State questions and issues are appropriately addressed, the Contractor shall provide help

desk staffer(s) with a proven record of providing help desk services. Help desk staffers shall not be

considered Vital Staff; however, the Contractor shall be able to provide a sufficient number of help desk

staffers to ensure appropriate:

741

a. Triaging

b. Addressing tickets and issues

c. Assigning roles

Vital Staff

The term “Vital Staff,” for purposes of this Contract, means Contractor personnel deemed by the State as

being both instrumental and essential to the Contractor’s satisfactory performance of all requirements

contained as listed below. This list of “Vital Staff” is not intended to be an exhaustive list of required staff.

“Vital Staff” shall meet requirements as described below in the “Description” column.

Role

Description

Required Skills

Project Director | e

Responsible for coordinating the
overall project tasks.

Serves as the single point of contact
between the Contractor and the State
for all communications on all System
related issues, such as
implementation, development,
testing, etc.

Ensures service level agreements are
sustained, and deliverables are
submitted on a timely basis.
Full-time dedicated to the Contract
during entire Contract term
Available onsite with advance notice
(five business days)

A minimum of five (5) years of
experience in successfully managing
and/or leading large-scale IT system
projects

At least three (3) years of experience
with a system of similar size and
capabilities to the Contractor’s
proposed system

Applicable experience with the
proposed solution preferred

At least two (2) years of experience with
system analysis, maintenance, and
operations

Project management experience
Strong written and communication
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Role

Description

Required Skills

skills

Operations
Manager

Required to manage day-to-day
responsibilities

Tracks performance standards to
ensure that established metrics are
achieved

Full-time dedicated to the Contract
during the maintenance and
operations portion of the Contract
period

At least three (3) years of experience
with a system of similar size and
capabilities to the Contractor’s
proposed solution

Applicable experience with the
proposed solution preferred

Project management experience
Strong written and communication
skills

Lead Architect

Drives the solution architecture and
mapping of required functionality to
minimize the need for custom
development

Leads the architectural design and
documentation at a technical
reference model level as well as at a
System or subsystem level

Leads application and data modeling,
building block design, applications
and role design, systems integration,
etc;

Ensures System alignment with the
technical requirements and goals
Responsible for the development of
technical procedures and
documentation

Full-time dedicated to the Contract
from kick-off to System go-live
Responsible for consulting on
enhancements and defects during the
M&O period

Available onsite with advance notice

(five business days)

At least three (3) years of experience
developing relevant applications

At least three (3) years of experience
with a system of similar size and
capabilities to the Contractor’s
proposed solution

Applicable experience with the
proposed solution preferred

At least three (3) years of experience
managing systems architecture and
systems development projects

Implementation
Lead

Responsible for program
implementation

Manage escalated issues

Leads the development, update, and
execution of implementation plans
Full-time dedicated to the Contract
Available onsite with advance notice

(five business days)

At least three (3) years of experience
with the solution proposed by the
Contractor or a system of similar size
and capabilities

At least two (2) years of experience
managing the implementation of
relevant applications (preferred
experience having implemented the
proposed solution for another client)
Completed at least one (1) project
within the past three (3) years that
involved a phased implementation
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Role

Description

Required Skills

where systems activities were
coordinated between the old and new

system environments

Database
Administrator

Designs, manages, and maintains the
program database

Evaluates and optimizes database
configurations and access

Available onsite with advance notice
(five business days)

At least two (2) year of experience in
database administration

At least three (3) years of experience
developing systems using the relational
database proposed by the Contractor

Training Lead

Responsible for developing the
change management and training
program for the new program
Develop and create training videos
and eLearning modules

Develop testing and evaluation
tools/methods

Establish communication, training
and documentation guidelines
Serve as a learning and development
expert collaborating with
stakeholders to better understand
their needs

Onsite during training planning and

other training activities

At least two (2) year of experience in
large system training

At least three (3) years of experience
with a system of similar size and
capabilities to the Contractor’s
proposed solution

Applicable experience with the
proposed solution preferred

At least three (3) years of experience
involved developing course outlines,
materials, and organizing, conducting
classes to support the implementation
of the new business processes and
systems.

Testing Lead

Leads all testing activities including
planning, documentation and
execution

Ensures the Master Test Plan and
processes are coordinated with all
stakeholders

Ensures documentation and
resolution of issues discovered
during the testing process

Serves as the point of contact for UAT
issues

Ensures compliance with all Federal
testing requirements for the proposed
System

Full-time dedicated to the Contract
during system testing efforts
Available onsite with advance notice
(five business days)

At least five (5) years of experience as a
testing lead for projects similar in size
and complexity to the proposed project
Minimum of three (3) years of
experience conducting various test
phases and leading teams through
complex system test scenarios for a

large-scale government entity.
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8. DESIGN, DEVELOPMENT, & IMPLEMENTATION (DDI)
8.1 Methodology
In order to design, develop, and implement the System, the Contractor shall utilize an agile methodology
which best meets the needs and resource constraints of the State based on their experience with similar
projects and environments.
The approach to Agile and high-level description of phases and tasks are presented in the graphic below.
This approach applies to all five functional areas (Case Management, Business Intelligence, Family Portal,
Provider Portal and Learning Management System):
PHASEO PHASE 1 PHASE2,3,and 4 PHASES
Requiremants Design, Devel t i tati System Maintenance
A ® i 111 G ]
3 ‘,m’,"i’,::"d " 5;:;,“'""“ PRC:\'II;SEC::;D CASE LEARNING BUSINESS St tapport
FAMILY PORTAL EDUCATOR MANAGEMENT MANAGEMENT INTELLIGENCE T3 Taireitrachie
7.3.1 Project s PORTAL SYSTEM SYSTEM AND REPORTING ‘Mammm ‘
List of Detailed User 113 M&OTesting |
7.3.2 M&O Stories q R ——————
Project Planning @ @ @ @ @ 11.4 Application
| Monitoring
. i 82 i
e e mﬂniti?;”nl;;mmm ‘ ::am‘m"“"
7.5 Product Installation + Design + Design + Design + Design + Design s
8.2 o1 2 A ) . * D 11.7 Training
;::Y:dm'u; + Data Conversion « Data Conversion + DataConversion + Data Conversion + Data Conversion S —
“mah"m""u‘ea‘ Ao X ;:;m;gunan X :::':tggrabon X ::; :Iggratlon A :ren; ml:ranon A ::sd'm;gmmn aﬁ’sﬂ?nﬁcmm ‘
"u— - : 11.9 Enhancements
Terms and Acronyms I . Tra'inmg « Training « Training « Training + Training 11.10 Help Desk.
7. Project Management
7.1 Deliverable Management
7.2 Document Management
7.3.1 Communication Management
7.3.10 Change
7.3.1 Schedule Management
7.3.1 Resource Management
7.3.1 Scope Change Management
7.3.1 Configuration Management
7.3.1 Issue Management
7.3.1 Risk Management
7.3.1 Quality Management
7.4 Project Staffing
9 Defect Management
8.2 DDI Phases and Deliverables

The table below shows the DDI phases and required Deliverables. At a minimum, these Deliverables (or

equivalent with prior approval from OECOSL) shall be created by the Contractor and accepted by the State.

Please note that project management, defect management, organization change management, and training

responsibilities and activities as outlined in the Contract shall be included and applied across DDI phases, as

applicable. Contractor costs for these responsibilities and activities shall be included in the pricing of

Deliverables in the table below.
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DDI Phase

Deliverables

Scope

Review Timeframe (State
Review / Contractor Revision/
Final State Review)

1. Planning
/Requirements
Gathering and
Validation
(Discovery)

Project Management
Plan

Once for the project

10/5/5

Definition of Done /
Definition of Ready
(DOD/DOR)

Once for the project

5/5/5

Master Test Plan

Once for the project

10/5/5

System Architecture
Design

Once for the project

15/5/5

Technical
Environment and
Infrastructure Design

Once for the project

15/5/5

Gap analysis report

Once for the project

10/5/5

Epics and Users Stories

Multiple iterations based on
functionality

5/5/5

Glossary of Terms and
Acronyms

Once for the project

5/5/5

Data
Conversion/Migration
Plan

Once for the project

15/5/5

Functional and
Technical
Requirements
Traceability Matrices

Once for the project

5/5/5

2. Sprinting

Sprint Team 1 (Case
Management, Business
Intelligence and
Reporting) - Sprint
Completion
Deliverable (Solution
Detailed Design and
Sprint Acceptance Test
Scripts & Report)

Once for each of 13 sprints

End of sprint

Sprint Team 2 (Family
Portal, Child Care
Provider and Educator
Portal, and Learning
Management System) -
Sprint Completion
Deliverable (Solution
Detailed Design and
Sprint Acceptance Test
Scripts & Report)

Once for each of 9 sprints

End of sprint

3. Implementation

Implementation Plan Once for the project 10/5/5
Stabilization Plan Once for the project 10/5/5
Operations Manual Once for the project 10/5/5
Complete Once for the project Considered complete when

Implementation (UAT)

UAT has been completed per
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the criteria established in the
Master Test Plan
Complete Once for the project Considered complete when the
Implementation Roll system goes live per the
Out criteria established in the
Implementation Plan
Successful Data Once for the project Considered complete when the
Migration Completion data migration is complete per
the Data Conversion /
Migration Plan
Post-Implementation Once for the project Considered complete when the
Warranty Activities applicable defects identified
during the 90 days after
implementation have been
resolved

8.3

Planning and Requirements Gathering and Validation (Discovery)

In the Planning and Requirements Gathering and Validation Phase, the Contractor shall gather detailed
program requirements, identify how and where the requirements are met in the Contractor’s System, and

formally validate these requirements.

The Contractor’s responsibilities include:

1. The Contractor shall work with program stakeholders to perform a gap analysis of RFP of
business/functional and technical requirements against the Contractor’s solution to identify areas
needing configuration and customization.

The Contractor shall review all legacy systems and artifacts (e.g., documentation, forms, reports, etc.).
The Contractor shall meet with all relevant stakeholders to document business processes, technical
requirements, federal and State requirements, and workflows.

4. The Contractor shall work with program staff to develop comprehensive to-be future business process
workflows.

5. The Contractor shall define and report all necessary gaps and define customization options within their
solution.

6. The Contractor shall deliver:

Project Management Plan

Definition of Done / Definition of Ready (DOD/DOR)

Master Test Plan

o

System Architecture Design
Technical Environment and Infrastructure Design
Gap analysis report

Epics and Users Stories

F@ me oo

Glossary of Terms and Acronyms

—-

Data Conversion/Migration Plan
j.  Functional and Technical Requirements Traceability Matrices
7. The Contractor shall formally validate the final requirements to ensure they meet the State’s needs and
align with the Contract’s requirements. Work on the next Sprint shall not begin before the State
formally approves the Epics and Users Stories for that Sprint.
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The State’s responsibilities for Planning and Requirements Gathering and Validation phase include:

1. Collaborate with the Contractor to develop and approve the specified deliverables

2. Provide reasonable Subject Matter Expert’s (SME) availability to support requirements and design
sessions
Provide required documentation for the Contractor to form Epics, User Stories and Design Deliverables
Review and provide feedback to the Contractor for all associated deliverables in the timeframe
identified in Section 8.2

8.4 Approach to Solution and Infrastructure Setup

The Contractor’s approach for the infrastructure is to utilize a hybrid cloud environment with supporting
SaaS-based tools. The following diagram provides a high-level view of the State’s cloud environments for

the system.

Infrastructure

i State on-premises
MuleSoft !

Azure Acti ()]
A ATLASSIAN @airﬁowwe : )

Figure 1: High-Level Cloud Infrastructure Components

The following section defines the component level ownership and responsibility

1. Atlassian components are fully managed by the State and hosted on the State AWS account. This AWS
account is different from the OECOSL System AWS account. The State will provide the required access
to the project team members.

2. Azure Active Directory is fully managed by the State. The State will provide required access to the
project team members

3. Salesforce is a SaaS product managed fully by the software vendor managed by the State with the help
of the Salesforce team

4. MuleSoft is a Saa$ and is fully managed by the State with the help of the Salesforce team

5.  OECOSL System AWS account is owned by the State. The following section of the document describes
the details around the roles and responsibilities of the OECOSL System AWS account.

6. Contractor will document each service and component before moving to production.
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The following are the responsibilities of the Contractor and State, within IOT guidelines and specifications,

on the OECOSL System AWS account for the categories mentioned in the table below.

Category Cfnx:ztl:: o Description Scope
Compute EC2, EC2 Cloud infrastructure Contractor responsibilities:
Autoscaling associated with e  Provide guidance as required by the State for
Operating System (OS) AWS workloads/EC2 deployments
based deployments. State Responsibilities:
e  Create compute nodes/EC2 instances
e  Configure additional OS storage
e  Manage Amazon Machine Images
e  Setup backup at a regular interval
e Install OS level IOT Software
e Apply OS patches
e  Provision user access
e  Configure scaling, thresholds, and policies
e Monitoring of the node
Containers ECR, EKS, AWS provided Contractor responsibilities:
Fargate container hosting ¢  Configure container platform policies
platforms. e  Manage container repository
e  Upgrade and manage underlying nodes as
necessary
e Monitor container health and operations
e Monitor container platform health and
operations
e  Configure scaling policies
e  Configure cluster security policies
e  Configure cluster secret management
e Update container images
e  Utilize AWS native containerization tools such
as App2Container to support containerization
of workloads
State Responsibilities:
e  Provide guidance for business needs of
containerized assets
e  Stay informed of changes and events within the
container ecosystem
Database Aurora AWS provided database | Contractor responsibilities:
hosting platforms. e Define and deploy database platform
e Configure database policies, and define
administrators
e  Configure replication and backup policies
State Responsibilities:
e  Provide guidance for business needs for
database operations
e  Stay informed of changes and events within the
database ecosystem
Analytics Kinesis, Glue AWS provided services | Contractor responsibilities:

that support data
analytics.

e  Build, configure, establish, and maintain data
lakes, ETL, and streaming services
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e  Build and execute queries to help provide
insights into data
State Responsibilities:
e  Provide guidance of analytic needs and reports
e  Consume reports to stay informed

Serverless Lambda, SNS AWS provided services | Contractor responsibilities:
supporting function as e Deploy and configure serverless application
code and serverless hosting environments
deployments e Deploy and configure serverless queuing
mechanisms
e Deploy and configure notification services
e  Configure serverless data communication
layers such as AppSync
e  Configure serverless scheduling
State Responsibilities:
e Provide guidance and input into business needs
Network & VPC, Transit AWS and on-premise Contractor responsibilities:
CDN Gateway, related networking e  Provide guidance as required by the State for
Route 53 integrations and network integrations
services. e  Configure and maintain application load
balancer (ALB)
¢  Configure and maintain API Gateway
¢  Configure service mesh as needed
e  Configure service discovery
State Responsibilities:
e  Configure and maintain all VPC’s and subnets
e  Configure and maintain edge computing such
as CloudFront
e  Configure and maintain all DNS records
e  Configure and maintain service PrivateLink’s
¢ Configure and maintain Direct Connect
e  Configure and maintain Transit Gateway
¢ Configure and maintain the secure VPN
connection to State of Indiana Data Center (On-
Premise)
¢ Configure and maintain secure VPN
connections to MuleSoft
AWS Cost Cost Explorer, Services associated with | Contractor responsibilities:
Management Budgets monitoring and e  Assistin configuration changes in support of
managing AWS costs. optimizing costs
State Responsibilities:
e  Configure and monitor cloud budget
e  Configure and maintain budget alerts
e  Manage discounts via reserved instance credits
e  Guide overarching budget and cost reduction
methods
e  Manage billing responsibilities
Management & | CloudTrail, Services associated with | Contractor responsibilities:
Governance Config, monitoring cloud e Work within the bounds of defined governance
CloudWatch activities and defining and policies

appropriate cloud
policies.

e Advise on and support configuration activities
State Responsibilities:
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e Develop overarching cloud posture,
governance, and policies

e  Configure and manage cloud monitoring tools

e Define guard rails within the cloud
environment

e Define policies within the cloud environment

e  Manage chatbot

e Monitor cloud service health

e  Manage licenses

DevSecOps CodeBuild, Services associated with | Contractor responsibilities:

CodeDeploy the deployment and e Provide the project needs for the DevSecOps
quality checking of ¢ Configure Infrastructure as Code (IaC) and
software and software pipelines
infrastructure code. e  Configure of data change pipelines

State Responsibilities:
e  Configure Source Code repository like
Bitbucket
¢ Configure and manage network and OS
scanning tools
¢ Configure Container security scanning tools
Security, Shield, Configurations and Contractor responsibilities:
Identity & Firewall services associated with ¢ Work within the bounds of applied security
Compliance Manager, maintaining a secure controls
Security Hub operating environment. | State Responsibilities:
e Configure and maintain
o Account provisioning
o Access policies
o Guard rails for cloud environment
o Role Based Access Control (RBAC)
o Overarching cloud IAM
o Overarching user IAM
o Key Management
o Artifact management
o  Single Sign-On
o Firewall
o IDS/IPS
o WAF
o Security monitoring
o Security response
o Audit
Storage S3, EFS, Services associated with | Contractor responsibilities:
Backup data storage and e  Configure S3 buckets and policies
backup. ¢  Configure and manage high performant file
shares via FSx
e  Manage long term/cold storage
¢  Configure and manage file shares via EFS
e  Configure backup policies and processes
State Responsibilities:
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e Advise on backup policies and processes

e  Provide guidance on Tools to facilitate on-
premise to cloud data transfer

e  Create and maintain disaster recovery tools and
processes

8.5

Approach to Design, Development and Test

The Contractor’s approach to Design, Development, and Test phases follows the Agile methodology. Work
is managed through iterative development cycles called “sprints”. Throughout the sprint cycle, there is a
focus on working software and continuous improvement. Scope is defined through the use of product and
sprint backlogs.

The sprint to deliver pre-defined scope of work consists of four weeks. Within each sprint, the Contractor
conducts Design, Development, System Test, Training and supports incremental UAT. Definition of Ready
(DOR) established in the Project planning phase must be met by the State and the Contractor to enter into
each sprint. At the completion of each sprint, Definition of Done (DOD) must be met to close the sprint. An
illustrative calendar below depicts the typical activities and tasks carried out within a sprint.

The Contractor shall perform a thorough walk-through demonstration of each Sprint showing how it
supports program business processes and outcomes and explain the various options to address the gaps in
software functionality. Based on the results of the review, the State, in conjunction with the Contractor, shall
make decisions on how the gaps will be addressed.

Sprint Planni in | [ ] - 1
Define/Assign
Dev & Testing Tasks Deveiopment

'm Tests

Development

e —
e —_— ]

ey
Deloitte Activity

For each sprint, a collection of user stories is prioritized for development based on OECOSL's priority,
estimated effort per user story, and available story point capacity. The effort to implement user stories are
estimated by the Contractor in the form of story points. As part of the DOR, the Contractor works with
OECOSL to prioritize the user stories before entering the sprint. Each sprint contains up to 470 story points’
worth of user stories. The detailed breakdown is as follows. The baseline assignment of specific Functional
Areas and functions to sprints and the allocation of story points to specific Functional Areas and functions is
subject to change based on mutual agreement during sprint planning and prioritization. The Contractor
shall adhere to DDI Performance Measure #1, DDI Sprint Timeliness during this process.
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Scrum Team 1 - Case Management System and Business Intelligence

Sprint Functional Area Function Story Points
Number
Subsidy - Application Initial Application,
1 Processing (Child Care and | Redeterminations and 230
Pre-K) Changes
2 Subsidy -Eligibility (Child | Eligibility Determination 350
Care and Pre-K) and Scholarship Issuance
3 Attendance Tracking Watkload Manage}ment And 470
Attendance Tracking
4 Payments Payment. generation and 470
support issuance process
5 Waitlist Waitlist Management 470
! : o Provider Application and
6 Licensing — Application S bmisoh Rotiow 470
4 Inspection Management
7 I 470
fepeciion and Case Routing
. Plan of Correction and
8 Plan of Correction o oo 470
9 Certification Certlflcahon Fssuance and 490
Admin functions
o Request for PTQ and
I L5 rpliaten Workflow Management =il
. PTQ Eligibility
11 PTQ — Eligibility Pl aatins 490
12 Technical Assistance Dechmiedl Ssiipnte 490
Process
13 Backlog user stories Bacl.dog i Stazies frath 490
carlier sprints

Scrum Team 2 — Family Portal, Provider and Educator Portal and Learning Management

System
PRt Functional Area Function Story Points
Number
1 Family Portal — Child Care and Pre-K 150
Application Application Submission
2 o Request to schedule and 150
view virtual appointments
3 Pre-Screening Pre-Screening for families 150
-+ Provider Portal - A 150
Application PPy &
5 Fees Provider Fees payment 150
6 Provider Training Tra.in.ing module for self- 150
learning
7 DTO rating roquet Request to change PTQ 150
rating
8 LMS — Setup Setup LMS system 150
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8.6

9 LMS - Content Identify and load LMS 150
content

Design

The Contractor shall be responsible for the following activities (following State approval of the final

Comprehensive List of Detailed Functional and Technical Requirements):

1

10.

11.

12.

The Contractor shall perform a thorough walk-through demonstration of their System showing how it
supports program business processes and outcomes and explain the various options to address the gaps
in software functionality. Based on the results of the review, the State, in conjunction with the
Contractor, shall make decisions on how the gaps will be addressed.

Lead architecture, design, and development discussions. The Contractor shall factor in user experience
(UX) considerations for each user type (e.g., families, providers, etc.) into the design process and
outputs, particularly with respect to the entry portal and the business processes that drive the System.
Organize and conduct design sessions with State-designated subject matter experts to develop the
detailed System design.

Provide input and conform to the direction of the State IT standards.

Facilitate design sessions required to support system development and interfaces to external and
internal data sources.

Proactively identify and account for dependencies in the software solution and with regard to
interfaces.

Develop the overall System Architecture Design suite, comprised of the following components, which
shall receive State approval:

a. Architectural System Design

b. Interface Design

c. Database Design that includes creation/maintenance of a logical data model, data
definition/dictionary, data sharing standards, and data security standards

Produce forms and reports designed according to stakeholder requirements.
Develop detailed functional design, including business rules documentation.

a. The Contractor shall confirm that the State has the ability to make changes in the business rules
engine. The number of State users who have the ability to make changes in the business rules
engine may be limited to ten, including multiple groups of State stakeholders. The Contractor
shall be responsible for training these users in order to ensure they are able to effectively and
efficiently make changes in the business rules engine.

Develop the technical environment specifications for the System, including all necessary infrastructure,
software, and tools requested or required to implement and support the System without adversely
impacting existing systems. The Contractor shall work with the State of Indiana Office of Technology to
plan and develop sufficient technical environments to support the System.

Work with the State to understand the functionality of the legacy systems including AIS and CCIS. This
information shall be used to create the design of the Integrated Child Care System. The Contractor’s
implementation plan shall minimize impacts to the legacy systems. After the deployment of the system
to production, the legacy systems will be decommissioned by the State. The Contractor shall migrate
the data over to the new system. The Contractor shall support the State in planning for
decommissioning; of its legacy systems.

Design of this system shall include a “wrapper” for single sign on to ensure usability and seamlessness.
For example, providers/users who are logging into different Salesforce instances would login with their
State account and be presented with two portal options as opposed to having multiple logins.
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8.7

13. The Contractor shall make available any frameworks, user interface designs, lightning web
components, APIs designed and created for this system for use in other OECOSL systems.

The State shall be responsible for the following activities:
1. Provide reasonable SME availability for the Contractor to comprehensively identify system design
2. Coordinate availability of other key stakeholders such as, selected child care providers to participate in
the design sessions
3. Provide required documentation for the Contractor to form Design artifacts
4. Review and provide feedback to the Contractor for all associated deliverables in the timeframe
identified in Section 8.2

Development

In the Development Phase, the Contractor shall install, modify, and develop the System and perform unit,
system, and integration testing to ensure all requirements are satisfied. In order to do this, the Contractor
shall establish its infrastructure (if applicable), software, and network environment, including connection to
the State network. If response times do not meet the specified performance requirement (DDI
Environment(s) Uptime) in these environments, Contractor shall re-evaluate and address issues. The State
reserves the right to incorporate new Performance Measures concerning DDI Environment Response Time
at that time through the change control process.

The Contractor shall support the State in the corresponding set-up of the infrastructure for the System. The
Contractor’s development approach shall incorporate appropriate government and industry best practices
and be in accordance with the approved standards.
1. The Contractor shall be responsible for the following activities:
a. Apply consistent development standards including coding, database, and field naming
conventions, in alignment with industry standards.
b. Perform/support all necessary testing activities required to implement the interfaces.
Perform necessary configuration, development, and testing required to implement the
functional and technical design. See Section 8.8 for Data Conversion and Migration and Section
8.9 for Testing for additional information on the requirements for these activities.
d. Provide and implement application lifecycle management processes to manage requirements
through the entire application lifecycle.
e. For transfer systems and any customizations to the Contractor’s software or platform, provide
the State with access to both source/object codes for software components and documentation.
Note: All new software functionality built on top of any software will be owned by the State.
f.  Use a code scanning tool on all source code to identify and allow the developers to correct any
code that poses a potential vulnerability or security threat.
2. The Contractor shall produce system documentation. These will be updated during sprints as the
solution is tailored for the State. The system documentation will include information on:
a. Depiction of all process information, including an indication of processes that are event or time-
dependent
b. Alogical depiction of the physical layout and storage of databases, tables, and records. This will
be covered as a part of the Entity Relationship Diagram
¢. Detailed data definitions, data storage and data access specifications
Detailed layouts of menus, windows, reports, and forms
A graphical depiction of the overall architecture
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8.8

f. A description of the overall application architecture including primary components/modules,
navigational structure, etc.

g. A description of architectural components that provide generic system functions in support of
the application, such as printing, batch, error handling, security, etc.

h. Detailed infrastructure and software specifications

i. A graphical depiction of the linkage of batch programs into a physical control process that
represents an executable sequence for production

The State shall be responsible for the following activities:

a. Provide reasonable SME availability to clarify any gaps in the identified requirements and design

b. Review and provide feedback to the Contractor for all associated deliverables in the timeframe
identified in Section 8.2

Data Conversion and Migration

The Contractor’s data conversion and migration responsibilities are the following. The Contractor shall:

1. Examine the data from existing sources to identify data challenges early in the project for the data
conversion/migration effort and compile a list of defined rules to be built to address challenges.

2. Develop a Data Conversion and Migration Plan to describe the conversion and migration strategy.

a. The Data Conversion Plan shall describe the mapping of legacy data to the new System, as well
as the methodology and schedule for conversion, migration, and data validation. Also included
shall be a list of the legacy data to be included in the migration and legacy data that can be
archived. Program staff and the Contractor shall work to define an archival data strategy for
archiving historical data that is no longer needed, following State records management rules.

b. The plan shall also take into consideration the migration of images and scanned documents, to
include a scoping exercise to define what documents/ images need to be migrated; along with a
strategy that defines the methodology and adheres to State data governance and retention
policies.

3. Provide a data dictionary, data models, data flow models, process models, and other related planning
and design documents to the State in a timely manner prior to data conversion/migration validation.

4. Develop scripts to convert high volume data objects automatically.

5. Provide tools to minimize the manual effort required to convert data from the legacy solution and/or
synchronize the data between the initial release and the retirement of legacy systems.

6. Lead data conversion and migration activities including developing a schedule for all data mapping
and conversion activities involving State resources.

a. Coordinate all automated and manual data loads during data conversion.

b. Based on the data migration plan and all accompanying data documents, migrate
cleansed/converted legacy data to a test environment for demonstrations, system and unit
testing, and UAT.

c. Perform data conversion testing and provide tools or guidance to help data conversion by
identifying common error conditions (e.g., duplicate records) and minimizing manual effort
during the data conversion and migration process by automating where possible the corrective
action process (e.g., merging duplicate records).

d. Validate test data for accuracy and functionality.

Support the review and approval of data conversion testing results.

f.  Develop audit trails and logs to ensure that all data has been correctly migrated and, when

appropriate, that the correct synchronization has been achieved.
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8.9

-

To the degree necessary to meet the Contractor’s needs and to meet requirements of this Scope,
establish, maintain, implement and manage software tools to include but not be limited to Data
Transformation, Data Load, Data Refresh, Data Access, Security Enforcement, Version
Control/Configuration Management, Backup and Recovery, Disaster Recovery, Performance
Monitoring, Database Management, Platform, Data Modeling, and Metadata Modelling,.

The State’s responsibilities include, but are not limited to the following:
Performing data cleansing in the legacy systems

1.
2

Perform data extraction from legacy systems and provide the cleansed and extracted data in the

specified file format in a central repository

Provide reasonable Subject Matter Expert’s (SME) availability to identify systems and data elements for

conversion

Provide required documentation for the Contractor to support data mapping between legacy and

modernized child care system

Review and provide feedback to the Contractor for all associated deliverables in the timeframe
identified in Section 8.2
Validate the converted data and provide data conversion sign-off

Testing

The Contractor’s testing responsibilities are the following. The Contractor shall:

i,

Develop a Master Test Plan that shall be approved by the State before testing activities can begin. The

Master Test Plan covers the approach and methodology for all aspects of testing and shall include:

a.

= o

Definition of test philosophy (including objectives, required levels or types of testing, and basic
strategy)

Strategy for maintaining testing environments to facilitate all testing cycles and any testing
needs identified

Strategy for assisting the State in conducting “what if” analysis testing

. Strategy to be used for creating and populating the test database(s) and maintaining the files

during iterative testing

Strategy for collaboration and sharing of test cases with the State and its designees to support
applicable testing cycles

Explanation of how the testing will satisfy specific objectives and demonstrate that the
requirements are met utilizing a Testing Traceability Matrix (I'TM).

i. The Testing Traceability Matrix shall compare the requirements document to that of
the test cases to ensure that the requirements are met and are functioning in line with
the State’s expectations. The Testing Traceability Matrix will be owned and updated
by the Contractor based on State personnel feedback and actioned accordingly.
Reporting on status of testing results will include communication on the status of TTM
comparisons. Both forward and backwards traceability shall be accommodated.

Identification of the design modules that will undergo control or data flow analysis
Explanation of how each phase of the testing is determined to be complete, including how the
formal reports/debriefings will be conducted and methods for tracking pass-fail test results
The testing facilities, environment, and specific testing tools to be used
Processes and procedures that will be used for releasing and reviewing testing results
Identification of the following for each testing cycle:

i. Facilities/tools to be used

ii. Staff/resources
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iii. Method for review of test case and procedures
iv. Configuration management
v. Procedures for releasing test results

vi. Test data refreshing

vii. Planned testing environment
viii. Acceptance criteria that determine whether a phase of testing has been
completed. This includes criteria such as number and types (severity) of defects.
ix. Mapping of the test cases to the requirements and reporting on the status/ progress
2. Test Plan shall include explanation of testing methodology and planned actions for testing numerous
new-issue and old model mobile devices operating on both Android and iOS platforms.
3. Manage the following test cycles, tracking progress through quality reports:

a. Construction and unit test

=2

System test
Performance test
Regression test
Integration test
Interface test
Security test

S® ™0 an

System end-to-end test
Conversion test

j. Operational Readiness Review (ORR)
k. Implementation test
I. Penetration testing
4. Support User Acceptance Testing (UAT) when requested (e.g., integrated planning, defect triage and
correction, subject matter advice and clarifications). UAT shall be conducted with representatives of all
end user groups, including State teams, providers, and families.
5. Develop test scripts covering all of the functionality for each testing cycle in collaboration with the
State.
6. Support the testing environment including, but not limited to, creating the test datasets, creating de-
identified test data sets, and resetting the test data to support the re-running of test scripts.
7. Provide defect management tool(s) and procedures for tracking, managing, and reporting system
defects during testing. Please see Section 9 for additional information on Defect Management.
8. Automate testing where possible. Utilize automated testing tools to increase test execution speed and
accuracy within the testing phases.
9. Train State staff involved in testing on the system and test procedures.
10. Run validation and testing software against externally facing Internet applications to help identify
potential security issues and repair any deficiencies found during this testing.
11. Refine, update, and make available all test documents, procedures, and scripts throughout
development and through full system acceptance to reflect the current requirements.

The State’s responsibilities include, but are not limited to:

1. Develop and execute UAT test scripts during sprints (incremental UAT) and during final UAT
2. Create test plan, test scripts and test data in preparation to conduct UAT

3. Identify and communicate any defects to the Contractor

4. Provide UAT sign-off
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8.10

Implementation

The Contractor shall propose implementation activities, including relevant analysis, based on their prior

experience for State consideration. The State will ultimately approve the final implementation plan.

The Contractor shall fulfill the following implementation responsibilities:

1.

10.
ik 12

Provide guidance regarding the Implementation plan and help develop the plan, including identifying
the scope, participants, timeline, risks, and mitigation strategies.
Conduct a pre-implementation readiness assessment.
Develop the Release Plan, which shall also include both pre-production and production releases. It shall
include, but is not limited to, the following processes and activities:
a. Establishment and implementation of plans and procedures for the Release Management
function

b. Rollout Planning — Plan for and schedule rollout of new services or sites

(e}

Release Planning — Plan for, coordinate, and schedule releases of new versions of the software,
data, procedures, and training
d. Rollout Management — Deliver services to new sites or existing sites
Release Control — Monitor the release process and adhere to release schedules
f.  Migration Control — Coordinate the promotion of new releases from development to test to
production
g. Release Testing — Coordinate the actual testing of releases/updates
h. Software and Data Distribution — Verify delivery of the correct versions of the software, data, or
configuration releases to all locations, regardless of hardware type (server, workstation, laptop,
etc.)
Develop the Stabilization Plan, outlining how the Contractor shall confirm stability of the system
following implementation.
The Contractor shall address and correct all findings and work with the State to gain formal written
acceptance before Implementation.
Develop specified user guides
Conduct training per approved Training Plan, measure training results, and adjust as needed.
Roll out the Implementation according to the approved plan and without any disruptions to the normal
operations.
Lead check-point meetings and provide relevant information to help the State make informed decisions.
Update all documentation and assist in the smooth transition to System M&O.
Develop and deliver an Operations Manual. Plans for the following services shall be included in this
Deliverable:
a. System administration and operations;
Incident/problem management;
Root cause analysis;
System monitoring;
User account management;
Security administration;
Database administration;

F@ e an o

Break-fix;

e

Change and release management;
Configuration management;

k. Standards and processes to describe the Contractor’s approach to any concurrent development

code streams needed;
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8.11

. Performance management;

m. Capacity planning and management;

n. Technology refresh and replenishment services;
0. Disaster recovery services;

p. Data retention and archiving; and

q. Escalation procedures.

12. Support the State in the retirement (archival/decommissioning) of legacy systems.

13. Complete all Post-Implementation Warranty Activities, including defect management and resolution

according to the Warranty requirements in Section 15.

The State’s responsibilities include, but are not limited to:

(N

2
3
4

Provide a go-live decision to deploy the system into production environment

Support validation of deployed code and production data

Send out release communications to notify the stakeholders of the deployment

Support product backlog refinement to prepare for the Maintenance and Operation (M&Q) phase

Project Schedule

Figure 8.1 describes the high-level project schedule. This high-level project schedule is an estimate and all
time periods are subject to change via the change control process. The key aspects of this high-level project
schedule are summarized as follows:

A five-month discovery phase

Two scrum teams

o Scrum team 1: Case Management System & Business Intelligence and Reporting, consisting of 13
four-week sprints

o Scrum team 2: Family Portal, Child Care Provider and Educator Portal, & Learning Management
Systems, consisting of 9 four-week sprints

One hardening sprint for each scrum team

Two months of integrated UAT

A single, big-bang go-live implementation for all five functional areas

90 days of production warranty

24 months of M&O
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Figure 8.1 High Level Timeline

i) Bt Solution Setup

Case Management System & Business inteliigence and Reporting {Scrum team 1)

Family Portal, Child Care Provider and Educator Portal & Learning
‘Management System {Scrum Team 2)

9. DEFECT MANAGEMENT

As part of testing, the Contractor shall resolve defects identified by the State or Contractor according to the approved
Master Test Plan (the State will decide on entry/exit criteria of moving from one testing phase to another). The
Contractor shall attend, schedule, and/or hold defect management meetings as directed by the State. The defect

severity level categorizations are provided in the chart below.

Severity ..
Description Example
Level

Critical System failure where the System is not available, significant number of users or
solution or a critical component key users are unable to log into the system or a
of the solution does not function | significant number of users or key users are unable to
and no further processing is proceed with any use of a critical component.
possible.

High A critical business function or Critical component or functionality unavailable or
solution component does not produces incorrect results for a significant number of
work as required, and no end users or key end users (acceptable State-
acceptable State-approved approved workaround is not available).
workaround is available

Medium | Restricted function capability; Non-critical component unavailable or functionally
however, processing can incorrect (acceptable workaround is normally
continue. available).
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Severity s
Description Example
Level
Low Minor or cosmetic issue. Usability errors; screen or report errors that do not

materially affect the quality and correctness of
function, intended use, or results.

Defects shall be resolved according to the timelines below. The State may provide additional details on required
timelines. Resolution includes either defect correction or providing a mutually agreeable resolution plan or
workaround.

1. Pre-go live defect resolution timelines. Defects identified by the State during testing shall be resolved within the
following timeframes:
a. Critical Severity defects: within two (2) business days of identification
b. High Severity defects: within two (2) business weeks of identification
¢.  Medium and Low Severity defect timelines will be determined with the State in the Master Test Plan.
2. Post-go-live defect resolution timelines. Defects identified by the State after Statewide Implementation shall be
resolved within the following timeframes, unless otherwise approved by the State:
a. Critical Severity defects: within eight (8) hours of identification
b. High Severity defects: within one (1) business week of identification
¢.  Medium Severity defects: as agreed based on defect prioritization and scheduling discussions
d. Low Severity defects: as agreed based on defect prioritization and scheduling discussions

Defect Logging Guidelines: Defects shall be well-written in the log and minimize the need for clarifications. Where
possible, the tester shall include screenshots of the error, videos of the test process that resulted in the subject defect,
or similar information that will allow the State to make an assessment of the defect and the Contractor to design and
develop a complete fix. The Contractor shall meet with the State weekly, or on another agreed upon timeframe, to
discuss defect triage, resolution plans, and workarounds for newly created defects. All tickets issued shall be
maintained for, at minimum, the length of the Contract by the Contractor. All tickets shall be responded to with
confirmation of receipt as soon as possible and at minimum, within the timeframes outlined above. The Contractor’s
ticketing management software shall be compatible with the State’s Call Center’s ticket management system, as
designated by the State.

10. TRAINING

10.1 Purpose
The Contractor shall complete training activities to provide that users receive training on the System and the

associated business process changes. The Contractor shall develop the training courses and materials and
deliver training according to the Training Plan. The Contractor shall work with the State in planning,
developing, and implementing all training across program locations.

10.2 Training Plan
During the initial phases of the project, the Contractor shall develop a comprehensive Training Plan for each

group that shall receiving training prior to System implementation and throughout the life of the Contract.

Content will contain the following elements for each trainee group:

1. Description of proposed training methodology;

2. Activities to support the various phases of the training (analysis, design, development, implementation,
and evaluation);

3. Description of staff and resources required (tools, software, and equipment);
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4. Definition of user roles;
5. Identification and development of appropriate curriculum and delivery models;
a. This shall include video trainings for stakeholders and end users
Validation and approval of training materials related to the System;
Description of training assessment that shall include a remediation plan for addressing training that did
not meet expectations and associated materials;
8.  Building and maintaining the training environment(s) (“sandbox environment”);
9. Creation of user profiles and log-in credentials as requested by the State to allow trainers, State staff,
and other end users appropriate access to the training environment and materials; and
10. Development of training surveys for both:
a. Directly after the training to measure how well the training was delivered
b. 2 -4 weeks post go-live to measure how well the training prepared system users.
Note that the Contractor shall work with the State to identify and mutually agree on actions to address
any gaps identified from the survey results.

During early outreach to representatives of State-selected Providers and OECOSL stakeholders, input
related to UX shall be solicited and factored into the Training Plan.

The Training Plan will include the approach for the train-the-trainer sessions such that OECOSL-appointed
trainers are prepared to deliver the training to end-users as specified in the Training Plan.

The overall training approach employs different methods to meet the needs of users and stakeholders.

Those methods include:

e  Web-based Training (WBT): Self-paced, web-based training delivered online. WBTs help learners build
foundation knowledge of the integrated Child Care System before attending facilitated training.

¢  Journey Maps: Interactive, comprehensive, one-page summaries that guide users through scenario
mimicking situations they face each day.

e Nano Learning: Deep-dive segments that build awareness and explain system concepts delivered in 5-
to 10-minute timeframes. These can include step-by-step instructions and tips for executing system
tasks and transactions. Nano Learning often takes the form of video.

e  Virtual Instructor-Led Training (VILT): Course materials presented by facilitators to learners who are
also interacting with the new system in a sandbox or a simulated training environment resembling the
system. Provides uses with role-specific instruction and hands-on practice. Asynchronous Virtual
Instructor-led trainings are an ideal way to deliver targeted training to large audiences in a controlled
period of time.

e Reference Guides, Quick Reference Guides / Data Dictionaries: Materials supplemental to the
training that offer post-training support and address the most common / most critical topics. These
Help users build / deepen system knowledge after they complete training.

e  Online Help: Screen and field-level documentation available online. Provides background,
prerequisites / dependencies, and step-by-step procedures and can include field definitions and
appropriate field values.

Contractor shall develop support materials as appropriate based on Analyze and Design activities. These
support materials could include strategic communications, quick guides, tutorials, and FAQs. Support
materials will be developed and delivered according to the modalities most suited to the target user groups
(e.g., online or PDF-based formats). Given the large number of users to be trained, Contractor will leverage
asynchronous virtual ILT (live and recorded sessions) where appropriate so training can be delivered timely
to all impacted users.
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103

In addition, the Contractor shall develop up to 2 brief general overview videos promoting for public and
non-public awareness of the changes and the benefits of the changes. The content and format of the videos
will be determined during the Analyze phase.

Training Execution

1. The Contractor shall produce the required training materials to address training needs. This covers
train-the-trainer, virtual instructor-led classroom training, computer-based training, Nano learning
(including video as appropriate), workshops, quick reference guides, and training manuals.

a. The State will provide subject matter specialists, super-users, and trainers as required to
complete courseware reviews, identify specific exercise scenarios and support data
identification.

b. Persons and third-party contractors chosen by the State shall be trained based on the approved
Training Plan. Computer-based training, quick reference guides, and training manuals shall also
be developed for each party.

2. The training materials shall cover all of the System functions as appropriate for each trainee group. All
training materials shall be provided by the Contractor in electronic format for review and feedback.
Training shall not begin without State approval of materials. Training materials will be created in
English. All Training materials shall be 508 compliant as defined in the Training Plan. Any translations
to additional languages will be the responsibility of the State. Training materials shall include:

a. Course outlines and content

b. Trainee materials to be used during the training course(s)

0

Training Manual (to be used by the trainers) describing the objectives of the course(s), key
topics, and exercises

Description of each System function/module/feature

Description of the data elements and their range of values and business rules

Description of system workflows and “Day-in-the-Life” scenarios such as use cases

Hands-on and workbook exercises to reinforce system concepts

Fo om0 op

Tips and key references for navigating the System

-

Use of ad hoc reporting tools and features

3. All training approaches and materials shall factor in UX based on the findings from outreach to
representatives of each trainee group.

4. The Contractor shall provide that all procedures, training environment hardware and software
configurations, classroom setup requirements, and content reflect the most current information for the
training activities.

5. The Contractor shall assist with the scheduling of all train-the-trainer and virtual ILT trainings in a
manner that is least disruptive to normal business operations. The Contractor shall also coordinate with
the State to confirm that materials are ready in advance of training.

a. The Contractor will administer training logistics and related compliance activities, inclusive of
enrollment/registration, attendance tracking, and reporting.

b. The Contractor will use the Cardinality LMS Platform for learning management to track course
enrollment, attendance, and WBT completion.

c. The State will provide the necessary training facilities and equipment, including training rooms,
hardware, network access, audio-visual equipment, and classroom supplies in accordance with
the project timeline and milestones.

6. During the Implement Phase, the Contractor shall conduct train-the-trainer sessions for the virtual
instructor-led training courses using the “prepare me, tell me, show me, try me, ask me” approach.
Contractor shall provide two (2) train-the-trainer sessions for each instructor-led course for identified
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11.

OECOSL. training staff. OECOSL trainers will be responsible for delivering the virtual ILT sessions to
end users.

a. OECOSL trainers and employees retain general personal computer (PC) literacy skills including
an adequate level of experience and general comfort using computers in a web-based
environment. Minimum PC literacy standards include:

i. Ability to use and manipulate a mouse including double-clicking, pointing and
clicking, pointing and dragging, and right-clicking.

ii. Ability to resize pages, work with multiple pages.

iii. Ability to open and close Windows and navigate through text boxes.

iv. Basic understanding of keyboard and location of keys, including common shortcut
keys (example: Control +C to copy or Control +V to paste).

v. Ability to open and select values from drop-down menus and radio buttons.

vi. Ability to use standard navigational toolbars, menus, and taskbars.

vii. Basic understanding of internet terminology (e.g., URL, links).

viii. Basic understanding of internet navigation commands.

SYSTEM MAINTENANCE AND OPERATIONS (M&O)

The Contractor shall maintain and operate the system after completion of DDI, including performing of maintenance

upgrades, software upgrades, and functional changes to its system(s) and database(s) as needed that are required to

keep pace with system and program demands. Contractor shall conduct any M&O upgrades in an agreed upon

timing to minimize impact of such upgrades on System availability and usage. The Contractor shall develop and

maintain a State-approved M&O project plan detailing all plans for M&O and Enhancements. The Contractor’s

responsibilities are the following:

11.1

General Systems Support

The Contractor shall develop, execute, and manage processes and procedures required to provide technical
and functional support for the System and address all questions and reported problems related to the
technical and functional operation of the System. In addition, the Contractor shall perform defect resolution
of all defects discovered (according to the timelines required and criteria defined in Section 9 Defect
Management) and make routine maintenance changes in the ordinary course of the Contractor’s provision
of services defined within the scope of its Contract (such as changes to operating procedures, schedules,
equipment configurations) at no additional cost to the State.

Infrastructure Management

During the M&O phase, the State will be provided an opportunity to select between the following two
options for the M&QO phase.

Option 1: The Contractor will continue the infrastructure DDI responsibilities as part of the M&O phase
should the State choose to. If this option is chosen, then the DDI responsibility matrix in Section 8.4 will be
used for the M&O phase until the end of the Contract period.

Option 2: The Contractor will transition the infrastructure responsibilities to the State. Should the State
choose to take over responsibilities, the Contractor will transition responsibilities defined within the DDI
phase to the State. A mutually agreed-upon transition process and timeline will be proposed by the
Contractor and approved the State.
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11.3

11.5

11.6

After the transition phase, the State will be responsible for all activities of installation, configuration,
patching, upgrading, monitoring, and security in all categories, including the following:

e Compute

e Containers

e Database

e  Analytics

e  Serverless

e Network & CDN

e AWS Cost Management

e  Management & Governance
e DevSecOps

e  Security, Identity & Compliance
e  Storage

Middleware Management

The Contractor shall maintain the infrastructure architecture and tool set for all applicable non-production
and production users (for State-hosted solutions, this will be done through IOT). In addition, the Contractor
shall support current and forecasted licensure in non-production and production environments, ensure
necessary licensure agreements are maintained with applicable parties, and plan and execute tasks required
to ensure the System components stay relevant and useable. This support shall include resolution of
functional issues, application of patches, preventative maintenance, planning/execution of upgrades, and
regular performance monitoring and performance reporting. The Contractor shall communicate to the State
any available information on product roadmaps, planned upgrades, and enhancements, and seek State
input when necessary, at least on a quarterly basis and provide periodic review of overall performance,
lifespan, maintenance. The Contractor shall provide periodic reporting on overall infrastructure health and

conduct proactive maintenance so ensure business continuity is required.

M&O Testing

The Contractor shall conduct comprehensive testing on all System components impacted by M&O activities
(including Enhancements) to find and resolve any defects identified without any effect on business
continuity.

Application Monitoring

The Contractor shall monitor all System components to confirm that they are available per State
requirements and in alignment with meeting and exceeding applicable Service Level Agreements (SLA) and
Performance Measures (Section 14). This monitoring shall include troubleshooting and security incident
management. Additionally, the Contractor shall provide recommendations on architecture or

software/infrastructure adjustments that could be made to minimize operational risk on a semiannual basis.

Incident Management

The Contractor shall properly plan and conduct services to minimize the occurrence of incidents and/or
problems with the System components. If incidents and/or problems arise, the Contractor shall work with
the State to resolve issues in a timely manner. The Contractor shall have a clear escalation procedure
through the appropriate chain of command to ensure that the production issue receives appropriate
attention to meet the level of urgency
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11.8

11.9

11.10

Access Management

The Contractor shall assist in the definition of user roles and security configurations, specifically the creation
of new roles and monitoring of user access rights in relation to internal requirements. The Contractor shall
manage unique logon IDs and security profiles for users authorized by the State, including other
contractors, to have access to the System.

Training

1. The Contractor shall keep all training materials updated to reflect the latest System changes. Updates to
training materials shall be limited to what is needed to address approved System enhancements and the
associated effort will be incorporated as part of the enhancement scope of work.

2. The Contractor shall record facilitated trainings so they can be accessed by end-users who either are not
able to attend the live sessions or want a refresher course. In addition, Contractor will provide recorded
sessions for use by staff and managers who are newly hired. The Contractor team will provide the State
ongoing and remedial training, updated training material, and training documentation on the
Cardinality LMS platform up to 30 days after go-live.

3. The Contractor’s computer-based training, quick reference guides, and training manuals shall be

detailed and user-friendly enough to sufficiently help new users learn to use the System.

Disaster Recovery and Business Continuity

The Contractor shall comply with and maintain the approved Business Continuity Plan (BCP) and Disaster
Recovery (DR) plans and support FSSA in updating these plans, as applicable, based on the evolution of
data, infrastructure/architecture, and tools. See Section 12 for more information.

Enhancements

The Contractor shall provide a capped Enhancements Pool of 8,000 hours a year during the M&O phase
plus an additional 1,333 hours available during the first six months of M&O. The State reserves the right to
adjust the number of hours in the Enhancement Pool throughout the course of the Contract to meet the
State’s needs.

The Contractor shall review and analyze end-user feedback and submit recommendations for enhancement
opportunities for the State’s consideration. End user feedback should be reviewed every other week during
the first three months after implementation. Subsequent feedback reviews will occur on a mutually agreed
upon schedule, no more frequent than monthly.

These Enhancement Pool hours include project management, requirements gathering and validation,
design, development, testing, and implementation needed for enhancements. The State is not required to
use up the hours and dollars allocated for the Enhancements Pool for each year. Any project management,
requirements gathering, design, development, testing, and implementation activities needed for
Enhancements shall be conducted according to the Contract’s SDLC processes. Enhancements can be for
new System components or modifications/configuration changes to existing System components. Any
update that requires less than or equal to 60 hours of work shall be considered part of M&O. Enhancements
are governed by the Enhancements Request and Approval Process as detailed below.
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The State and Contractor shall work to maintain a level of staffing continuity for Enhancement Services

team in order to support staffing availability of the appropriate skills and the level of effort required for the

Approved Enhancement requests.

The Contractor shall conduct comprehensive testing on all System components impacted by the
Enhancement to find and resolve any defects. Changes that are needed to fix an Enhancement after it is

implemented and that are brought to the Contractor during the Software Warranty period will be covered

by the Fixed Fee for the Approved Enhancement and shall not decrement any further hours from the

Enhancements Pool.

11.10.1 Enhancements Request and Approval Process
The following process shall govern request and approval of any Enhancements:

1.

The State shall issue an Enhancement Request within this Contract’s scope. The Enhancement Request

shall include:

a. Description of the proposed Enhancement, including requirements

b. Justification of the Enhancement

¢. Implementation date

d. Anticipated work location(s) and non-standard work hours, if applicable

e.  Deadline for Contractor to provide an Enhancement Impact Analysis
The Contractor shall respond with an Enhancement Impact Analysis within fifteen (15) days (or such
longer period as the Contractor and the State may mutually agree) following receipt of an Enhancement
Request. At a minimum the Enhancement Impact Analysis shall include:
a. Description and justification of the proposed Enhancement
b. Staffing plan (organization chart, staff names and titles)
¢. A proposed fixed-fee budget with a cost breakdown (hours by individual multiplied by
contractual rates) by Enhancement DDI Deliverable as described in Section 13.3
d. Staffing projection analysis, with supporting documentation
An analysis of the impact of the proposed Enhancement on the following (as appropriate
given the nature of the proposed Enhancement):

Scope of the Contract

Projected or anticipated savings, if any

Performance measures

Delivery dates

Security impacts and how they shall be addressed

Any other matter reasonably requested by the State or reasonably considered by the
Contractor to be relevant

f.  Alist of work products or deliverables

g. A timeline for implementation of the proposed Enhancement

h.  Any required assumptions and State responsibilities
The State shall review the Enhancement Request and Enhancement Impact Analysis and approve the
Enhancement Request or disapprove it with feedback. Disapproved Enhancement Requests may be
resubmitted to address the State’s feedback.
Once the Enhancement Impact Analysis has been approved for implementation (including any
modifications made during the review process), the Enhancement Impact Analysis shall be deemed an
approved Enhancement Request. The Contractor shall not begin work on any Enhancement Request
prior to receiving this written and dated State approval (Approved Enhancement Request).
The Contractor shall update project documents to reflect the latest changes.
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11.11

12;

6. The Contractor shall be paid the agreed-upon fixed fee as broken out in Section 13.3 for the Approved
Enhancement Request, regardless of actual hours worked, upon State approval of the completion of the
Enhancement Request, unless otherwise approved by the State.

Help Desk

System users (including State staff, third party State contractors, and other potential users) shall have access
to a technical help desk that provides answers to System questions and addresses System issues that arise.
The Help Desk shall route policy or training questions and issues to correct Contractor or State staff as
applicable.

The Contractor shall lead and staff the Help Desk team and include embedded staff from the State, as
requested. The Help Desk shall be operational immediately following Statewide Implementation.

The Help Desk shall respond quickly and effectively to resolve user issues. Help desk procedures and
checklists shall guide staff on how to answer or research user calls or emails. The Contractor shall create
Standard Operating Procedures (SOPs) and Checklists to be used by the Help Desk. The SOPs and
Checklists shall be reviewed and approved by the State.

The Help Desk team shall create help desk tickets for Tier 1, 2 and 3 level issues. Note that Tier 1 level issues
will come from internal State staff or contracted staff using the System, rather than families or providers.
The Contractor shall support the State in answering questions or concerns that originated from families and
providers when the State determines that a specific question or concern requires Contractor’s input or
expertise. The Help Desk staff shall work in conjunction with other Contractor staff (and State staff as

necessary) to resolve complex technical issues.

The Help Desk shall be available during the hours of 7:00 am. to 5:00 p.m. (ET) Monday through Friday on
State business days. The Help Desk shall have the ability to receive and record voice messages outside of
business hours for Contractor review and response.

The Help Desk shall be able to resolve issues at a timely rate. A specific resolution timeframe requirement
for each Tier shall be proposed by the Contractor and approved by the State prior to Statewide
Implementation.

The Contractor shall provide training for the Help Desk to support quality and efficiency of help desk

services.

DISASTER RECOVERY AND BUSINESS CONTINUITY

The Contractor shall assist the State in developing and maintaining a Disaster Recovery Plan (DRP) and Business

Continuity Plan (BCP) for the System and assist in disaster recovery testing.

The BCP shall provide adequate backup and recovery for all operations, both manual and automated, including all

functions required to meet the backup and recovery standards: Recovery Time Objective (RTO) and Recovery Point
Objective (RPO).

The DRP shall present actions taken before, during, and after a disruptive event as well as procedures required to

respond to an emergency and providing back-up operations during a disaster. The DRP shall outline how to respond
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to an emergency or other occurrence (e.g. fire, vandalism, system failure, and natural disaster) that damages systems

that contain electronic protected health information. The disaster backup and recovery plan shall address what to do

if a computer system and/or the data files are violated lost, damaged, or inaccessible. The disaster backup and

recovery plan shall adhere to all HIPAA requirements.

After the Disaster Recovery Plan and Business Continuity Plan’s approval, the Contractor shall comply with and

maintain them. The Contractor shall update these plans (or support FSSA, OECOSI., and 1OT), as applicable, based

on the evolution of data, system functionality, infrastructure/architecture, and tools. In case of a disaster, the

Contractor shall carry out responsibilities assigned to the Contractor in the plan both prior to and during a disaster.

This may include, but is not limited to, the following activities:

13;

13.1

Support annual testing including, but not limited to:

a. Plan and schedule business continuity and disaster recovery testing of the System;

b. Recover the System and bring it back online;

¢.  Recover data and storage according to Recovery Time Objective (RTO) requirements; and

d. Assist with/resolve recovery issues.

Participate in post testing activities and help develop reports certifying the achievement of RTO and RPO
objectives as well as readiness of the disaster recovery system to support business operations.

Identify appropriate resources to support disaster recovery/business continuity planning, testing, and execution.
Perform Contractor-specific tasks outlined in the Disaster Recovery/Business Continuity Plans within the
agreed-upon timeline.

Be available for contact and maintain a call tree to ensure the State can contact the Contractor and resources
required to work on the recovery.

Refresh each System environment to support the recreation of the environments and to support diagnostics and
problem resolution as necessary.

Provide specifics on recovery of business processes and system recovery procedures whose topics include, but
are not limited to:

a. Steps required to recover the application;

b.  Order of recovery steps; and

c.  Verification processes.

BILLING AND INVOICING

DDI Billing and Invoicing

DDI Billing and Invoicing shall be divided into three phases: Discovery, Sprints, and Implementation.
Within these three phases, payment shall occur upon completion (as determined by written State approval,
including approval of all required deliverables) of Payment Milestones. The Contractor shall invoice for
each Payment Milestone if there were no instances of noncompliance with DDI Performance Measures. If
there are one (1) or more instances of noncompliance with DDI Performance Measures within a Payment
Milestone:

1. The Contractor shall invoice for ninety percent (90%) of the Payment Milestone cost; and
2. The Contractor shall follow the process outlined in Section 14.1.

The table below displays the Payment Milestones, Payment Amounts, and corresponding Deliverables for
the Discovery Phase.
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Payment Milestones Payment Deliverables
Amounts
Discovery Milestone 1 | $354,396.25 Project Management Plan

Definition of Done / Definition of Ready (DOD/DOR)
Master Test Plan

System Architecture Design

Technical Environment and Infrastructure Design
Discovery Milestone 2 | $658,164.46 Gap Analysis Report

Epics and Users Stories

Glossary of Terms and Acronyms

Data Conversion/Migration Plan

Functional and Technical Requirements Traceability Matrices

Total $1,012,560.70

The Sprint Phase shall be completed by two separate Sprint Teams. The table below displays the Payment
Milestones, applicable Sprint Team, Payment Amounts (for each Payment Milestone), and corresponding
Sprint Completion Deliverables.

Payment Sprint Teams Payment Amounts Sprint Completion
Milestones Criteria
Sprint Team 1 Sprint Team 1 (Case Management, $382,233.88 (for each | User stories in
Milestones 1-13 Business Intelligence and Reporting) | Payment Milestone) current sprint meet
Definition of Done
criteria
Solution Detailed
Design is updated

Sprint Acceptance
Test Scripts & Report
is submitted

Sprint Team 2 Sprint Team 2 (Family Portal, Child $122,924.86 (for each User stories in
Milestones 1-9 Care Provider and Educator Portal, Payment Milestone) current sprint meet
and Learning Management System) Definition of Done
criteria

Solution Detailed
Design is updated
Sprint Acceptance
Test Scripts & Report
is submitted

Total $6,075,364.18

The table below displays the Payment Milestones, Payment Amounts, and corresponding Deliverables for
the Implementation Phase.

Payment Milestones Payment Deliverables
Amounts
Implementation Milestone 1 $1,215,072.84 Implementation Plan

Stabilization Plan
Operations Manual
Complete Implementation (UAT)

Implementation Milestone 2 $546,782.78 Complete Implementation Roll Out
Successful Data Migration Completion
Implementation Milestone 3 $1,275,826.48 Post-Implementation Warranty Activities
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13.2

Total $3,037,682.10

The table below displays the Payment Milestones for Infrastructure Management Services. These Payment
Milestones align with the Payment Milestones for the Discovery Phase, Sprint Team 1, and Implementation
Phase. If funds are withheld for any corresponding Payment Milestone for noncompliance with DDI
Performance Measures, then funds shall also be withheld for the corresponding Infrastructure Management
Services Payment Milestone.

Infrastructure Corresponding Payment Payment Amounts Completion
Management Services | Milestones Criteria
Payment Milestones

Milestone 1 Discovery Milestone 1 $76,739.39 Submission of
Milestone 2 Discovery Milestone 2 $142,516.01 report
Milestone 3 Sprint Team 1 Milestone 1 $101,194.80 summarizing
Milestone 4 Sprint Team 1 Milestone 2 $101,194.80 infrastructure
Milestone 5 Sprint Team 1 Milestone 3 $101,194.80 ggi\r:iacg’_imem
Milestone 6 Sprint Team 1 Milestone 4 $101,194.80 performed for the
Milestone 7 Sprint Team 1 Milestone 5 $101,194.80 milestone period
Milestone 8 Sprint Team 1 Milestone 6 $101,194.80

Milestone 9 Sprint Team 1 Milestone 7 $101,194.80

Milestone 10 Sprint Team 1 Milestone 8 $101,194.80

Milestone 11 Sprint Team 1 Milestone 9 $101,194.80

Milestone 12 Sprint Team 1 Milestone 10 $101,194.80

Milestone 13 Sprint Team 1 Milestone 11 $101,194.80

Milestone 14 Sprint Team 1 Milestone 12 $101,194.80

Milestone 15 Sprint Team 1 Milestone 13 $101,194.80

Milestone 16 Implementation Milestone 1 $263,106.48

Milestone 17 Implementation Milestone 2 $118,397.92

Milestone 18 Implementation Milestone 3 $276,261.80

Total $2,192,554.00

Regardless of the final length of DDI as compared to the Project Schedule in Section 8.11, the Contractor

shall not be paid more than the total amounts listed above, except if approved by the State due to significant

change in the Contract responsibilities via a change order(s).

M&Q Billing and Invoicing

The Maintenance and Operations phase of the Contract begins 91 days after completion of Statewide rollout.

During the Maintenance and Operations phase of the Contract, the Contractor shall bill a flat monthly
Maintenance and Operations fee of $141,970.55 per month for the System (including all Functional Areas)
maintenance and operations responsibilities.

Prior to System go-live (or other agreed upon date), the State will determine how to define AWS support for

the Maintenance and Operations period. The following outlines the two potential options for the

Maintenance and Operations phase:
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13.3

13.4

e Option 1: Contractor to provide AWS support at $51,488 per month for the Maintenance and
Operations phase

e  Option 2: Contractor to provide AWS support and perform a transition of AWS support to IOT at
$91,040 per month for three (3) months, or other time frame as approved by the State.

In each month, the Contractor shall invoice for ninety percent (90%) of the amounts due for Maintenance
and Operations (the set monthly fee for the System M&O).

The remaining ten percent (10%) of the Maintenance and Operations Fee for a given month, shall be noted
on the invoice but withheld (i.e., not invoiced), until the State determines that the Contractor has met with
that month’s Performance Measures as described in Section 14.2. The State may take no more than the full
following month (beyond the invoiced month) to determine/confirm compliance.

Payinents for Enhancements

For all State-approved Enhancement Requests, the Contractor shall be paid an agreed-upon fixed fee
schedule. Regardless of the number of hours worked on the Approved Enhancement Request, the
Contractor shall be paid the fixed fee, unless otherwise approved by the State or adjusted via a mutually
agreeable change request to the Approved Enhancement. Note that no payment shall be made for work on
Enhancements prior to State approval of the Enhancement. The Enhancement Pool project shall be paid in a
two-part process.

1. Enhancement Initiation - The time spent initiating the enhancement and gathering requirements shall
be billed monthly based on the hours incurred per position. After requirements have been formally
documented, they shall be presented to OECOSL for review and approval.

2. Enhancement DDI — Once the requirements for the Enhancement have been formalized, the State and
the Contractor shall determine a fixed price for the Enhancement project and the State shall approve the
Enhancement by signing the Enhancement Request document. The project shall then be broken into one
or more sprints.

a. Enhancement Sprints — 65% of the total fixed price for the Approved Enhancements will paid upon
Sprint completion, or in the event the parties agree to multiple Sprints, then evenly distributed
across the total number of the sprints. A sprint shall be considered complete when its Definition of
Done criteria has been achieved for the sprint

b. Enhancement Implementation — The Enhancement Implementation deliverable shall be 35% of the
total fixed price of the Approved Enhancement request. It shall be considered complete when the
State approves the Deliverable for implementation of the Enhancement and 10.5% shall be paid at
that time with the balance of 24.5% paid when the 90-day warranty period has ended.

Payments for Licensing

The State will procure licenses directly through the software vendors for the length of time required for the
services and within the timeframes listed below unless software alternatives are identified to any of the
below or the State determines certain software is not needed:

e  Salesforce licenses - on project start date

e  AWS Infrastructure and related monitoring tools - within 30 days of project start

e Mulesoft - within 30 days of project start

e OwnBackUp for data backup - within 12 months of project start

e  Cardinality for Family Portal, Provider Portal and LMS - within 30 days of project start
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e Informatica or Azure Data Factory (ADF) - set up existing state installation for ETL within 90 days of
project start

e JIRA/Atlassian - on project start date

e  Abode Experience Manager (AEM) for Document generation - within 30 days of project start date

e  Corticon Rules Engine - within 30 days of project

e  Mobile Caddy - within 6 months of project start date

¢  Call Center/IVR/Telephony application - within 15 months of project start date

13.5 Hourly Rates

The hourly rates for staff positions are as follows:

Staff Position Hourly Rate

Project Director $ 350.00
Operations Manager $ 311.00
Lead Architect $ 201.00
Implementation Lead $ 150.00
Database Administrator $ 116.00
Training Lead $ 157.00
Testing Lead $ 236.00
Security Lead $ 325.00
Security Project Manager $ 301.00
Deputy Cyber Operations Lead $ 224.00
Scrum Master $ 198.05
Development Manager $ 175.00
Identity and Access Management Lead $ 168.00
Security Information and Event Management [ead $ 168.00
Infrastructure Lead $ 157.00
Development Lead $ 157.00
Cardinality Application Developer $ 113.50
Mulesoft Developer $ 132.00
Salesforce Developer $ 132.00
Integration/Interoperability Lead $ 133.00
Conversion Lead $ 130.00
Business Intelligence Reports Developer $ 130.00
Scrum Analyst $ 127.00
Technical Analyst $ 102.00
Salesforce Junior Developer $ 102.00
Application Security Scanning Developer $ 105.00
Security Testing Lead $ 105.00
Compliance Lead $ 105.00
Business Continuity/Disaster Recovery Lead $ 105.00
Training Developer $ 91.00
Training Facilitator $ 91.00
Application Tester $ 83.00
Help Desk Support $ 77.00
Product Developer $ 57.00
Product Tester $ 40.00
AWS Infrastructure Lead $ 309.00
AWS Lead Architect $ 201.00
Architecture Design Manager $ 198.00
Cyber Security Engineer $ 175.00
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Infrastructure/DevOps Lead Engineer $ 175.00
Architecture Operations Lead $ 175.00
Infrastructure Analyst $ 175.00
Sr. Security Engineer $ 175.00
Cyber Architect $ 168.00
Security Engineer $ 130.00
Sr. DevOps Engineer $ 130.00
Sr. Network Engineer $ 130.00
AWS/DevOps Engineer $ 102.00
DevOps Engineer $ 101.99
Jr AWS/SysAdmin Engineer $ 82.76

These rates shall not be exceeded, unless approved by the State. These rates shall be used to calculate
Enhancement Initiation costs for an approved Enhancement as described in Section 13.3.

13.6 Nomn-Billable Costs

1. The System shall maintain continual Federal and State compliance as managed through project change
control. The Contractor shall not bill for changes below 60 hours required to maintain Federal and State
compliance.

2. Routine changes (less than 60 hours) made in the ordinary course of the Contractor’s provision of
services within the scope of its Contract that do not change performance levels or reduce the
Contractor’s capacity to attain established performance thresholds, such as changes to operating
procedures, schedules, equipment configurations, shall be made at no additional cost to the State as will
be confirmed via project change control. Examples of routine changes that are included in the routine
maintenance of the System and to be performed at no additional cost to the State as confirmed by
project change control include but are not limited to:

a. Activities necessary for OECOSL to function in compliance with Federal and/or State law, Federal
and/or State administrative rules, State policies, or operating manuals in effect at the time of
proposal submission.

b. Activities necessary to comply with new industry standards and operating rules associated with
those standards.

0

Activities necessary for the system to meet the contractual performance requirements.
d. Activities necessary to ensure that data, tables, programs, and documentation are current and that
errors are found and corrected.
e. Data maintenance activities for updates to tables, including database support activities.
2. Changes to scripts or system parameters concerning the frequency, number, sorting, and media of
reports
3. Changes covered by the Warranty (see Section 15) will be provided to the State at no cost

13.7 Extension Year Pricing

All applicable pricing detailed above will remain the same for the two one-year renewal option years.

14. PERFORMANCE MEASUREMENT

The Contractor shall be held accountable to performance measures expectations covering the systems and the
contractual responsibilities as per the State requirements. Failure to comply with performance measures shall result
in the implementation of withholds as described below. Imposition of the withhold is implemented at the State’s
discretion. The Contractor will have the opportunity to respond to performance standard issues. The State may
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waive or reduce the withhold based on circumstances of a particular performance standard failure at the State’s

discretion.

If a single event results in multiple performance standard failures, the multiple impacted performance standards will

be considered a single instance of non-compliance.

Additionally, if a performance measure is not met due to what the Contractor believes to be extraneous
circumstances outside of the Contractor’s control, including a situation where involvement or action from the State or
their designee is required to resolve the problem and the State or designee has been notified of the required action in
a timely manner and the State is not able to achieve that timeframe, the Contractor may submit a written explanation.
This explanation shall include what actions the Contractor took to mitigate the situation, why the Contractor is not
responsible for missing that performance measure, and why funds should not be withheld for that performance
measure. This explanation shall be subject to State review and approval which will be based on whether the
Contractor is unable to meet the performance measure wholly or primarily due to such circumstances outside

Contractor’s control.

Finally, if the State directs the Contractor to perform maintenance, enhancement, or other activities and the
Contractor demonstrates a clear and direct impact to its ability to meet a performance measure due to such action
prior to beginning work on the activity in question, the Contractor may submit a written explanation. The
explanation shall include what actions the Contractor took to mitigate the situation, why the Contractor is not
responsible for missing that performance measure, and why funds should not be withheld for that performance
measure. This explanation shall be subject to State review and approval, which will be based on whether the
Contractor is unable to meet the performance measure wholly or primarily due to such circumstances outside

Contractor’s control.

14.1 DDI Perforinance Measures and Withholds

14.1.1  DDI Performance Measures
The following are service levels for DDI activities. The Contractor shall report these per DDI Payment

Milestone (as defined in Section 13.1) to the State in a written report.

Applicable
Payment
DDI Performance Measure Té\;ensh;:i:li:r M::: su:::‘nent Milestones
P quesey Subject to
Withhold
DDI Sprint Timeliness. Meet sprint 100% compliance Per Sprint for | Applicable
completion deadline for each sprint, as defined each of the Sprint
by completing 85% of story points identified two sprint Milestones
teams

for a given sprint.

However, if the State determines that the
remaining incomplete story points contains
critical elements, the State may determine that
the sprint has not been completed and the
measure has not been met. A critical element
is defined as a having a direct impact on the
ability to deliver 20% or more of the story
points in the following sprint.
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If less than 100% of story points in a sprint are
completed, the remaining story points must be
completed during the next two sprints to meet
this measure unless otherwise approved by
the State.

To meet the final sprint completion deadline,
100% of all story points must be completed by
the deadline, unless otherwise approved by
the State.

Pre-Go Live Defect Correction Timeliness.
Correct Critical and High Severity Defects

Correct 100% of Critical
and High Severity

Before go-live
for each of the

Implementat
ion

found during testing during pre-go live per Defects according to two sprint Milestone 1
the timeframes in Section 9. The Contractor timeframes in Section 9 | teams
shall receive State approval on which defects and 95% of Medium
are allowed to be uncorrected before the and Low Severity
System moves into implementation. Defects per the
timeframes agreed
upon with the State or
provide a State
approved resolution
plan and/or
workaround
Final UAT Defect Rate. The overall UAT UAT Defect Rate after After Implementat
Defect Rate during final UAT is less than 5% Final UAT completion completion of | ion
for Critical and High Defects as defined in is less than 5% Final UAT Milestone 1
Section 9 (excludes Medium and Low Defects).
The UAT Defect Rate is calculated by taking
the sum of Critical, and High Defects
identified during Final UAT and dividing that
sum by the total number of UAT scenarios
tested.
The number of UAT scenarios tested by the
State during the final UAT phase will be no
less than 200. If the number of UAT scenarios
is less than 200, the percentage needed to meet
the measure will be re-evaluated and mutually
agreed to by the Contractor and the State.
Incremental UAT Defect Resolution. All 100% compliance After Sprint Team
Critical or High defects identified during completion of | 1 Milestone
incremental UAT, and identified at least two incremental 13
weeks prior to the start of UAT, will be UAT for each

resolved by the start of UAT. Resolution will
include viable work arounds and State
approved resolution plans.

of the two
sprint teams

Sprint Team
2 Milestone
9

DDI Environment(s) Uptime.

UAT Environment is at least 90% available
during mutually agreed UAT testing hours,
measured per Sprint and monthly during Final
UAT.

Training Environment is at least 95% available
during training execution during mutually

UAT Environment is at
least 90% available as
described

And

Measured per
Sprint and
monthly
during Final
UAT.

Applicable
Sprint
Milestones

Implementat
ion
Milestone 1
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agreed upon schedule, measured per Sprint
and monthly during Final UAT.

Training Environment
is at least 95% available
as described

Data Conversion Timeliness. Once the data
conversion completion date is established and
approved by the State, the Contractor shall
complete data conversion as scheduled.

Data Conversion Accuracy. All data
conversion, at the final data conversion

100% compliance Once for the

conversion ion

run Milestone 2
99.5% accuracy rate per | Once for the
the measurement conversion ion

Implementat

Implementat

State. All assessments will need to measure
mastery of the material. The State shall review
and approve relevant trainings and
assessments.

completion date, must meet the State’s defined | methodology approved | run Milestone 2
accuracy rate. by State in the Data

Conversion and

Migration plan
Code Review. Inspected code meets the test Test class coverage isat | Per Sprint for | Applicable
class coverage standard. least 85% and all critical | each of the Sprint

and blocker issues two sprint Milestones

identified by teams

ReviewNow tool are

resolved prior to UAT

start.
Training Effectiveness. Trainees will learn 90% of trainees who Measured Implementat
required information from Contractor- complete a Contractor- | monthly for ion
facilitated trainings. Measured based on the facilitated training all applicable | Milestone 2
degree to which trainees have mastered the achieve a passing score | trainings
content delivered and evaluated via of 80% or higher. completed
assessments designed and developed with the within a

given month

14.1.2  DDI Withholds

After a Payment Milestone is complete (as determined by written State approval, including approval of all

required Deliverables), if it is determined there are one (1) or more instances of noncompliance with DDI

Performance Measures for the applicable Payment Milestone the Contractor shall invoice for ninety percent

(90%) of the applicable Payment Milestone fee. The remaining 10% will be withheld by the State.

The Contractor shall have the opportunity to earn back withheld amounts for each Payment Milestone by

completing the final Implementation on time. Any delays in meeting this deadline shall result in the

Contractor permanently losing the withheld amounts as described in the table below:

Final Implementation Completion — Approval Date

Percent of Withheld Amount Earned
Back

Approved on or before the date specified in the approved
Project Schedule

One hundred percent (100%) of
withheld amount earned back

Approved 1-30 calendar days after the date specified in the
approved Project Schedule

75% withheld amount earned back

Approved 31-60 calendar days after the date specified in the
approved Project Schedule

50% withheld amount earned back

Approved 61-90 calendar days after the date specified in the
approved Project Schedule

25% withheld amount earned back
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14.2

Approved 90 or more calendar days after the date specified in

the approved Project Schedule

0% withheld amount earned back

Note that there is no earn back mechanism for any payments withheld for Implementation Milestone 3.

Maintenance and Operations Performance Measures and Withholds

1421

Maintenance and Operations Performance Measures

The following are service levels for System activities. The Contractor shall report these monthly to the State

in a written report.

# Performance Standard Performance Deficiency Definition
System Standards

1 System Uptime. The Contractor’s System shall be One failure assessed for each month the system
available and operational, meaning that the system | is available less than 99.8% of the time
is accessible, and functions as designed twenty-four | (excluding approved scheduled downtime).
hours per day seven days per week, 99.8% of the
time, excluding planned outages due to Planned downtime shall not exceed eight (8)
implementation of Enhancement builds to hours a month or a failure will be assessed to
production. This includes all system functions that month.
under Contractor control, either directly or through
a subcontractor and is measured on a monthly
basis.

The maximum unscheduled downtime during one
episode before back-up systems are engaged is one
(1) hour.

2 Logon Time and Sustainability. Application logon | One failure assessed for each month the
shall take no longer than 30 seconds when measure is met less than 90% of the time
executing five concurrent logons and be sustainable
for 15 minutes where the load on server resources
may not be more than 75 percent on average

3 System Response Time. Overall System response Failure is assessed if the overall System
times meets or exceeds the following standard: 90% | response times are greater than 2 seconds 10%
of response times are less than 2 seconds, 98% less of the time and/or greater than 10 seconds 2%
than 10 seconds, for all business operations during | of the time
normal and peak load as measured by the time a
request is received on the server until the server
responds.

4 Code Review. Inspected new code (including new Test class coverage is less than 85% and all
code developed as a part of Enhancements or other | critical and blocker issues identified by
M&O activities) meets test class coverage of at least | ReviewNow are not resolved prior to
85%. Production deployments.

5 File Upload Time. Acceptable file upload times One failure is assessed for each month the
shall be agreed to by the State and Contractor based | average acceptable file upload time is not met
on the file type, hosting solution, virus scan
software, and other considerations.

6 Server Resource Utilization. No server shall have One failure assessed for each month the

sustained resource utilization above 75 percent
under any anticipated load (normal and peak)
when public users and OECOSL users are using the
Learning Management System

measure is met less than 95% of the time
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Performance Standard

Performance Deficiency Definition

Defect Management Standards

Defect Correction Timeliness. Correct or provide a
State approved resolution plan and/or workaround
for all Defects found during M&O per the
timeframes in Section 9. See Section 9 for the Defect
Severity level definitions and required timeframes.

Failure is assessed if the Contractor corrects or
provides a State approved resolution plan
and/or workaround for less than 100% of
Critical and High Severity Defects according to
timeframes in Section 9 or less than 95% of
Medium and Low Severity Defects according
to timeframes in Section 9 in a given month.

Forms and Reports Standards

Report Accuracy. Canned reports will accurately
reflect the State approved report design.

Failure is assessed if significant and material
inaccuracies occur in the outputs or
calculations of a canned report relative to the
expected outputs or calculations per the State
approved report design, and the issue is not
identified via a pre-run report and resolved
within three business days of identification.

Ad Hoc Reports. Ad hoc reports shall be delivered
within the Contractor proposed and State approved
timeline.

If data or report information cannot be made
available within the Contractor proposed and State
approved timeline, the Contractor may request
approval from the State for an extension to the
timeline or a revision of the initial report request.

Failure is assessed if the Contractor fails to
provide one (1) or more Ad Hoc Reports
within approved timelines (including State-
approved modified timelines) within a given
month.

10

Security Incidents. All security incidents are
communicated according to the requirements
outlined in Contract clause 12.

One failure assessed for each month the
measure is met less than 100% of the time

Help Desk

11

Help Desk Answer Rate. At least 85% of all phone
calls received between 7:00 am. - 5:00 p.m. (Eastern
Time) in a given month must be answered within
thirty (30) seconds after the call has been routed
through the menu. This performance measure will
be effective after the completion of the first three
months after go live.

Failure is assessed if the listed Help Desk
metric is not met in a given month.

End User Feedback

12

End User Feedback. The Contractor shall analyze
end user feedback and submit recommendations for
system enhancements. These recommendations
will be submitted every other week during the first
three months after implementation. Subsequent
feedback reviews and recommendation
submissions will occur on a mutually agreed upon
schedule, no more frequent than monthly.

One failure assessed for each month the
measure is met less than 100% of the time

The Contractor shall provide a report or other verifiable proof of meeting each performance requirement by

the 10th calendar day of each month.

The Contractor shall maintain the necessary data in appropriate log files to measure its performance against

the performance measures defined in this Contract. If the Contractor’s log files are not maintained or are
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damaged in such a way that the Contractor cannot substantiate its performance against a performance

measures, it shall be construed that the Contractor did not meet the performance measures in question.

1422 M&O Withholds
Per Section 13.2, in each month the Contractor shall automatically invoice for ninety percent (90%) of the
Operations Fee (the set monthly fee for the System M&O).

The remaining ten percent (10%) of the Maintenance and Operations Fee for a given month, shall be noted

on the invoice but withheld (i.e., not invoiced), until the State determines that the Contractor has met with

that month’s Performance Measures.

If the State determines the Contractor has no instance of noncompliance with Maintenance and Operations

Performance Measures listed above, the 10% Performance Withhold shall be released, and the Contractor

shall include that amount in their invoice for the following month.

If the State determines there is noncompliance with one (1) or more Maintenance and Operations

Performance Measures, the Contractor shall not include the 10% Performance Withhold in the invoice for

the following month. If the Contractor meets all Maintenance and Operations Performance Measures in the

month following the instance of noncompliance, then they shall be able to invoice the month of

noncompliance’s withheld amount with the next month’s invoice.

However, the 10% Performance Withhold shall be retained by the State permanently if the Contractor is

noncompliant with any Operations Performance Measures in consecutive months.

Examples:

Situation: The Contractor’s Maintenance and Operations Fee is $100 per month

The Contractor shall only invoice for $90 (90%) for January services plus the $10 (10%) December
Performance Withhold, if the State determined that the December Performance Withhold could be released.
The remaining $10 for January’s services is withheld. In February, the Contractor is found to have no instance
of non-compliance during the month of January, so the January Withhold is released on the February Invoice.
The February monthly invoice shall reflect $90 for February Operations plus the $10 January withhold,
totaling $100.

The Contractor is found to be non-compliant on one (1) Performance Measure while providing services in
April. The monthly invoice will include 90% of the April Maintenance and Operations Fee plus 10% of the
March Maintenance and Operations Fee that was withheld for the previous month. The Contractor may only
earn back their 10% April Performance Withhold if they have no instance of non-compliance in May. In May,
they did not have any instances of non-compliance, so the April withhold is released. The monthly invoice
shall reflect 90% of May Operations Fee plus 10% of April’s Performance Withhold.

The Contractor is found to be non-compliant on one (1) Performance Measures while providing services in
July. The monthly invoice shall include 90% of the July Maintenance and Operations Fee plus 10% of the June
Maintenance and Operations Fee which was withheld the previous month. In August, they had one (1)
instance of non-compliance, so the State shall retain the July Performance Withhold, with no additional
chance for the Contractor to earn it back. Their monthly invoice shall only include 90% of the August
Maintenance and Operations Fee for August services.
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14.3

14.4

Additionally, the State may request that the Contractor execute a CAP for any performance issues. If so
requested, the Contractor shall develop and execute a CAP that outlines how the Contractor plans to correct
performance and what constitutes successful completion of the CAP. The Contractor shall execute the CAP
successfully, which is indicated by the State’s written acceptance of the CAP execution

Other Service Levels

The service levels in the table below are established in the Contract but shall not be included in the
determination of whether the 10% performance withhold mentioned above will be released for any given
month. Instead, in cases of non-compliance with regards to the service levels in the table below, the
Contractor shall perform a CAP at the State’s request as outlined in Section 14.4. The State may also require
the Contractor to prepare and submit a root-cause analysis and remediation plan to the State, the form and
scope of which shall be agreed to by the parties. If there are multiple instances of non-compliance, the State
reserves the right to pursue additional corrective actions or contract termination.

SLA# Key Service Level Agreement Threshold for Compliance
Propose a replacement of vital staff positions within 100% compliance, unless otherwise
1 thirty (30) calendar days of the vacancy approved by the State

Notify the State of any critical severity system issue (as | 100% compliance, unless otherwise
defined in Section 9 of this document) within one (1) approved by the State
hour of detection and confirmation of the issue and

2 any high severity system issue (as defined in Section 9

of this document) within one (1) business day of

detection and confirmation of the issue.

Respond to State communications within one (1) 100% compliance, unless otherwise
3 business day, per the State approved process defined approved by the State

in the project management plan, unless otherwise
approved by the State

Root Cause Analyses and Corrective Action Plans

The Contractor shall provide periodic (monthly and quarterly) information necessary for the State to judge
the Contractor’s performance in relation to the SLAs, performance measures, and all Defect Management
timeframes (per Section 9). When a performance measure is not met (including missing timelines for Critical
and High severity defects), the Contractor shall:

Document the issue

Assess the issue

Complete a Root Cause Analysis (RCA)

Prepare a plan for remediation

Submit the plan to the State for approval

Execute the plan

N oy P e R

Assess the results of the plan

The timeframes for these actions will be finalized with the State. Failure to successfully resolve the issues
specified in the remediation plan will result in the requirement for Corrective Action Plans (CAPs) to correct
any deficiencies identified. Additionally, if the Contractor fails to successfully resolve issues specified in a
remediation plan, the State may request that the Contractor develop a CAP during any instance of

Page 92 of 115




DocuSign Envelope ID: 7A34A63E-FFD1-46B2-8103-30174364F2BF

noncompliance with defined service levels or failure to meet other contractual requirements for issues

covered by the remediation plan.

If a CAP is needed, the Contractor shall develop a CAP that outlines how the Contractor plans to correct the
specific performance issue and what constitutes successful completion of the CAP. Upon State’s approval of
the CAP, the Contractor shall execute the CAP. The Contractor shall seek the State’s written release from the
obligations of the CAP upon successful completion of the CAP and correction of the identified performance

issue.

15. WARRANTY

1. The Contractor represents and expressly warrants all Deliverables provided hereunder will be free of material
Defects at no additional cost to the State. A “Defect” is defined as any material deviation from approved System
specifications and requirements, including without limitation failure of System code to perform substantially as
described in design requirements documents. The Contractor represents and warrants that all services shall be
performed in a professional and workmanlike manner in accordance with industry standards.

2. The warranty period for each Deliverable shall be ninety (90) days following the completion of the Statewide
Implementation. The Contractor agrees to provide corrections for any material Defects, discovered and/or
reported by the State during the ninety (90) day warranty period, with such report by the State specifying the
applicable Defect, referencing the applicable specifications and/or requirements from which there are material
deviations.

3. For each Enhancement Deliverable, the warranty period shall be ninety (90) days following the release of the
Enhancement Deliverable into production.

The Contractor shall have no obligation under this section to make warranty repairs to the extent the Defect is
attributable to: (i) the State’s modification of the System; (ii) the State’s use of the Deliverable in a manner not
contemplated by this SOW or the Contract; (iii) the State’s use of the System in combination with any hardware other
than that specified by the Contractor; (iv) the quality or integrity of data from other automated or manual systems
with which the Deliverable interfaces; or (v) hardware, systems software, telecommunications equipment or software
not a part of the Deliverable which is inadequate to allow proper operation of the Deliverable or which is not
operating in accordance with the manufacturer’s specifications. If any such exception applies, the change process in
Section 9 of the Contract shall apply.

16. FACILITIES AND SUPPLIES

The Contractor shall be fully responsible for the costs of their facilities (including but not limited to leasing costs,

parking fees, and utilities), and these costs shall not be reimbursed by the State.

The Contractor shall supply all hardware, software, accessories, and peripherals for their staff (including any
subcontractor staff) that will be necessary to complete the requirements of the Contract. The Contractor shall ensure
use and management of all hardware, software, accessories, and peripherals are compliant with IOT policies, FSSA
policies, and applicable Indiana policies (for example, in terms of encryption, audit logging, audit processes, and

antivirus protection).

17. END OF CONTRACT TURNOVER

The parties will collaborate to provide that program stakeholders experience no adverse impact from the transfer of
scope to either the State or to a successor contractor when the Contract is complete or terminated early. In addition to

the requirements in the Contract, the following end of Contract turnover requirements shall apply:
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Six (6) months prior to the end of the base Contract period, or any extension thereof, the Contractor shall develop
and implement a State-approved Turnover Plan covering the possible turnover of the System and System M&O
activities to either the State or a successor contractor. The Turnover Plan shall be a comprehensive document
detailing the proposed schedule and activities associated with the turnover tasks. The plan shall describe the
Contractor's approach, and schedule for transfer of all SDLC and operational artifacts and documentation
created, maintained, and updated throughout the Contract term. The information shall be supplied on media
specified by the State and according to the schedule approved by the State. Turnover task requirements and
approximate timeframes are provided in the sections below. The dates and data requirements in the following
sections are illustrative only and do not limit or restrict the State's ability to require additional information from
the Contractor or modify the turnover schedule as necessary.

Four (4) months prior to the end of the base Contract period, or any extension thereof, the Contractor shall

transfer the following information to the State or its agent on a medium acceptable to the State:

a. A copy of non-proprietary solution components or database(s) used. Please see the Contract for
requirements regarding ownership of work products; and

b.  All other SDL.C and operational artifacts and documentation.

Four (4) months prior to the end of the Contract or any extension thereof, the Contractor shall begin training

State staff or its designated agent's staff, in the System M&O and other operational activities performed by

Contractor staff. Such training shall be completed at least two (2) months prior to the end of the Contract. The

State’s turnover of services to a potential new contractor shall take place two (2) months prior to the end of the

Contract. The Contractor shall be available for the last two (2) months of the Contract to provide support as

requested by the State. This support shall be invoiced according to the contractual hourly rates.

The Contractor shall appoint, with State approval, a Turnover Manager who shall manage and coordinate all

Turnover activities. The Contractor shall submit their manager's qualifications as part of their Turnover Plan.

The Contractor shall not reduce operational staffing levels during the turnover period without prior approval by

the State. The Contractor shall not in any way restrict or prevent Contractor employees from accepting

employment with the State. The State will work with the Contractor on the timing of any transition of Contractor
staff. The Contractor shall provide to the State, or its agent, within fifteen (15) business days of request all
updated data and reference files, scripts, and all other documentation and records as required by the State or its
agent.

a. If the optional Contract extensions are exercised during turnover activities, these turnover activities shall
shift to the next year. If the turnover is halted due to the State exercising an optional term extension,
invoices shall not include Turnover Manager costs after the State's date to halt turnover activities until those
activities resume (with the State's approval) in the following year.

b. Turnover costs shall only include the Turnover Manager’s costs. Any additional staff costs shall be covered
by the M&O fees unless otherwise approved by the State.

APPENDICES

Al

Glossary of Terms

Term Acronym/Abbreviation
Child Care and Development Fund CCDF
On My Way Pre-K OMWPK
Child Care Developmental Block Grant CCDBG
Eligibility Offices EO
Automated Intake System AIS
Paths to QUALIITY™ PTQ
Child Care Providers Providers
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Technical Assistance Services TA

Child Care Resource and Referral CCR&R
Child Care Information System CCIS
Farly Ed Connect EEC
Indiana Licensing & Fducation Access Depot I-LEAD
Eligibility Specialists ES

Child Care Fducators Fducators
Teacher Education and Compensation Helps TEACH
Provider Self-Assessment ISAT
Sharable Content Object Reference Model SCORM
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Exhibit 2 - Total Costs

Table 1: Total Cost of Ownership for Four (4) Years

State Fiscal Year Start Date | End Date | Deliverables Cost

SFY 2022 8/15/2021| 6/30/2022| $ 3,894,809.23

Base Four-Year Contract Cost|SFY 2023 7/1/2022| 6/30/2023| $ 6,871,263.48
SFY 2024 7/1/2023| 6/30/2024| $ 4,662,823.95

SFY 2025 7/1/2024| 6/30/2025( $ 3,357,746.64

SFY 2026 7/1/2025| 8/14/2025( $ 419,718.33

Total Cost of Ownership for Four (4) Years $ 19,206,361.63
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This table demonstrates the projected cost of cost components over SFYs.

Table 2A: Projected Cost by SFY

Cost Component’

SFY 2022 SFY 2023 SFY 2024 SFY 2025 SFY 2026 Total
Discovery Phase $ 1,012,560.71 | $ - $ - $ - $ - 1,012,560.71
Sprinting Phase $ 2,157,019.12 | $§ 3,918,345.06 | $ - $ - $ - 6,075,364.18
Impl tation Phase $ - $ 1,761,85662 | $ 127582648 | $ - $ - 3,037,682.10
Infrastructure M. t Services $ 72522940 | $ 1,191,062.80 | $ 276,261.80 | $ - $ - $  2,192,554.00
Systems M&O $ - $ - $ 1,490,690.78 | $ 1,703,646.60 | $ 212,955.83 [ $ 3,407,293.20
AWS M&O Support $ - $ - 540,624.00 [ $ 617,856.00 | $ 77,232.00 1,235,712.00
Maximum Enhancements Cost $ - $ - 1,079,420.90 | $ 1,036,244.04 | $ 129,530.51 2,245,195.44
Total Cost $ 3,894,809.23 | $ 6,871,263.48 | $ 4,662,823.95 | $ 3,357,746.64 | $ 419,718.33 19,206,361.63
The cost component breakdown is based on initial Contract funding and is subject to change. See "Pricing Information" tab for more information.
Table 2B: Number of Months by SFY

SFY 2022 SFY 2023 SFY 2024 SFY 2025 SFY 2026 Total
Projected Months DDI Period in SFY 10.5 12 1.5 0 0 24
Projected Months M&O Period in SFY 0 0 10.5 12 1.5 24
Total Number of Months in SFY 10.5 12 12 12 1.5 48
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Exhibit 2 - Total Costs
Pricing Detail
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Definitions

State of Indiana Office of Early Childhood and Out of School Learning
Exhibit 3 - Detailed Functional, General System, and Technical Requirements

DEFINITIONS
FUNCTIONAL REQUIREMENTS TAB

Key:

Out of the Box: The requirement can be fulfilled without any configuration or customization.

Configuration: The use tools in the application meet specific requirements without the use of code.

Customization: The need to write new code (programs, class files, scripts) in the software to meet specific requirements.
No Capability: The proposed system cannot meet the requirement with or without configuration or customization.

GENERAL SYSTEM REQUIREMENTS TAB

Key:

Out of the Box: The requirement can be fulfilled without any configuration or customization.

Configuration: The use tools in the application meet specific requirements without the use of code.

Customization: The need to write new code (programs, class files, scripts) in the software to meet specific requirements.
No Capability: The proposed system cannot meet the requirement with or without configuration or customization.

TECHNICAL REQUIREMENTS TAB

Key:

Out of the Box: The requirement can be fulfilled without any configuration or customization.

Configuration: The use tools in the application meet specific requirements without the use of code.

Customization: The need to write new code (programs, class files, scripts) in the software to meet specific requirements.
No Capability: The proposed system cannot meet the requirement with or without configuration or customization.
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State of Indiana Office of Early Childhood and Out of School Learning
Exhibit 3 - Detailed Functional, General System, and Technical Requirements
Functional Requirements

Functional Requirements

1 Family Portal Out of the Box | C C i No Comments
Deloitte's Child Care and Early Learning Solution's Family portal is enabled by Cardinality
11 Family can apply to programs including child care and pre-K X and has the feature to submit applications for child care and pre-K assistance. The "Am |
G assistance Eligible” function enables the user to check if they qualify for a specific program before they
submit the applicatior
This feature will be built into the solution using out of the box
12 Family can schedule, view, and participate in virtual X Families will be able to schedule and view virtual appointments through the solution by
= appointments with an Eligibility Specialist using a Calendar based feature. This request will be sent to the case management system
for review.
The System links to i and sites Deloille'§ Child Ca(e and Ear(y' Learni_ng Solution's Family portal hgs a Sale_sforce _
13 g % X community page with system links to and sites. Indiana
such as the Child Care Finder e & : 2
specific links will be configured into the solution.
Deloitte's Child Care and Early Learning Solution's Family portal supports uploading
14 Family can upload documents and view them once they are X documents and Family member can see the documents they have uploaded. The solution
. uploaded support the ability to manage documents of different types and through different platforms
through a responsive web design.
Deloitte's Child Care and Early Learning Solution's Family portal gets the application status
15 Family can view statuses of applications. Status updates made X from Case Management system and show the status of the applications to the family. As
) in System display to Family per business rules. the application process through different states like 'In progress', ‘Approved for Benefits',
etc. , the family portal will display the current status.
" g - " Deloitte's Child Care and Early Learning Solution's Family portal displays the important
16 :m;l’z vﬁvne;':g[;zzzg; n;;?;ﬁz :;";:i(e?\pl?;l:asn?isp(l:g:nptete X action items on a Dashboard to the family based on the data in Case Management system.
. action items. When a family is working through these items, it will be marked as completed with Green
¥ colored tick mark and removed from the pending actions list on the Dashboard.
Deloitte's Child Care and Early Learning Solution's Family portal will integrate with Indiana's
1.7 Family can reset/recover passwords X Identity and Access Management System to allow for password reset and recovering the
username.
18 Family can view a calendar, including scheduled visits X Del&?iNe's Child Cafe and Early Legrping Solytion's Family portal has the calendar feature
to view the upcoming scheduled visits/interviews.
Deloitte's Child Care and Early Learning Solution's Family portal has multiple ways for
3 Family to get help. Through the portal they can access the help desk contact information
19 Family can request help it and contact them. The system has intuitive error messages and other warnings that help
the family in their process of applying for benefits.
. . v Deloitte's Child Care and Early Learning Solution's Family portal has electronic signature
110 The portal supports e-signature furctionally. 28 feature and only allows applications to be submitted once they have been e-signed.
File type supported for uploads must, at a minimum, include Deloitte's Child Care and Early Learning Solution supports these file types for upload out-of-
1.1 . X
photos, PDFs, text files, and Word documents A
's Child Care and Early Learning Solution’s Family portal has a screening module
Family can input personal information related to eligibility and "Am | Eligible?" through which a family can enter personnel information to find if they are
receive an pprop iate and accurate pi ing for eligibili|y eligible for different assistance programs. Deloitte's s Chlld Care and Early Learning
112 to various The p X solution’s Case hosts the "} " rules for various assistance
should reside in the case managemem system and only be programs. The family portal integrates wnth Case Management to get the accurate and
displayed in the Family Portal. appropriate prescreening results. These rules can be easily configured to meet OECOSL
business needs.
o " . Deloitte's Child Care and Early Learning Solution’s Family portal Home page displays text,
113 Portal hongpagee il incliidevidag cairplseteand links 1o X videos, Knowledge articles from Salesforce and resource links provided by OECOSL.
resources that OECOSL chooses. Y i
These links can be configured based on Indiana resources.
Child Care Provider and Educator Portal Out of the Box | Configuration | Customization| No Capability Comments
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Functional Requirements

address, or change other contact or demographic information

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
Deloitte's Child Care and Early Learning Solution’s Provider portal is enabled by Cardinality
21 Providers and Educators can access important links out to X and has a Salesforce community page with links to important resources and Training sites
B training sites, etc. for providers and educators. These links can be configured to meet Indiana needs.
Deloitte's Child Care and Early Learning Solution’s Provider portal has electronic signature
22 The portal supports e-signature functionality X feature and only allows applications to be submitted once they have been e-signed.
23 Providers can fequest PTQ rating through the System X Delo_ﬂle s Child Care anz.i Early Learning Soluuor_| 's Provider portal has a Quality Rating
Application flow for providers to request PTQ rating.
Providers can request a PTQ level increase, after which Provider Deloitte's Child Care and Early Learning Solution's Provider portal has a feature for
24 will need to submit information through the System and/ or X providers to submit a Rating increase application. Providers are able to submit information,
partake in a site visit upload documents and partake in a site visit through the portal.
Provid i for li s . i Deloitte's Child Care and Early Learning Solution’s Provider portal allows providers to apply
rovider can spply for lio an pariep 8 for li certification to participate in a child care and pre-K assistance program. The
25 child care and pre-K assistance program (as the provider who X =
& A A portal also allows the provider to apply for background clearance for the purpose of a
receives the assistance subsidy), and a background check li & =
icensing application.
Deloitte's Child Care and Early Learning Solution’s Provider portal will allow Providers to
" . pay fees and penalties related to their application and/or subsidy and PreK assistance
28 Provider.can pay eesand penaltics, 28 payments. The solution will interface with Indiana’s current payment system EPICC by
Conduent.
User can access applications/indications tab which includes child Qelo|lla s Cl.nld Care a'nd Early Learmng Solution's Provider por!al will havn? a page to
27 by . A 7 5 X display providers application status, child care enroliments, certificate details and other
care registration, certifications, statuses, and other information f 2
relevant information.
User can access user document upload tab which includes Providers are able to upload documents through the ‘Document Upload" module of the
Hanet load i P! % Provider portal. They are also able to view the documents that they have uploaded with the
2p OO0 e Yoy 3 uploaded time. Deloitte’s Child Care and Early Learning Solution’s Provider portal supports
28 File fypes Mt s Inciit % multiple file types such as photos, text files, PDFs, word documents and videos (with limited
photos, PDFs, text files, and Word documents. Video upload file size). ! ! '
must be supported in the future (if not already supported). 5
User can access user request/schedule tab which includes Deloitte's Child Care and Early Learning Solution’s Provider portal will provide the ability to
29 inspection, PTQ level up/rating, technical assistance, X view PTQ rating, inspection details, violations, and background check details.
B reinstatement of Provider license, appeal, background check,
and inactivation of Provider license
User can access user associations tab which includes options to Deloitte’s Child Care and Early Learning Solution’s Provider portal will have a page to
210 view and edit relationships to other users, view appropriate X display the relationships to other users and user will be able to update the relationship
relationship statuses, etc. statuses and other information.
User can access user payments tab integrated with OECOSL's Deloitte's Child Care and Early Learning Solution's Provider portal will have a 'Payment tab"
211 payment system portal including graphic layovers, to provide a X which will redirect the user to the OECOSL's payment portal. This page will maintain the
seamless experience for the user same look and feel to provide seamless experience.
Provider can access user account maintenance which includes Deloitte's Child Care and Early Learning Solution's Provider portal allows providers to
212 changing limited account i ion and i ini X change limited account information. The portal allows Admin users to provide access to
rivileges additional staff for a provider location.
. . - . Deloitte's Child Care and Early Learning Solution's Provider portal will be configured to
213 g:ﬁ;acfﬁ:ﬁg?’ﬁer c:::s;o"s I HIch oldesipeyIng X allow provi to pay fees or and ies through an interface with Indiana's
L Pel current payment system EPICC by Conduent.
214 User can access Child Care Educator training tab which includes X Deloitte’s Child Care and Early Learning Solution's Provider portal will be configured to add
2 integration with LMS a Training tab which will redirect the user to the LMS solution.
. o " Deloitte's Child Care and Early Learning Solution’s Provider portal will support Educators to
Usfx e adgess Child Carg Edgoator sppllostione/iaquest teb [ submit a request for a background check, apply for a certificate and file Appeals. The
215 which Educators can submit a request for a background check, X & 5 4
SR 2 system will not be conducting any background checks on behalf of the providers or staff.
apply for certifications, and file appeals
" . The provider will be able to access the Child Care Educator account maintenance tab in
User can access Child Care Educator account maintenance tab 3 2
2 % < which Educators can reset password or email, change address, or change other contact or
216 in which Educators can reset password or email, change X

[demographic information. The solution will interface with Indiana's Identity and Access
Management solution to meet these needs.
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Functional Requirements

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
217 Ussicanvicndatises X Deloitte's Child Care and Early Learning Solution’s Provider portal displays the status of the
. licensi lications, ratin, uest and others
Deloitte's Child Care and Early Learning Solution's Provider portal displays the important
218 User can view important action items X action items to the provider user through notifications in the portal. These can be
configured for the Indiana providers.
Deloitte's Child Care and Early Learning Solution's Provnder porial displays oorrespondenoe
Ulearcanviw history i history of all documents generated for the provider i
219 submitted by paper 1y X paper. The documents submitted by paper will need to be scanned by OECOSL before the
Pap providers are able to access them through the Portal.
L A i Deloitte's Child Care and Early Learning Solution's Provider portal Home page displays
220 f;""a'rh°"'l‘;"f‘¢’§;g"o"sf°‘:de ""s’°° carmuselsand ks fo X text, videos, K articles from and links provided by OECOSL.
R SHOTRS: These links will be configured based on OECOSL needs.
3 Case Management System Out of the Box | C C No C Comments
o 4 G T The Case Management system within our solution is inter connected wiith the other parts of
Qb;]::le':‘:Iu::e':i;:nﬁm::‘"s‘ir;;:;s?ﬁ::ﬁ"igfgiao;‘m: Sayslem the solution including the provider and family portal, and leaming management system. The
Licarieli Consultamgs;:ould tie ableytz fil ")m ah inspepcli;)n data is shared across all these system thereby reducing the duplicate data entry across
31 At ingme Gane Managament Systeiand sand it1o th X multiple systems and real time updates for providers and families. As mentioned in the
: Prztider ard Eduoator P?)rtal tor amevider o sioriand therisand example when a Licensing Consultant fill out the inspection report, then status of the report
back to the Licensing Consultant, who could vieﬂ?ﬂhe signed will be updated. In our solution, now Provider and Educator portal will display the actionable
reportin e Gasis M?ana i S sism 9 inspection report based on the status where it needs a signature. As soon as the Provider
£ 9 ¥ % signs the document, the information gets updated in the Case Management.
Asilare taken i ser sorals Tisserviar Rams did ationain he Due to the real time / batch based integration between the case management system with
32 case management :_)‘OD' the Sgglem X the portals, when the Family and Provider users takes an action in portal, the data is
9 P v updated in the Case Management system.
l:‘r;apphcallon '2; :::ld e and p'r:-K assnslancg mg}lz'sa{:‘osm The Case Management system has the feature to find out whether a case is eligible for
33 2 tobe siigible ori 2 X child care or pre-K benefits. The benefits can be approved in the system and the system
) nd if eligible, on to choosin ; child care ro?lider voudhier notifies the families accordingly. Similarly when are created for provi s
Zealion gandv R rogvider P J o system generates the notices to both providers and parents.
gabon, N paymelit 1o provicer
Our solution has a robust Correspondence generation module that enables both automated
Automated letters and other automated workflow prompts or and 2 for famili and lellers Diffétont lr:)gagerj LY ":;;Zf[elm
34 steps can be generated or can take place (ideally, without a X 2 casdor aniilos 2 A soc o fules: &
<teady intemet connection, If possible) enable routing of applications automatically. Since our solution is a cloud enabled system it
Y i saves the data as users enter it. This enables protection against any data due to situations
such as a steady internet connection.
Tgiweekly or monthly and based on business rules, the System
rs::e“i‘:j::ﬂ::e‘;"::g 5‘1";:‘;:’0:::3::‘2“ sri‘::: g 3;:)'?1?' CORTICON based eligibility rules enables cases to be assessed for eligibility both at intake
S heiias thaf (Faek Familiie chauld o litaar casaive.. Based and redetermination. Based on the business rules and discussion with OECOSL, the
35 i business fliles. Whari thet dollar amoumgis suiﬁcient‘ 6 fand X system run the necessary batches to evaluate which Families should no longer receive
: ncibier:al lica|io}1 onihe:appreprislewalt it iHeSyetem:ehall subsidies. Individuals are added to a waitlist based on the fund availability for a particular
pull the c::ecl application "";":n l't)|e appmprial‘e wailt K:‘ and geographic area. A robust funds management module within the solution enables the fund
move the application to the appropriate Eligibility Office’s are accurately used for paying the providers based on the child enroliments.
workflow for processing.
Calendar of upcoming work and virtual appointments are Case Management system wiill be enhanced to create an ability to schedule virtual
36 ilable th ? 1, includi t PPOted 5 " X in the system and will be assigned to users based on their workload and the
avallal al ie user level, including automat assignments areas they serve.
I ——_———_——— s \We have built our solution to work for multiple channels. This includes both self-service and
37 basis for alls::rooesse); and should be able to accept oyr‘zsa:paper X papel Bosed apphca"o."s ;The system.siipponis ths daia Bniry ol (808 by OECOs] ;
when necessary for the end user (Family, Provider, or Educator). provkletfcensing ! preX and qualtlyrating
applications.
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Functional Requirements

g,
providers, monitoring statuses, and tracking appealed cases (see
Appendix)

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
s Y o The Licensing module of the solution has been designed to help state meet their
System and appropriate user with System role can categorize & . 4 SR y
2 G y g regulations as well as federal The pi in the system are
38 Providers that have been prohibited from operation and trigger X evalusled against these and if they fail 16 thasa: vicialh sari b
& workflows based on each category for corrective action including % o B < i %
bl nol BinBed 16 ibiaring carimuniaton created in the system. If violations are not resolved in a timely manner, the System will
uLno o/ndgenng communications automatically notify the provider that their certificate will be revoked.
C workflow-triggs ication is ilable to The Case Management system includes a Communication Hub that allows notification via
39 specific persons within or outside the organization utilizing X emails, text messages, alerts in the system to be generated for providers, families and case
various communication mediums (e.g. email, phone calls, etc.) workers based on different trigger conditions in the system
4 o All communication though the system are secure and comply with Federal security
3.10 C',eale siaciron & f:ommumcahons thatmealStateaht fedars] X standards. The Salesforce platform enables all communications to be secure and helps to
privacy and security standards 3
meet data privacy needs.
The Case Management system provides helpful material to Eligibility Specialist that
311 Distribute important links out to other sites and resources X includes detailed instructions to use the system, links to important websites and other
resources.
can with other Case workers can use the out of the box capability in the system to communicate with the
and Families by typing or choosing messages in the case providers and families. This includes the creation of templates for emails and notices. Other
312 management portion of the System, which will show up for the X icati are also ilable in the system that includes text message
Family in the Family Portal and will trigger a notification to the feature. Communications can be created real time or an over night process that can be
Family to check messages in the Family Portal via text or email ig based on OECOSL needs.
can subsidy ts and length of The case management has the feature of determining the copays for parents and
313 subsidy based on information such as Provider costs, allowable X determine the length of benefit and pay the providers based on county and provider agreed
costs by County, and other information located in the System rate based on full time and part time care is provided to the children.
E"g'.bllm.f Spectallsl can (_ielermme.(hg !ollowmg_ foech The Eligibility Determination module of the system uses a CORTICON eligibility engine that
application: prequalification, full eligibility, subsidy < N % Fhy
3.14 % X determines eligibility for multiple sub-programs in child care and pre-K assistance. It
amount/voucher amount, grant amount, funding, source/program £ % Sit
s el calculates the benefit amount and determines the waitlist and freeze status for cases.
provider rate, and waitlist status.
Eligibility ialist can process This includes the The workflow rules in our Case Management system tracks an application from intake to its
315 applications moving through the main functions of: receive, X complete processing. This includes eligibility determination, approval, denial of benefits and
: approve, deny, apply, reapply, reauthorize, terminate, reactivate, renewals. Appeals outcome can be entered in the system and can be tracked for a case or
transfer, or appeal (see Appendix). a provider.
Eligibility Specialist can transfer cases to the right county or The Case Transfer function will be built in the system and will allow the cases to be
3.16 A = % - X 3
ueue without any action required by Famil transferred across counties
Eligibility Specialists can file an application on behalf of the L et Rn
317 Family should they show up fo the Eligibility Office in person. X The system supports the application intake from paper based applications.
The system allows generation of PDFs for all the authorizations, payments summary,
3.18 Generate PDF of important file documents; identify "file" X benefit and other These d can be to the system
and linked to a case or a provider.
Inl'err‘]al VA pHil e am? PR PRI applxcanons, The applications submitted from the Provider Portal are received in the Case Management
319 This includes the functions of: receive, approve, reject, deny, X dei e lnk The e b ned
Spol “andlhedl (see Appendix) system in appropriate Inboxes. These can be processed by assigned users.
Internal user can monitor Child Care Providers by scheduling
unannounced inspections and visits, which push to the Child The Licensing module of the solution wiill be i to and
320 Care Provider in the portal at the appropriate time. These X unannounced inspections for a provider location. The Inspection management module
inspections are unannounced, and the Provider can only get allows inspection outcomes to be entered and create violations if needed.
visibility to them once the Licensing Consultant is on site
Various levels of access are defined to the System as a whole, 2 .
321 aaiall aaithin differeit Edncliohal/Areas basad oR foleg:and X The _solu(lor: uses Salesforce out of box profile management feature to support this
security levels RYmmont:
Internal users can enforce laws by issuing external users to
cease and desist, revoking or denying permissions, issuing civil The Licensing module allows case workers to assess providers for compliance against
3.22 i ing feeds, ifyi i ing or i X state and federal rules. If found non compliant, the system allows to issue sanctions and

violations resulting in revocation of the certificate.
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Functional Requirements

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
Levers and controls of budget for each funding source/program
type available at the State level for OECOSL Central Office to
use including a statewide wait list for each child care and pre-K The Case Management has a robust Funds Management module that tracks the funds
i type and the i ding information with for different i.e. subsidy and pre-K assistance. These funds are
323 of anticij pending of child care and pre-K X used to pay pt and when children have to be added to a
assistance funding based on the number and amount of subsidy waitlist. As the funds become il system i ions for the case workers
vouchers in the System; System will automatically move and children can be placed Ready for Service status.
ications off of wait list and into the appropriate work queue
per business rules
The Quality Rating module has the ability to use the provider rating to determine the
324 35:{23:5:;:2 geﬁg: :; a: ::: 'it:; Lakeehore:orcther X provider payments based on the add on rate. The solution will be configured to implement
Lakeshore or other incentive website credit to a Provider.
Deloitte’s Child Care and Early Learning Solution's Family portal has a screening module
)
"Am | Eligible?" through which a family can enter personnel information to find if they are
Pre-screening is present in a benefit calculator-type function and eligible for different assistance programs. Deloitte’s Child Care and Early Learning
325 efiouid ol reg uir: e Bamilylobeginanl lica:i)oen X solution's Case hosts the "p " rules for various assistance
& L 9! L programs. The family portal integrates with Case Management to get the accurate and
appropriate prescreening results. These rules can be easily configured to meet OECOSL
business needs.
326 Provide the ability to automate correspondence where possible. X Sys(gr_n 3 . andnoticeetiasetion difSrelittriieg
conditions in the system.
Provide the ability to build electronic forms and email forms to y "
distribution lists or individuals. Provide the abiliy to create, print, Uesreican ues Ihe Cormespondence Englne o fectinsl o thet are ger
327 export. and email electronic forms that are pre-populated with X with pre-populated data. User can print, export and email these forms and communicate
oo':roes‘ nding data pre-pop with providers and families.
Comasponcing'¢ata
Provide the role-based ability for user to classify individuals as 2 o ’
% 5 Our solution uses the Salesforce profiles to define a role-based ability for user to classify
928 bad alc(c.ns al tha lowest poashisipatty Ielvel, Sysle.m s dlsa o individuals and what system functions they can perform.
classify individuals as bad actors according to business rules
" " " Workload Dashboard within the Case Management system provides the ability to
Supervisor can reassign work of supervisee and see dashboards 9 hod
3.29 of \zork Sieinnedia allgsu rviseesp X supervisors and other higher roles to assign cases to case workers. These users can also
9 e view the workload for the users across the system and reassign work as needed.
State-level prioritization of wait lists in the System determine how
many child care applications can be funded based on program The Waitlist Management module within the solution allows children to be placed on waitlist
3.30 budget information. The System places processed applications X when funds are not available. The state level waitlists can be built in the solution as we
on various wait lists based on business rules. Wait lists are already have a base solution for waitlist management based on county.
maintained at the State level based on business rules.
System provides workflow and of
assistance requests and referrals based on business rules and Technical assistance requests can be submitted by providers through the Provider portal
3.31 from i that indicate a desire for support, are X and these are mapped to appropriate TA With an i ion with the LMS
referred for support, or who take an assessment/quiz defined by system provi can take an iz defined by OECOSL.
OECOSL
332 The System allocates funds to the appropriate subsidy vouchers X The system can be easily configured to interface with the State Payment system to
' through an interface with the Payment System allocates funds to the appropriate subsidy vouchers.
;‘;’:emsu‘;lsikl,:‘c:ri:: ::::g:"IZ_SKP::;?;?“Z:":]:;LEQ7;'3:"“ The Enroliment Management module can be customized to allows multiple enroliments to
333 child folpmulliple periods o?time including subsidy amount X be created for a child with multiple providers if they attend part time care with both
) sourcelprogram subsidy typs, length of subsidy, amount lr;e Child providers. This includes the determination of subsidy amount, source/program subsidy type,
Care Provider will be paid av{d other inlormalioh length of subsidy, amount the Child Care Provider will be paid, and other information.
The System and the Eligibility Specialist can split applications
334 into multiple applications and cases when necessary per X The Case Management system allows users to split applications into multiple applications
) business rules (see Example Desired State Use Case for an and cases when necessary per business rules.
example)
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Functional Requirements

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
The System assigns an application for child care or pre-K
assistance to the appropriate Eligibility Office based on business The Case M system uses i workflow rules to assign an application for
335 rules. System and Eligibility Specialist can transfer cases to a X child care or pre-K to the appi Eligibility ialist. These licati
different Eligibility Office’s workflow or queue based on business can be reassigned in the Case Management system and families are notified automatically.
rules and without any action required by Family
3.36 The Syslem oan yiead though X Email and Case Comments can be captured in the system.
email and case notes
The Case system has a module based on CORTICON rules engine
through which it can be found if a case is eligible for different assistance programs.
337 The System can process with approp! X Deloitte's Child Care and Early Learning solution's Case Management hosts the
¢ for eligibility "prescreening" rules for various assistance programs. The family portal integrates with
Case Management to get the accurate and appropriate prescreening results. These rules
can be easily configured to meet OECOSL business needs.
338 The System can seamlessly move an application through the X The Case Management system moves an application through different steps of approval
| application and case management flows and tracks its status.
The System determines how much money should be
encumbered for a given period of time to cover subsidy vouchers.
This information is available to OECOSL Central Office in near The Fund Management module of the solution determines the amount that should be
339 real time through reporting or dashboard views with the option to X encumbered for a given period of time to cover subsidy payments. System rules determine
: filter based on various data points including time and statewide when the money is released to the Available funds when an enroliment is closed or due to
and county levels. Biweekly or monthly automated accounting other configured business rules.
engine runs to unencumber money on individual cases based on
business rules
3.40 The System places a PTQ rating request in the correct workflow X The Quality Rating system has configurable workflow rules that assigns the rating
. for processing lications to a i
341 Two-way communication available for internal System users X Thie Case syl figs:a hiub that aliaws Trtermial Lissis 1o ohat
and send alerts.
User can access individual case worker dashboard and Based on security roles user can access the workload dashboard for different users to
3.42 5 X 7 =
supervisor dashboard. rovide a view into the workload of each system user.
The Quality Rating module allows the applications to be approved. It also allows Directors
343 User can approve PTQ work X or other higher roles to approve the work from case workers. These workflow rules can be
ily configured in the system to meet Indiana specific needs.
The Technical Assistance module allows the providers to be mapped to TA resources. TA
344 User can assign TA tiers, TA and PTQ work items, and X requests can be created for providers and an action plan can be recorded in the system.
. incentives to Providers This tracked to compliance and once completed the TA request is closed and the desired
rating can be assigned.
Case / Provider Comments screens in the solution allows the users to take notes for each
345 User can make unlimited case notes. X case and provider. These comments can be marked as High/Low priority and can also be
used to important updates to a case or a provider.
The Case Management system has a rule based Rating system. This allows the user to
3.46 User can rate PTQ providers. X view the suggested Rating for a provider based on the standards the provider has met. The
user always has the ability to override the rating with a reason.
Child Care Provider Referrals can be initiated by the provider, by OECOSL staff, or by
partner contractors. This Referral will be displayed in a queue within the Case Management
347 User can refer a Child Care Provider for services. X 'system. OECOSL staff, or partner contractors, will be responsible to manage the queue and
manually mark the referral "C " when the y Technical i (TA) is
rovided to the Child Care Provider.
User can reschedule work ifems i the application and in The Case Management system allows users to reassign their work items to other users
348 7 3 ; X based on role hierarchy and workload rules. Families and providers are notified
conjunction with the user portals = 5
automatically when such changes are made in the case management system.
349 Eesseo(u::g,r:‘i(acmilies. Ccagglf:;nz;:);vilies. engagedu::norr:v:. X Technical assistance modu!e allows case workE{s to connect providers with the TA
and PTQ rating activities resources to help them achieve the desired quality levels.
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Functional Requirements

training completed

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
» oo The case management system includes the Quality Rating Improvement system
Useroan:iew a_nd manage PTQ. appllcahons,» ISAT rgsults. functionality. This allows to create, process and finalize provider rating applications. A
350 for PTQ rating req and X 3 i S s P Z
provider quality rating is assigned based on the rules and the rating is used within the
referrals % 2 :
subsidy module to determine provider payments.
User can view full case history and associations or links between The case management system assigns a unique ID to each case and child. This helps to
3.51 one party and another party (such as a child within a Family to a X track an individual if they are part of multiple cases. This enables full case history and
Provider to an Educator) associations or links between one party and another party.
Work assignments can be determined and routed to users by Cases and providers are assigned to users based on a combination of the geographic
352 % i i PRIy X ; .
geographical location, System role, position, and other criteria areas they serve e.g. based on county and security profile of the user.
353 Work items related to provider's PTQ request are routed to the X Based on the of cases and p to the users all and provider
A appropriate queue for multiple parties to review updates are routed to the assigned user through automated workflow rules of our solution.
The System can determine eligibility for child care and pre-K The system uses CORTICON based rule engine to determine case eligibility and based on
354 assistance subsidies including subsidy amount, subsidy type, X the co-pay rules determines the subsidized child care co-pays and uses the provider rates
) amount the Child Care Provider will be paid, and other to ine the provider These are tracked in the system to ensure
information . roviders are paid accurately and tracks any over /under payments.
355 User can view full case history - based on access levels X Baseld onvtheAsecumy.roles configured in the system, users with appropriate roles can view
the historical information for a record.
Families move from the completion of the application, to
356 ication of status icati ined to be X The Case Management system tracks the case status, eligibility status, co-pay amount and
) preliminarily eligible or ineligible), and if eligible, on to choosing a provider payments based on the case data and provider rates.
child care provider, voucher creation, and payment to provider
357 System supports e-signature functionality X The system has the e-signature functionality and uses it for all application submissions.
4 Learning Management System Out of the Box | Configuration | Customization | No Capability Comments
4.1 System adheres to learning tools interoperability X The proposed LMS solution is provided by Cardinality meets the interoperability needs
42 System is fully SCORM (Sharable Content Object Reference X The proposed LMS solution "Cardinality” is SCORM compliant
rts communities of practice X The proposed LMS solution supports communities of practice
44 Accessible per Scope of Work Section 6.2 General System X The proposed LMS solution complies with the General Requirements
. Requirements.
Full integration with the appropriate portals and other parts of the The proposed LMS solution integrates with the Provider Portal and Case Management
System including prompts by the System to complete training in System for a seamless transition for learning needs of providers and case workers.
45 the Learning Management System, referrals by the System to the X
user to take an action determined by business rules after a
training is completed, and other activities
46 User can complete training, quizzes, surveys, and required X The proposed LMS solution allows users to complete training, quizzes, surveys, and access
§ documentation on unlimited topics to required content provided by the State on all relevant topics.
Provide training for PTQ online through The proposed LMS solution includes the ability to view webinars, learning forums.
47 webinars, learning forums, real time chat, and potentially other X
digital methods
User dashboard shows user activity, progress, learning The proposed LMS solution displays a learning dashboard for tracking leaming needs of a
48 P i trainings, eamed cettificates, X user
action items, and other information
49 training catalog in which users are able to view and register for X The proposed LMS solution displays a learning catalogue for the list of trainings available to
" leaming opportunities a user.
410 lendar that displays ing learning - X i’l[’:;z;(‘::used LMS solution allows users to view upcoming learnings based on their
System generates a transcript or other method for user to The proposed LMS solution generates a report of the completed trainings for a user.
411 easily ive p i and X
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Functional Requirements

1 Family Portal Out of the Box | Configuration | Customization | No Capability Comments
Deloitte’s Child Care and Early Learning Solution's Learning Management system has the
feature to support both English and Spanish language only for the Page names and Fields.
Our solution supports automatic Spanish translation of the Page Names and Fields that
appear on the pages (i.e., Static Content only). The data stored in the system is not
o " - . translated to Spanish. For example, if the Page Name is “Assess Eligibility” and if the user
412 Thansiation;avellableromiErglsh 10:S panis s changes the language to Spanish, the system wiill translate the Page Name to Spanish
“Evaluar la elegibilidad.” In addition, if the Field Name on the screen was “Name,” it will be
translated to “Nombre,” but the data that appears on the page wiill not be translated to
Spanish. For example, if the program name is “Low Income,” it would not translate it to
Spanish.
413 Abillty to import, export, and procsss files quickly X The propusa?d LMS solution allows users to import, export and process learning
documentation.
Ability to easily ortag ials and The proposed LMS solution allows users to search trainings based on different search
414 to easily filter to see certain types of training opportunities X parameters.
available
o : The proposed LMS solution allows unlimited number of users to access the LMS system.
15 Hnkinstec nmberiof f saming Management Systsmusers X This is enabled through an enterprise based license for the LMS system.
Learning Management System is part of the System with the The proposed LMS solution integrates with the Provider Portal and Case Management
416 same sign on information used by the user for all parts of the X System for a seamless transition for learning needs of providers and case workers.
System
Learning Management System provides unlimited learning The proposed LMS solution provides access to a variety of training material to providers
. 3%, 3 : ” and case workers.
417 curriculums or paths containing multiple learning opportunities X
and progressive learning opportunities in a single path
5 and Rep g Out of the Box | Configuration | Customization| No Capability Comments
Data tracking and entry related to multiple tiers of assistance are Deloitte’s Child Care and Early Learning Solution acts as a single source of data for
5.1 provided, including resources through Call Center, cohorts, or X extemnal interfaces including call center.
face-to-face
System provides static/historical and near dynamic (i.e., real- QOur solution Reports and D: ds through the platform provides access to
52 time) reporting for all program and functional areas. This includes X the real time data. Admins can easily build adhoc reports for advanced reporting.
& a list of the types of built-in i and end
(ad hoc) reporting capabilities
53 System allows visualization of data and drill down capabilties X S:leoluﬁon out of box Dashboards displays multiple data points in a single page and it can
rilled down as weell.
Semantic layer that allows end users to perform self-service Our solution uses Salesforce profiles to define which user group need access to which
reporting within the scope of their security and access rights. reports.
54 User Defined Reports and Views: System provides user-defined X
. reporting views based upon different roles and security profiles of
various stakeholders. The Contractor shall define the rules of
configuration for State approval
55 System can export report results to common data formats (e.g., X Qur solution uses Salesforce out of box reports to support export functionalities with
) Excel, CSV, PDF, Word, etc.) common data formats (excel, csv, PDF)
Deloitte's Child Care and Early Learning Solution has canned report generation solution.
56 an y-1s b-based library of canned reports for X \We will work with OECOSL to collect the requirements for the canned reports and
& viewing, printing, and download implement them. We assume the total canned reports to be generated wiill be between 10
to 15.
57 Provides the data model and definitions of the system and be X Our solution uses Salesforce out of box feature gives the ability for admins to see all the
5 able to integrate bi directionally into the analytics platform. different fields and objects available in the system.
58 Fulla 10 all data points collected in the software X The solution provides users with appropriate security roles to view the data in the system.
Dashboard views of aggregate data with drill-down capabilities, Our solution provides access to multiple out of box report types including Summary, matrix,
59 ability to aggregate and view data in different ways (for example, X simple table and charts.
2 by geographical location, type, party, etc.) and to view trends in
data
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State of Indiana Office of Early Childhood and Out of School Learning

Exhibit 3 - Detailed Functional, General System, and Technical Requirements

General System Requirements

General System Requirements

General System Requirements

Out of the Box

Comments

11

and information based on their role

Define and maintain appropriate, security-based user
roles/permissions to limit users to the appropriate level of access

X

Accommodate users accessing the System using laptop, mobile
phone, tablet, and desktop hardware running current supported
versions of:

a.  Microsoft operating system, Apple operating system,
Android, iOS

b.  Microsoft Office (latest version with active Microsoft

support) for 5 , and
cover sheets (detailed history documents)
c.  Microsoft Internet Explorer, Microsoft Edge, Apple Safari,
le Chrome, and Mozilla Firefox

Our solution is based on Salesforce platform and the system wiill support the operating
systems supported by Salesforce.

Business continuity and disaster recovery capabilities ensure the
System compiles with all State backup and disaster recovery
requirements

Ensure all records are maintained in an auditable and readily
accessible way. Provide the ability to frack and report upon
entries and changes made by all users (including administrators)
in the System. Include a time/date stamp and user ID for all
entries to provide an audit trail of transactions

15

16

(https:/Awwv.in.gov/fssa/4979.htm).

Meet technology standards and security requirements that are
set by Indiana Office of Technology
(https:/fvanw.in.gov/iot/2394.htm). Ensure compliance with the
Family and Social Services Administration security policies

Family Portal and Child Care Provider and Educator Portal are
web-based

1.7

System adheres to Section 508 of the Rehabilitation Act

18

x|

System can translate to multiple languages including Spanish

The system uses out of the box translation feature from Salesforce
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Technical Requrements
y carming
and
Technical Requirements
1 Comments
11 |for sstem sopton vt corsiceatons to Deveiopment, System " i pa
! |egtin Test ser Accptrce roacin, Trdnng, and fr Disinter Recovey may ol be recued.
[Olsaster Recovery envronments
Suspar the voume o i crtraciusl Sysiem scibiies Wi The
12 y x
stems
12 , x
foth i Scope of Work Section 6.3 2 System Pesformance
2 Commerts
moor
21 |user data. No emor rates occur durng ransaction iy n the x
3 Comments
ata our and rec.
ERI ie x A mai
e
e folowing specifiations: L
GovDetvery
usty Assrnce ysen Esghty (o8
cria
32 x systoms.
[P sty P
P externat systems as fsted nthese recuirements.
ndin Dopariment of Educstion
= g
N e prosae o
35 [sy Prodders ang x
e retereaor trinngs Proder and Educator
o gger natfications.
36 [System inogrates it the Stte's test ang emai psform x oot H o
37 [System intogretes i ctne Stets bone systems x e e
our st s ul of th s reprieg copites obe OECORLTe W
38 [System irogates wan OECOSLs Moniarg systen x 3
System riegraies Wih OECOSLS paymert system. Subsiy
5o [System as pat o hs mtecraton win appraprte repartng % o
2 [avetabie 0 OECOSL Cenral Offc 5o hat GECOSL Centrat ?
updted
TEACH
310 |System Irtegrates with TEACH scholarship system s fsoln
n soffrecating TEACH schalestips 1 scvance thirscction
311 |Biectionst tetaces betwen componerts of the Systam % chect
2 Our s goer Trough 1o smallnd
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Encryption ot
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EXHIBIT 4
Indiana Office of Technology Terms and Conditions

DEFINITIONS

Data means all production data, whether in written, or electronic form, created by or in any way
originating with the State, and all production data that is the output of any computer processing,
or other electronic manipulation, of any such production data that was created by or that in any
way originated with the State, in the course of using and configuring the Services.

Data Breach means any actual or reasonably suspected unauthorized access to or acquisition of
Encrypted Data.

Encrypted Data means Data that is required to be encrypted under the contract and Statement
of Work.

Indiana Office of Technology means the agency established by Ind. Code § 4-13.1-2-1.

Information Security Framework means the State of Indiana’s written policy and standards
document governing matters affecting security and available at http//www.in. gov/iot/2339.htm.

PII and PHI shall have the meanings ascribed the in the Contract.

Security Incident means any actual or reasonably suspected unauthorized access to the
contractor’s system, regardless of whether contractor is aware of a Data Breach. A Security
Incident may or may not become a Data Breach.

Service(s) means the services which are provided to the State by contractor pursuant to this
contract and the contractor’s services obligations under the contract.

Service Level Agreement means the written agreement as to service levels between both the
State and the contractor that is subject to the terms and conditions of this contract; in this case,
such is included in the Statement of Work.

Statement of Work means the written agreement between both the State and contractor
attached to and incorporated into this contract.
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TERMS

1. Data Ownership: The State owns all rights, title, and interest in the Data. The contractor
shall not access State user accounts or Data, except: (1) in the normal course of data center
operations; (2) in response to Service or technical issues; (3) as required by the express terms
of this contract, applicable Statement of Work, or applicable Service Level Agreement, or as
required to perform the Services; or (4) at the State’s written request or if provided to the
contractor by or on behalf of the State.

Contractor shall not collect, access, or use Data except as necessary to provide Services to
the State.

2. Data Protection: Protection of personal privacy and Data shall be an integral part of the
business activities of the contractor to ensure there is no inappropriate or unauthorized use of
Data at any time. To this end, the contractor shall safeguard the confidentiality, ntegrity, and
availability of Data and shall comply with the following conditions and those set forth in the
Contract:

a. The contractor shall implement and mantain appropriate admmistrative, technical, and
organizational security measures to safeguard against unauthorized access, disclosure, or
theft of Data. Contractor shall implement and maintain heightened security measures with
respect to Encrypted Data. Such security measures shall be in accordance with Indiana
Office of Technology practice and recognized industry practice, including but not limited to
the following:

1. Information Security Framework; and

2. Indiana Office of Technology Cloud Product and Service Agreements, Standard ID:
IOT-CS-SEC-010.

b. All Encrypted Data shall be subject to controlled access. Any stipulation of
responsibilities shall be included i the Statement of Work and will identify specific roles
and responsibilities.

c. The contractor shall encrypt all PIl and PHI at rest and in transit. The level of
protection and encryption for all Encrypted Data shall meet or exceed that required in the
Information Security Framework.

d. At no time shall any Data or processes — that either belong to or are intended for the use
of State — be copied, disclosed, or retained by the contractor or any party related to the
contractor for subsequent use in any transaction that does not include the State.

e. The contractor shall not use any information collected in connection with the Services for
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any purpose other than fulfilling its obligations under the contract.

3. Data Location: Storage of Data that is PII or PHI at rest shall be located solely in data
centers in the United States and the contractor shall access and handle Data in providing its
Services to the State and its end users solely from locations in the United States. The contractor
shall not store Data that is PII or PHI on portable devices, including personal laptop and
desktop computers, except in an encrypted state. The contractor shall access Data remotely.

4. Notification of Legal Requests: If the contractor is requested or required by deposition or
written questions, interrogatories, requests for production of documents, subpoena,
mvestigative demand or similar process to disclose any Data, the contractor will provide
prompt written notice to the State and will cooperate with the State’s efforts to obtain an
appropriate protective order or other reasonable assurance that such Data will be accorded
confidential treatment that the State may deem necessary.

5. Termination and Suspension of Service:

a. In the event of a termination of the contract, the contractor shall implement an orderly
return of Data m a mutually agreeable and readable format. The contractor shall provide to the
State any information that may be required to determine relationships between data rows or
columns. It shall do so at a time agreed to by the parties or shall allow the State to extract its
Data. Upon confirmation from the State, the contractor shall securely dispose of the Data.

b. During any period of Service suspension, the contractor shall not take any action
that results in the erasure of Data or otherwise dispose of any of the Data.

c. In the event of termmation of any Services or contract in its entirety, the contractor shall
not take any action that results in the erasure of Data until such time as the State provides
notice to contractor of confirmation of successful transmission of all Data to the State or to
the State’s chosen vendor.

During this period, the contractor shall make reasonable efforts to facilitate the successful
transmission of Data. The contractor shall be reimbursed for all phase-out costs (i.e., costs
mcurred within the agreed period after contract expiration or termination that result from the
transfer of Data or other information to the State). A reimbursement rate shall be agreed upon
by the parties for such post-expiration/termination assistance. After such period, the contractor
shall have no obligation to maintain or provide any Data and shall thereafter, unless legally
prohibited, delete all Data in its systems or otherwise in its possession or under its control. The
State shall be entitled to any post-termination assistance generally made available with respect
to the Services, unless a unique data retrieval arrangement has been established as part of a
Service Level Agreement.

d. Upon termination of the Services or the contract in its entirety, contractor shall, within 30
days of receipt of the State’s notice given in 7(c) above, securely dispose of all Data in all of its
forms, including but not limited to, CD/DVD, backup tape, and paper. Data shall be
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permanently deleted and shall not be recoverable, according to National Institute of Standards
and Technology (NIST)-approved or other industry standard methods. Certificates or
confirmations of destruction shall be provided to the State upon completion.

6. Access to Security Logs and Reports: Upon request, the contractor shall provide to the
State reports on a schedule and in a format specified in the Contract as agreed to by both the
contractor and the State. Reports shall include latency statistics, user access, user access IP
address, user access history, and security logs, in each case for all Data. The State’s audit
requirements shall, if applicable, be defined in the Statement of Work or Contract.

7. Contract Audit: The contractor shall allow the State to audit in accordance with the
contract’s audit terms. The State may perform this audit or contract with a third party at its
discretion and at the State’s expense provided that such third party agrees in writing to
maintain the confidentiality of such audit.

8. Data Center Audit: If hosted by contractor, the contractor shall perform an annual
independent audit of its data center(s) where Data, State applications, or other State
nformation is maintained. The contractor shall perform this independent audit at its expense
and shall, upon completion, provide an unredacted version of the complete audit report to the
State. (The contractor may redact its proprietary information from the unredacted version,
however.) A Service Organization Control (SOC) 2 audit report or equivalent approved by the
Indiana Office of Technology sets the mmimum level of a third-party audit. The State shall
maintain the confidentiality of such report.

The parties agree that any documents provided to the State under this paragraph and paragraph
6 above shall be deemed a trade secret of contractor and are deemed administrative or technical
mformation that would jeopardize a record keeping or security system and shall be exempt
from disclosure under the Indiana Access to Public Records Act, IC 5-14-3.

9. Change Control and Advance Notice: The contractor shall give notice to the State for
change management requests. Contractor shall provide notice to the State regarding change
management requests that do not constitute an emergency change management request at least
two (2) weeks in advance of implementation. Contractor shall provide notice to the State
regarding emergency change management requests no more than twenty-four (24) hours after
implementation.

Contractor shall make updates and upgrades available to the State at no additional cost when
contractor makes such updates and upgrades generally available to its users at no additional
cost to them. No update, upgrade, or other change to the Service may decrease the Service’s
functionality, adversely affect State’s use of or access to the Service or increase the cost of the
Service to the State without State’s prior written approval to implement the same as respects
the Services.
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10. Security: The contractor shall, on a mutually agreed basis, disclose its non-proprietary
system security plans or security processes and technical limitations to the State such that
adequate protection and flexibility can be attained between the State and the contractor. For
example: virus checking and port sniffing. The State and the contractor shall share
mnformation sufficient to understand each other’s roles and responsibilities. The contractor
shall take mto consideration feedback from the Indiana Office of Technology with respect to
the contractor’s system security plans.

The parties agree that any documents provided to the State under this paragraph shall be
deemed a trade secret of contractor and is deemed administrative or technical mformation
that would jeopardize a record keeping or security system and shall be exempt from
disclosure under the Indiana Access to Public Records Act, IC 5-14-3.

11. Non-disclosure and Separation of Duties: The contractor shall enforce role-based
access control, separation of job duties, require commercially reasonable nondisclosure
agreements from subcontractors and policies for its personnel, and limit staff knowledge of
Data to that which is necessary to perform job duties. The contractor shall upon request and
no more than annually provide to the State a list of individuals that have access to the Data
and/or the ability to service the systems that maintain the Data.

12. Import and Export of Data: The State shall have the ability to import or export Data in
piecemeal or in entirety atits discretion, with reasonable assistance provided by the contractor,
at any time during the term of contract. This includes the ability for the State to import or
export Data to/from other parties at the State’s sole discretion. Contractor shall specify in the
Statement of Work if the State is required to provide its’ own tools for this purpose, including
the optional purchase of contractor’s tools if contractor’s applications are not able to provide
this functionality directly.

13. Responsibilities and Uptime Guarantee: The contractor shall be responsible for the
acquisition and operation of all hardware, software, and network support related to the
Services being provided except as otherwise specified in the contract or Statement of Work or
otherwise agreed to by the parties. The technical and professional activities required for
establishing, managing, and mamntaining the environments are the responsibilities of the
contractor. The contractor shall allow the State to access and use the Service to perform
synthetic transaction performance testing.

The contractor shall nvestigate and provide to the State a detailed incident report regarding
any unplanned Service interruptions or outages. The State may terminate the contract for cause
if the frequency of contractor-preventable outages is sufficient to warrant termination.

14. Subcontractor Disclosure: Contractor shall identify all of its subcontractors who may be
mvolved in any application development and/or operations for the Services.
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The contractor shall be responsible for the acts and omissions of its subcontractors who
provide or are involved in the provision of Services.

15. Business Continuity and Disaster Recovery: The contractor shall annually provide to the
State a business continuity and disaster recovery plan which details how the State’s recovery
time objective has been met and tested. The parties agree that any documents provided to the
State under this paragraph shall be deemed administrative or technical information that would
jeopardize a record keeping or security system and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3. The contractor shall work with the State to
perform an annual disaster recovery test and take action to correct any issues detected during
the test in a time frame mutually agreed upon between the contractor and the State in the
Contract or in writing.

The State’s Data shall be mantained in accordance with the applicable State records retention
requirement, as set forth in the Contract. The contractor shall upon request and no more than
annually provide to the State a resource utilization assessment detailing the Data maintained
by the contractor. This report shall include the volume of Data, the file formats, and other
content classifications as determined by the State.

16. Compliance with Accessibility Standards: The contractor shall comply with and adhere
to Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or
any other accessibility state laws or administrative regulations.

17. State Additional Terms and Conditions Revision Declaration: The clauses in this
Exhibit have not been altered, modified, changed, or deleted in any way except for the
following clauses which are named below:

e Data Ownership

e Data Protection

Data Location

Notice Regarding Security Incident or Data Breach (removed)
Responsibilities Regarding Data Breach (removed)
Termination and Suspension of Service
Background Checks (removed)

Access to Security Logs and Reports

Contract Audit

Data Center Audit

Change Control and Advance Notice

Security

Non-disclosure and Separation of Duties
Responsibilities and Uptime Guarantee
Subcontractor Disclosure

Business Continuity and Disaster Recovery

e Compliance with Accessibility Standards
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